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Environment
The equipment you have purchased must not be disposed of with household waste. You
should return these to your distributor if they are to replace or dispose of them in an
approved recycling centre.

FCC Statement

This equipment generates, uses, and can radiate radio frequency energy and, if not
installed and used in accordance with the instructions in this manual, may cause
interference to radio communications. This equipment has been tested and found to comply
with the limits for a Class B computing device pursuant to Subpart J of Part 15 of FCC rules,
which are designed to provide reasonable protection against radio interference when
operated in a commercial environment. Operation of this equipment in a residential area is
likely to cause interference, in which case the user, at his own expense, will be required to
take whatever measures are necessary to correct the interference.

Copyright Notice
All rights reserved. No part of this publication may be reproduced, transmitted, transcribed,
stored in retrieval system or translated in to any language or computer language, in any
form or by any means, electronic, mechanical, magnetic, optical, chemical, manual, or
otherwise, without the prior written permission of Company.
Company reserves the right to revise the publication and make changes from time to time in
the contents hereof without obligation of this company to notify person of such revision or
changes. The material contained herein is supplied without representation or warranty of
any kind. The Company therefore assumes no responsibility and shall have no liability of
any kind arising from the supply or use of this document or the material contained herein.

Trademarks

Windows 98/NT/2000/XP/7™ and Internet Explorer™ are registered trademarks of
Microsoft Corporation. All other company, brand and product names, like Netscape
Navigator™ are trademarks or registered trademarks of their respective owners.
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WARNING! v

1. Read these installation instructions carefully before connecting the equipment to its
power adapter.

2. To reduce the risk of electric shock, do not remove the cover from the equipment or
attempt to dismantle it. Opening or removing covers may expose you to dangerous
voltage levels. Equally, incorrect reassembly could cause electric shock on re-use of the
appliance.

3. Do not expose the equipment to fire, direct sunlight or excessive heat.

4. Do not expose the equipment to rain or moisture and do not allow it to come into contact

with water.

Do not install the equipment in an environment likely to present a Threat of Impact.

You may clean the equipment using a fine damp cloth. Never use solvents (such as

trichloroethylene or acetone), which may damage the equipment’s plastic surface. Never

spray the equipment with any cleaning product whatsoever.

7. The equipment is designed to work in temperatures from 0°C to 45°C (32°F to 104°F).

8. The equipment must be installed at least 1 meter from radio frequency equipment, such
as TVs, radios, hi-fi or video equipment (which radiate electromagnetic fields).

9. Do not connect the LAN/WAN port to any network other than an Ethernet network.

10.Do not attempt to upgrade your equipment in an unstable power environment. This could
cause unexpected damages.

11.Do not work on the system during lightning storms. Please disconnect all cables.

12.Children don't recognize the risks of electrical appliances. Therefore use or keep the
equipment only under supervision of adults or out of the reach from children.

13.No repair can by performed by the end user, if you experience trouble with this
equipment, for repair or warranty information, please contact your supplier.

oo

Electrical Powering:

The 1G7600 can be powered with correct power adaptor; the power adaptor must be
12V/1.5A. Any damage caused to the 1G7600 as a result of using unsupported power
adaptors will not be covered by the manufacturer’s warranty.

Product Disposal Warning:

Ultimate disposal of this product, accessories, packing, especially the batteries should be
handled carefully for recycle and nature protection in accordance with national laws and
regulations.
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1. Introduction

MOCET I1G7600 Smart Telephone System is the ultimate SME solution which has rich
feature set of IP PBX telephone systems and IP networking systems. It has business
essential PBX features such as an auto-attendant, voice mail, multi- line appearances, three
way call conferencing, intercom, music on hold, call-forwarding and much more. The IG7600
system opens up access to the benefits of VoIP, including low cost long distance service,
and one network for both voice and data.

The IG7600 is so easy to configure that a fully working system can be set up in minutes. Plug
and Play feature allows IP phone, iPhone or Android phone with IP3054 App to be
automatically detected and registered when they are connected. The IG7600 is easy to be
managed and configured by integrated web server.

The 1G7600 system should work with MOCET IP Phones IP3000 and IP2000 series and
take advantages of powerful business features such as plug & play, all paging/group paging,
multi-line appearances, etc....The 1G7600 has one FXS port to support traditional analog
devices such as telephone, answering machine, FAX machine.

Basic Application Full Application I e
= Simply plug PSTN lines Q Nt wak/l
® Launch App on your smart phone, the handset now e 58 Shalior

becomes office extension

".Itt. net |
Yy ~ '.'\c'FH[Spt E!
o

.’\ psm : Cg%
&

=
= Fax/SLT SME AX [ SLT SME

Remote Access Voice & Video

1.1Interfaces

WAN Interface: one 10/100/1000 Base-T Ethernet port

LAN Interface: one 10/100 Base-T Ethernent port

CO Interface: 4 FXO (Loop Start, for PSTN)

Analog Device Interface: 1 FXS (for analog Telephone or FAX)
Built-in 802.11b/g/n WiFi access point

Auto-Pairing button

00000

1.2Terminals
€ 1 Analog Terminal (Analog Telephone or FAX)
49 |P Stations (IP-Phone; Max. 16 IP3054 App for iPhone / Android Phone)
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1.3Accessory
¢ Wi-FiIP CAM

Basically, the Administration is required to do the following things:
(1) To understand the architecture, resources, and devices of whole environment
which will be involved with the VolP communications.

(2) To build a common setting file for most users.

(3) To configure each phone and install them into the network.

(4) To configure each interfaces and install them into 1G7600.

(5) And to solve the problems that users encounter during operation.
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2.

2.1 Front Panel

Getting to Know the 1G7600

The front panel contains several LEDs that indicate the status of the IG7600.

: POWER WIRELESS TEL 1 2 el - LAN WAN :
I
I
& I
Figure 2-1. Front Panel of IG7600
LED Name Color Status Description
POWER Red/Blue Red Flashing Application Restarting
Red On Firmware updating
Blue Flashing System booting up
Blue On System initialized and running
Off Power off
WIRELESS Blue On Wireless LAN is active
Off Wireless LAN is idle
LINE (1-4) Blue Off PSTN Line is idle
On PSTN Line is active
TEL Blue Off Phone is idle
On Phone is active
LAN Blue On LAN is connected
Off LAN is not connected
Flashing LAN activity present (traffic in either
direction)
WAN Red/Blue Blue On WAN is connected and IP is obtained
Red On WAN is not connected or no IP assigned
Flashing WAN activity present (traffic in either

direction)
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2.2 Rear Panel
The rear panel contains the ports for the IG7600's data and power connections.

T LINE \ R~
WAN LAN 4 3 2 1 TEL 12V =721 54

LU

Figure 2-2. Rear Panel of IG7600

Label Function

WAN RJ-45 connector: Connects the device to your cable modem, or to your
ADSL Modem. It’s to connect to the remote network.

RJ-45 connector: Connects the device to your PC's Ethernet port, or to the

LAN uplink port on your LAN's hub.

Line (1-4) RJ-11 connector: Connects the device to your PSTN lines.
TEL RJ-11 connector: Connects the device to your analog phone.
Power Connects to the supplied power converter cable.
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3. 1G7600 Voice General Features

3.1 3-Way Conference

IG7600 supports 3-way conference. Conference allows multiple speakers to participate in
a joint telephone conversation. Each participant in a conference can speak and hear the
other participants. IG7600 supports one conference room with at most 3 participants. The
voice is mixed on 1G7600.

PS: IG7600 supports this function only when it is a new hardware version IG.

3.2 Access Control for Web Page

The Access Control settings allow the System Administrator to configure the Web Port,
Service Control List, IP Address Access Control mode and password for Administrator,
Supporter and User.

IG7600 also provide an external user access to the internal IP phone’s Web page. The
Registered Phone page will list all registered phones with their IP links for IP phone.
Clicking a specific link will open that specific IP phone’s Web page.

IG7600 provides three Access modes for Web Page
- Administrator mode: unrestricted access and configuration

(Default: admin1234/adminxxxxxx xxxxxx are the last 6 characters of IG’'s MAC
Address with lower case.)

- Support Mode: allow an ISP technician to maintain and run diagnostics

(Default: support/supportxxxxxx, xxxxxx are the last 6 characters of IG’'s MAC
Address with lower case.)

- User Mode: view some configuration settings and statistics.

(Default: user/userxxxxxx, xxxxxx are the last 6 characters of IG’'s MAC Address
with lower case.)

3.3 Answering Position

For incoming calls from the Public Switched Telephone Network (PSTN) (via analog CO
or FXO ports), the IG7600 provides the flexibility to ring specific destinations. The IG7600
provides the ability to ring Auto Attendant. The 1G7600 also provides the ability to
simultaneously ring up to 50 extensions when programmed in a UCD Hunt Group, or the
Operator in accordance with the system service mode (day or night). The user can also
assign a line to ring directly to an extension. Incoming VolP calls from a registered ITSP
can be programmed and routed in the same manner as the analog CO (FXO) ports.

3.4 Auto Attendant & Voice Mail

The 1G7600 Auto Attendant can greatly enhance business productivity by providing either
a full-time automated attendant to handle all incoming system calls or part-time
automated attendant to handle overflow traffic. The Voice Mail Module provides up to 16
hours recording time that are shared by all extensions. The system can handle four
simultaneous calls with following functions.
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Auto Attendant Functions

The Auto Attendant provides an incoming caller with a customized welcome greeting
and specific prompts that will describe the options available to the caller.

Play the welcome greeting messages depending on the system service mode:
Working, Holiday, and Temporary.

In Working Service mode, play the welcome greeting messages depending
on the system service time: Day, Night, Noon, and Holiday.

Route the call to the appropriate destination (phone/virtual extension, UCD
group, operator, single digit) with the dialing digit(s).

Leave a message to a particular mailbox.

Make an outside call via another trunk line (PSTN or SIP-Trunk).

Enter Voicemail box.

AA Menu

Voice

Supports ten different Auto Attendents. Each AA's access number is “Start AA
& VM Service Number” plus 0, 1, 2, and 3. For example, if “Start AA & VM
Service Number” is 500, then 1t AA is 500, 2"¥ AAis 501, 3™ AAis 502 and so
and so on.

Only the first AA has default voice prompts (10001~10005.vox), Other Auto
Attendants’ voice prompts (10006~10050.vox) need to be recorded manually.

AA Menu has a speed dial menu which is configured in Voice -> Voice Mail ->
General -> Single Digit Table. This Table can quickly get your call to the
destination that you wanted.

If an AA is set as Destination of a DID entry or Answering Position of a trunk,
the outside caller will hear Dial Tone when it's answered, then it can call
extensions by dialing extension numbers. It's used to allow outside devices to
be able to dial extension numbers, UCD Group entry ID, AA entry, any
appropriate destination.

Mail Functions
Delete, save, or skip messages.
Forward messages to other mailboxes.
- Specified mailbox
- All mailboxes.

Envelop information indicating the time and date of the message received;
sender information will also be included in the email notification.

Leave a new message to other extension(s).

Change personal greeting and password.

Expert mode support (playback controls when reviewing messages).
Send a notification via email when a new message is left.

Send voice message as the attachment of the email in WAV format.
The maximum recording length for each call is 1800 seconds.

When 90% of the VM size is used, it shows “Message Full” on the all
IP2061/M62’s LCD.

For each extension, the maximum number of Voice Mail is 200.
Each message can be saved for 1 - 30 days or permanently.
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B Support 50 Virtual Mailboxes
B Enter voicemail through another phone extension
e Management Menu
€ Change the Greeting Mode: Working, Holiday, and Temporary.
€ Record the Greeting Messages
€ Record other voice prompts.
e \Voice Messages
B Provide two languages service for the all voice files.
B Support G711-ulaw, G711-alaw, G729 three voice files.
B Administrators can record the all voice messages by themselves.
B Administrators can update, backup or delete the all voice messages from/to
the PC.
For the detail, please refer Appendix 3.
NOTE: When an extension’s voicemalil is filled up to more than 100 mails, VM
system will just read “You have 99 mails.”

3.5 Auto Provisioning

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device. Firmware
upgrade or vendor configuration file backup can be done remotely on ACS server. Select
the desired values and click "Save Settings" to configure the TR-069 client options.

An Auto Provision Server (APS) is also provided to update 1IG7600 FW, Update / Retrieve
IG7600 Configuration and the registered IP2061/M62 firmware, Management->PTC page
is used to configure IG7600 to communicate with APS Server.

3.6 Basic Call

To make an intercom call, dial a Station number (IP Terminal, POTS) or a Voice Mail
number.

To make an outside call, dial a phone number. IG7600 chooses a line (PSTN line, IP
trunk, another 1G7600) via Call Routing Table to dial out.

To make an outside call, dial a PSTN, an IP Trunk or a Trunk Group number first. After
hearing dial tone, dial the phone number.

3.7 Call By Name

IG supports Call by Name now, but it is not enabled as default. We should activate it
manually before we use it.

Get ready:

1%'  find the web page Voice-> Voice Mail->General->Auto Attendant->Dial by Name
Code and We input a number ( for example “9%) here to use it as a dial by name code.

2" we should configure EXT user’s name in Voice->Voice Mail->Phone Extension
page, So that IG can recognize an extension by its name.

3" EXT user should record his or her name in IG’s Voice System; it will be used as a
prompt when the EXT is being called by name.
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How to record your name:

1%'  Regular Phone Extension: Dial 500(as the default Voice mail service number)
->input your password-> press 5->Record your name after the beep tone.

2" Virtual Extension: Dial 500( as the default Voice mail service number)->Press “*” ->
input the Virtual Extension number-> input the Virtual Extension password-> press 5 ->
Record the Virtual Extension’s name after the beep tone.

Now IG is ready to make a call to EXT by name.
Call By Name Process:

In Dial by Name process, a voice prompt (10230.vox) will be played to ask the caller to
input the name. The dialed name will be finished when the caller presses “#” or stops the
digit dialing in 5 seconds, after the caller inputs the name; AA compares the dialed name
with these activated First Name and Last Name. Then AA starts to play the matched
extension’s name file. If it matches two or more extensions’ names, these extensions’
name files will be played one by one following by the extension number. The interval
between two name files is 5 seconds.

When hearing the matched name, the caller dials “1”. AA will transfer the call to the
extension of the matched name (if it's a Virtual Extension, the call will be answered by the
mailbox of the Virtual Extension directly). If the caller dials a non-“1” digit, the digit will be
ignored.

If it has no matched name or the caller doesn’t dial “1” after playing the all matched name,
AA will play a warning message (10232.vox), then play a voice prompt (10234.vox) to ask
the caller to select the next operation. Press “1”, it will ask the caller to input a name again.
Press 2, back to AA greeting.

3.8 Call Abandon

For every PSTN call, IG7600 provides the facility to monitor the call status. If the remote
party hangs up, the ongoing call will be terminated.

The PSTN line monitor is accomplished through monitoring the loop-break signal, polarity
reversal or busy tone. The value range of loop-break signal is: “Disable”/100/200/.../1000
ms.

3.9 Call Operator (Call Attendant)

IG7600 supports one Primary operator and one Secondary operator. Any extension can
be designated as the operator through system configuration.

One primary operator may be assigned in the system. When assigned as operator, this
extension supports general system functions.

While the internal extension dials Operator Directory Number ("0" at default), or the
outside party dials the Operator Directory Number when Auto Attendant plays the
welcome message, these calls will be stored into Operator Queue. The Operator is
First-In-First-Out to service these calls. For the incoming trunk calls at the waiting time,
the calling party will be on Music-On-Hold state.

A secondary (alternate) operator position may be designated for common sharing of
incoming operator calls during peak traffic period. If operator doesn’t answer the operator
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call in Operator Reroute Time, the call is forwarded to Secondary Operator. If Secondary
Operator doesn’t answer the call in Operator Reroute Time also, the call will be forwarded
to Operator’s mailbox.

3.10 Call Pickup — Group
Each extension belongs to a Pickup Group. Direct Call Pickup allows extension users to
answer a trunk call that is ringing at other extensions. If dialing “*”, allow you to easily
access trunk calls ringing in your group. If dialing All Pickup Group Directory number,
allow you to access any trunk calls ringing in the system. Calls ringing at extensions in
other pickup groups may also be answered using the Directory number assigned to that
Pickup Group.

3.11 Call Restriction

IG7600 provides sophisticated monitoring of digits dialed on PSTN/IP Trunks. If a digit or
range of digits dialed on a Trunk line is inconsistent with the dialing extension’s COS, the
call is denied. This calling COS criteria can be applied to local calls, long distance calls,
and specific numbers that are considered allowed in areas where other numbers may be
restricted.

IG7600 allows configuring the Call Restriction Allowed Table and Denied Table. It
provides the following programming items:

e From/To

The intervals are made up of a From and To entry which establish a numeric range.
For example, an entry of “From 1700”, “To 1800” would include the following range
of numbers as the leading: 1700, 1701, 1702 ...1799, 1800. Each From/To entry
can be from 1 to 13 digits long and may contain any digit 0-9. The “From” entry
must be less than or equal to the “To” entry. Each From/To entry can be from 1 to
13 digits long and may contain any digit 0-9, *, # or X (X representing any digit). The
“From” entry must be less than or equal to the “To” entry.

e Trunk Access

IG7600 checks the field only when a call matches the associated interval. If the field
is set to “Y”, the entry is valid when the trunk is accessed previously. If the field is
set to “N”, the trunk isn’t accessed previously. The trunk will be accessed through
Call Routing Table. If the option is set to “YN”, the entry is valid no matter the trunk
is accessed or not previously.

e COS
The COS setting is defined by the intervals. Allow an extension with the COS or
higher priority to dial the number(s) specified in that range.

e Table Type

It configures the type of the entry in Call Restriction Table. It’s either “Allowed” or
“‘Denied”.
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A maximum 40 entries can be configured in the table. They are divided into Allowed
Table or Denied Table based on “Table Type” setting of the entries. It follows
“Priority” (“Allowed” / “Denied”) setting for the target phone number in the check. If it
checks Denied Table first, the phone number will be rejected if it passes the Denied
Table and it doesn’t pass the Allowed Table. If it checks Allowed Table first, the
phone number will be passed when it passes the Allowed Table and it doesn’t pass
the Denied Table. The flow is as below:

Check the phone
number in allowed
table

Check the phone
number in denied

Reject the call

table

Check the phone
number in denied
table

Pass the
restriction check

Check the phone
number in allowed
table

Reject the call

Pass the

Reject the call restriction check

Pass the
restriction Check

3.12 Call Routing

The Call Routing feature automatically routes outgoing calls using the most appropriate
route. The appropriate route is determined based on the number dialed. If necessary,
IG7600 can automatically modify the dialed number by deleting and inserting digits.

The call routing destination is a PSTN line, an IP line or a line group. It allows you to
configure each entry in the Call Routing Table which contains a routing rule for outgoing
calls:

- From/To setting defines the number range
- Min/Max defines the match length
- Del can delete some leading digits in the dialed number.
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- Insert can add some digits as the leading for the target number. It will be added
after doing “Del”.
- Destination defines the outbound call interface trunk

3.13 Caller ID Detection/Generation

IG7600 provides the ability to detect the calling party identification provided by CO via
PSTN lines or by Uplink Server via IP trunks. This data when received by the telephone
carrier will be displayed on all ringing IP phones.

IG7600 also provide Caller ID Generation to the Caller ID equipped Single Line
Telephone.

3.14 Class Of Service (COS)

IG7600 provides 8 Classes of Service (COS) for assignment of outside line
dialing-privileges. Each extension may be assigned one Day-COS and one Night-COS.
The Extension COS is primarily used for restriction and control of long distance dialing.
COS 0 is the highest priority. COS 7 is the lowest one.

3.15 Daylight Saving Time

Daylight Saving Time (DST) feature supports auto adjustment for daylight saving time. It
allows you to configure the Daylight Saving Time (DST) which includes support for auto
adjustment of daylight saving time.

- Internet Time: it obeys the international standard rule.
- Manual DST Rule: it allows you to define your own Daylight Savings Time Rule.

3.16 Default Set

Clear all settings and return the 1G7600 set to the factory condition.
When rebooting the IG7600 to the default, some settings for the registered IP Phones
(IP2061 and M62) and Smart Phones are reset to the default also.

- Line Keys

- Call Forward (Direct, Busy, No Answer, DND, Call Fork)

- Phone Lock

- Call Waiting

- Call Waiting Tone

3.17 Direct In Dialing (DID)

IG7600 provides a Direct In Dialing Table for IP Trunks. It will be able to offer its individual
phone number for each extension.
IG7600 provides 50 entries in the Direct In Dialing Table. Each entry includes

- DID Number: used to check the caller ID of the incoming call.

- Destination: the ringing destination of the incoming call. It can be a Phone
Extension, Virtual Extension, Auto Attendant, UCD Group, Speed Dial, or Paging
number. It also can be an outside phone number.

- Outgoing Call ID: used as the private Caller ID when the “Destination” user makes
the outgoing call. When the setting is null, it assumes to be the same as “DID
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Number”.

- Display Name: used as the Caller Name when the “Destination” user makes the
outgoing call.

- Trunk: the applied trunk(s) of this DID entry. If it's “All”, this entry will be applied for
the all IP Trunks.

3.18 Direct Inward System Access (DISA)

The feature allows you to remotely access IG7600 lines to make the outside calls. The
current PSTN/IP lines are all DISA lines. While ringing to Auto Attendant, the outside
callers have direct access to extensions, or make an outside call,

The out-calling is to dial a pound (“#”) key at the beginning when Auto Attendant plays the
greeting message. The call is secured by means of verified passwords against the
assigned extension number. The use is accomplished only when a valid extension
number has been entered and when the password entered matches that stored for the
extension number entered.

The DISA function is disabled by default.

3.19 Emergency Call

IG7600 allows you configure five Emergency Call numbers and lines with which
Emergency Calls are sent out. Any user can make an Emergency Call regardless of its
Call Routing table, Call Restriction, and Phone Lock, when they dial a pre-configured
Emergency Call number. The numbers of Emergency Call must not collide with the
numbers in Numbering Plan.

It allows programming 5 emergency numbers. “911” is in it by default.

3.20 Extension Password

All extensions of the IG7600 system have an associated User Password. The Password
is applied to Voice Mail service, and some system feature settings (Phone Lock, COS
Following, DISA, Forward, Restore to Default, Feature Button Reset).

The Extension Password is 4-digit length. The default is “0000”.

3.21 Fax/Modem
IG7600 supports FAX/modem tone detection and auto-fallback to G.711. IG7600 also
support to use T.38.

3.22 Flash — Analog Port (SLT) Flash Recognition

Flash is the momentary operation of the hook-switch at the analog device, which can be
deciphered by the IG7600 system in such a way that the previous call in progress is held,
or placed in a status of transfer awaiting further instructions from the user.

3.23 IP Trunk

IG7600 can register up to 12 SIP Uplink Servers. The extensions may make a call to the
users of the Uplink Servers, or any user in the world through the Uplink Servers.

e SIP messages, including INVITE, re-INVITE, ACK, CANCEL, BYE, REGISTER,
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3.24

INFO, REFER and NOTIFY messages

SIP Proxy, SIP Outbound Proxy, Registrar, and Outbound Registrar

Auto Registration when Power-on or period

Session Timer support

Support IP address, domain name, user name, display name for SIP URL.

Message Waiting Indication (MWI)

It's a Voice Mail feature. When somebody leaves messages, the router will inform the
phones, and phones’ LCD will display new voice mails information, and its lamp will flash
accordingly.

3.25

Music on Hold

Any PSTN/IP line calls placed on hold will give music to the other external party.

3.26

Numbering Plan

The Numbering Plan refers to the structure of dialed access to the various resources that
are part of the system. IG7600 also allows for a very flexible configuration numbering for
the various system resources.

IG7600 provides the following resources to be programmed in Numbering Plan.

3.27

Extension Number
Operator Code

AA & VM Service Number
Virtual Extension Number
PSTN Line Number

IP Trunk Number

Trunk Group Number

All Paging Number

Paging Group Number
UCD Group Number
Pickup Group Number
System Speed Dial Number
Call Park Number
Conference Room Number

PSTN Backup

In case of power failure, IG7600 automatically switches the first PSTN line to the
Single-line analog phone. The other PSTN lines are not supported

3.28

Registration Server

The 1G7600 combines Proxy and Registrar servers in its application. For a Registrar
server, it acts as the front end to the location service for a domain, reading and writing

-13-



IG7600 Administration Manual

mappings based on the contents of REGISTER requests. The location service is then
typically consulted by a Proxy server.

3.29 Service Mode

IG7600 provide Day and Night settings for each weekday in service mode page. It will be
applied in the following function:

- Answering Position: Trunk incoming call may be forwarded to different extensions
according to the settings.

- Class of Service (COS): Phone extension may be assigned to have the different
COS in the different time.

- AA Greeting message in Working mode.

3.30 Station Message Detailed Recording (SMDR)

The feature allows the administration to track all incoming and outgoing outside call traffic,
chronologically by extension number. SMDR is output from the standard Syslog
(None/LAN/WAN/Both)

SMDR information includes Trunk Line used, extension number, time and date the call
was placed, number dialed, duration of the call.

IG7600 also provides Outgoing Call Duration Start Time to the PSTN call. It's used to
start the record for the PSTN outgoing call.

3.31 System Speed Dial

IG7600 stores frequently dialed numbers. These Speed Dial Numbers are accessed for
dialing by the associated Speed Dial Directory Numbers. The Speed Dial Directory
Numbers are assigned in Numbering Table. The Speed Dial is only for outgoing calls.

IG7600 stores up to 100 Speed Dial Numbers. In the Speed Dial Number, it's allowed to
store Phone number up to 20 digits in length. Call Restriction and Call Routing are applied
and extensions may utilize only those numbers allowed based on their extension COS.

3.32 System Time & Date

The 1G7600 system provides a built-in time clock to track System Time for reference in
certain features such as day/night service mode. This clock has the ability to
automatically adjust with network NTP server through internet.

The 1G7600 also supports to use manual time setting. Because IG7600 doesn’t support
battery backup, the time setting may need to be reset when rebooting the 1G7600.

System Time & Date can be applied to Smart Phone and IP Phone.
3.33 Trunk Group

The Trunk Group feature is used to assign each PSTN Trunk and IP Trunk to a specific
Trunk Group. Each Trunk can be assigned to only one Trunk Group. The Trunk group
assignment is used for Trunk pool access. If setting some PSTN trunks and some IP
trunks into the same Trunk Group, the trunk access sequence will depend on the access
priority and the search order. The 1G7600 provides up to 4 selectable Trunk Groups. All
PSTN Trunks and IP Trunks are assigned to Trunk Group 1 by default. For the four
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groups you can choose IP first or PSTN first if programming PSTN and IP Trunk in the
same group. This will take effect if call routing entry’s destination has been set as Group
choice

Group All is a special group that all trunks are included in.

3.34 UCD (Uniform Call Distribution) Group (or Hunt Group)

IG7600 supports 4 UCD Groups. Each UCD Group can have up to 50 members. There
are three kinds of UCD Group mode — All Ring, Linear, and Distributed. For All Ring
mode, incoming Trunk calls ring all member extensions simultaneously. For Linear mode,
incoming call is put into a queue and then distributed from the first extension. For
Distributed mode, it is the same as Linear but selection of an extension is uniformed.

If more than one call rings at the same time, the first agent to go off hook will be
connected to the call that has been ringing the longest.

For unanswered Trunk call, it will be forwarded to a Reroute destination. The Reroute
destination can be AA Menu, Voice Mail, Phone Extension or Virtual Extension.

The missed UCD Group calls are recorded in UCD Call Log. It records the last 100
missed UCD Group calls.

3.35 Wizard Setup

The 1G7600 has a setup Wizard that provides the system administrator with a series of
step-by-step operations. You can get in the wizard process from the entry shown on the
main page.
When you start setup wizard you can configure the corresponding settings step by step.
The following four items are supported.

e WAN Setting

e LAN Setting

e Wireless Basic

¢ Internet Time (include Manual Time Setting)
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4. 1G7600 Voice Extension Features

IG7600 follows SIP standard to serve SIP phones. Basically, telephone features that
meets SIP standard can be applied in IG7600.

Smart Phone IP3054(-i), M62 and IP2061 phone support many phone features. But for
adding some traditional KTS features that are not defined definitely in SIP protocol, some
specified information are transmitted between 1G7600 and IP2061/M62/IP3054(-i)
Phones. This section introduces these special phone features. Some features are only for
IP2061/ M62/IP3054(-i) phones and/or FXS phone.

The following features depend on whether the phone provides.

. Other
Feature IP2061 M62 FXS IP3054(-i) SIP Phone
Agent Log On/Off — UCD Group Yes Yes Yes No No
3-Way Conference Yes Yes No Yes No
Alphanumeric Display Yes Yes | Depends Yes Depends
Automatic Callback Busy Yes Yes No No No
Auto Hold Yes Yes No Yes Depends
Call Fork Yes Yes Yes No No
Call Forward — Direct Yes Yes Yes Yes Depends
Call Forward — Busy Yes Yes Yes Yes Depends
Call Forward — No Answer Yes Yes Yes Yes Depends
Call Forward — DND Yes Yes Yes Yes Depends
Call Forward — Follow Me Yes Yes Yes No No
Call Hold Yes Yes Yes Yes Depends
Call Log Yes Yes No Yes Depends
Call Park Yes Yes No No No
Call Park Answer Yes Yes Yes No Yes
Call Pickup - Individual Yes Yes Yes No Depends
Call Waiting Yes Yes Yes Yes Depends
Caller Blocking Yes Yes No No Depends
CO Flash Yes Yes Yes No No
Conference (3-way) Yes Yes Yes Yes Depends
COS Following Yes Yes Yes No No
Default Setting Yes Yes Yes Yes Depends
Distinctive Ringing Yes Yes Partial Yes Depends
Do Not Disturb Yes Yes Yes Yes Depends
DSS/EDM IP2061 Only| Yes No No No
Feature Key Programming Yes Yes No No No
Hold Reminder Yes Yes Yes No Depends
Hotline Yes Yes Yes No Depends
LCD & Interactive Buttons Yes Yes No Yes Depends
Live Recording Yes Yes No No Depends
Multi-Line Appearance Yes Yes No Yes Depends
Mute Yes Yes No Yes Depends
On Hook Dialing Yes Yes | Depends Yes Depends
Page (All/Group) - Paging Yes Yes Yes Yes Yes
Page (All/Group) - Paged Yes Yes No No No
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. Other
Feature IP2061 M62 FXS IP3054(-i) SIP Phone
Page Answer Yes Yes No No No
Page Allow / Deny Yes Yes No No No
Phone Book Yes Yes No Yes Depends
Phone Lock/Unlock Yes Yes Yes Yes No
Plug and Play Yes Yes Yes Yes No
Reminder Tone Yes Yes Yes No Depends
Service Mode Switching Yes Yes Yes No No
Transfer Yes Yes Yes Yes Depends
Web Management Yes Yes No No Depends
Volume Control Yes Yes | Depends Yes Depends

NOTE: the word “Depends” means that the features depend on whether the phone
provides.

4.1 3-Way Conference
The Conference feature allows the user to connect two calls into a single conversation.
IP2061/M62 can establish a 3-way conference on the phone. IP3054(-i) needs to use
IG7600’s resource to establish the 3-way conference call. IG7600 supports 1 set of 3-way
conference for IP3054(-i).

4.2 Agent Log On/Off — UCD Group

Extensions can log on or log off from UCD group.
Enable Agent Log On feature, dial *91.
Disable Agent Log On feature, dial **91.

If an extension disables the Agent Log On feature, the extension should log off from all
UCD groups it belongs to.

4.3 Alphanumeric Display

The IP Phone extension provides a graphic LCD that supports 64 alphanumeric
characters. The LCD enhances many system features.

4.4 Automatic Callback Busy

IP2061/M62 supports Automatic Callback Busy. When the callee has no session
resource, the caller will hear busy tone.
The caller can dial “6” to get the Automatic Callback Busy feature.

The confirmation tone will be heard and come back to idle status. When the callee is no
longer in busy status, the caller will hear call back ring.
Remove the Callback Busy calls, dial *66.

45 Auto Hold

You may enable the feature to simplify call handling and avoid accidental “lost” calls. Hold
will automatically place any call that is currently connected at your phone on hold
whenever a Trunk line button is pressed.
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4.6 Call Fork

IG7600 supports to ring another extension or an outside destination via IP Trunk
simultaneously when the extension gets an incoming call. When the call is answered by
one of the both parties, the call at the other party will stop ringing automatically.
For the Call Fork destination, IG7600 supports to have the second Fork destination. If
the first destination is non-existed or busy, make the forking call to the second Forking
Destination.
To Activate (Type: 0 — ICM, 1 — Outside, 2 — Both; Destination#: 1 — first, 2 — second)
*26 + Destination# + Type + Ext No
*26 + Destination# + Type + * + (PSWD) + * + Qutside Number
To Cancel
**26 - cancel the both forking destination.
**261 - cancel the first forking destination.
**262 - cancel the second forking destination.

Call Fork is not applied to Operator call, Paging call and UCD call
4.7 Call Forward

Call Forwarding reroutes incoming calls from one extension to another destination. The
destination of a call forward can be another extension, voicemail box or an outside phone
number (External Call Forward; ECF).

IG7600 support the following feature access codes to program Call Forwards for
IP2061/M62/1IP3054(-i) and FXS. It includes a “Type” setting for each Call Forward. It can
be programmed to “ICM”, “Outside” or “Both” (Type: 0 — ICM, 1 — Outside, 2 — Both).

Direct Call Forward:
Forward all of the calls without regard to the extension status.
To enable, dial *21 + Type + Ext/VAA/UCD No.
*21 + Type + * + (PSWD) + * + Outside Number
To disable, dial **21.

Busy Call Forward:
Forward the calls if the extension is busy.
To enable, dial *22 + Type + Ext/VAA/UCD No.
*22 + Type + * + (PSWD) + * + Outside Number
To disable, dial **22.

No Answer Call Forward:
Forward the calls if the extension doesn’t answer the call within No Answer Time.
To enable, dial *23 + Type + Ext/VAA/UCD No + * + Time.
*23 + Type + * + (PSWD) + * + Outside Number + * + Time
To disable, dial **23.
DND Call Forward:
Forward the calls if the extension enabled DND.
To enable, dial *24 + Type + Ext/VAA/UCD No
*24 + Type + * + (PSWD) + * + Outside Number
To disable, dial **24.

Follow Me Call Forward:
Forwards calls at your extension to the extension where you are currently
working.
To enable, dial *25 + Type + Ext No + * + Password
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To disable, dial **25 + Ext No + * + Password

These Call Forward features can also be set/cancelled in web page of IP2061/M62.

4.8 Call Hold

Trunk and Intercom calls can be placed on hold at any extension. Any PSTN/IP line caller
placed on hold will hear the Music On Hold. The held trunk can be resumed by other
extensions by pushing Feature Key.

For the Single Line phone, it’s to put a call on hold, press flash then hang up (optional).
It's to return to the original call, press flash or pick up the phone.

4.9 Call Log

The IP2061/M62 and IP3054(-i) phone can store a call log for your reference. To access
your call log, use the LCD menus. There are three types of Call Logs - Missed Calls,
Received Calls, or Dialed Calls. To dial from a listing, press the soft keys corresponding
to the LCD menus display.

4.10 Call Park / Call Park Answer

The feature allows you to “park” a call at IP2061/M62 extension. It also allows any
extensions to retrieve a parked call. Calls are parked by pressing the Park feature key.
System supports two methods in the Call Park application.

a. If the Park key has a specified Call Park number, any extension can retrieve the
parked call by pressing the Call Park code or pressing the Park feature key with the
same Call Park number. System supports to have 4 Call Park numbers.

b. If the Park key has no Call Park number, the extension user could pick up the parked
call back by pressing the Call Park key. For other extensions, they can press the Park
key without Call Park number at idle state. Then enter the extension number that
parks the call.

4.11 Call Pickup — Individual
You may answer the calls at another specified extension. The feature allows you to easily
access calls ringing via the feature access code.
*53 + Extension Number

4.12 Call Waiting

If Call Waiting is enabled for a specific IP2061/M62/IP3054(-i) station, an alert (muted ring)
will be played on the called party when a second call is received and the extension is in
use.

To enable Call Waiting, dial *98

If Call Waiting is disabled for a specific station, the station will return a busy tone to any
calling party while the station is in use.
To disable Call Waiting, dial **98
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4.13 Caller Blocking

IP2061/M62 can block up to 10 phone numbers from reaching you at your phone when a
caller attempts to call you from one of these numbers.

4.14 CO Flash
FXO Line is programmed setting that will determine what flash timing will be presented to
the CO/PBX when the extension issues a Hook-Flash command while connected to a
FXO Line.

4.15 COS Following

You can temporarily change the individual Class of Service of each extension on a per
call basis. You may want to do this when the user goes to the office of low-priority COS
extension and try to make an outgoing call, the user can use the function to use their own
COS.

When using the COS Following feature the station COS change will revert to the station’s
original COS after a one minute idle time-out.
To set COS Following, dial *55 + (phone number) + (password)

4.16 Distinctive Ringing

Distinctive ring cadences can be selected allowing adjacent users to discern which
extension is ringing. It also provides different ring tones for intercom and trunk calls.

Every Trunk Line may be allocated one of the available Ring Types. When the feature is
used, the specific ring type assigned to the Trunk Line is the ring type heard when the
Trunk Line rings. The feature helps to identify the Trunk Line and the Trunk Group to
which it belongs to.

4.17 Do Not Disturb (DND)

Extension users can enable DND to reject all incoming calls. The DND on an extension
can be allowed or denied through the feature access code.

To enable the Do Not Disturb feature, dial *4.

To disable the Do Not Disturb feature, dial **4.

DND and FWD can be set independently. If multiple features are set at the same time, it is
applied in the order of Direct FWD > DND > Busy/No Answer FWD.

4.18 DSS/EDM
IG7600 supports to provide the status of the extensions and trunk lines. The status can be
shown on the LED of IP2061/M62’s flexible keys. They support EDM modules that can
have 24 more keys.
PS: basically the button lamp will light when the button’s corresponding
destination is busy, but when the destination is an IP3054(-i), the lamp will not lit
under the same circumstance.

4.19 Feature Button Reset

The feature is used to reset all feature buttons to be the same as the current settings in
1G7600.
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To reset the Feature Buttons, dial *68 + (Password)

4.20 Feature Key Programming

Feature Keys can be programmed by phone users. A feature key can be programmed for
line appearance.

To program a Feature Key, dial *70 + (Feature Key number: 01 — 04/28")) + (Feature
Key Type; 00 - 08) + Number
Feature Key Type:

00: Null; Number should be null.

01: Extension; Number can be an Extension or Virtual number.

02: Trunk; Number can be a PSTN, IP Trunk or Trunk Group number.

03: Call-Park; Number can be a Park number.

04: Feature Key; Number can be a feature access code

05: Others; Number could be an outside phone number.

06. Do Not Disturb; Number should be null.

07: Live Record

08: Virtual Mailbox key; Number can be a Virtual number.

Note: IP2061 and M62 supports EDM module, it provides 24 more keys for feature
access.

4.21 Feature Reset

When the feature is activated, the extension will return the features that can be
programmed through feature codes to default settings. It will affect the following options:

Call Waiting enabled

Paging Accept

Default Feature Key Setting

Phone Lock disabled

Call Forward (Direct, Busy, No Answer, DND, Call Fork) disabled

DND disabled

Agent Log on

Auto Answer disabled

Distribution List clean

To activate the Default Setting feature, dial *69+ (Extension Password or Administrator
Password).

4.22 Hold Reminder

IP2061/M62 provides a programmable timer to remind you that a call has been left on
Hold. When enabled, you will hear one ring tone repeated each time the selected hold
time expires.

4.23 Hotline

The feature allows an extension to automatically access a given resource each time the
extension goes off hook. The resource can be any system directory number or outside
phone number. It can access the desired resource from 0 to 8 seconds after the

-21-



IG7600 Administration Manual

extension goes off hook. The delay allows the user to dial another resource before the
hotline takes effect.

If the “Hotline Delay Time” of FXS is 0, it can cancel the setting by pressing Flash key
after making a hotline call. Then dial the feature access code.

To enable, dial *9* + (any Number) + * + Time //Time: 0~8 seconds; 0: immediately
To disable: **9*

4.24 Live Recording (One Touch Record)

The Live Recording feature can be activated by using the Live Recording feature key on
your telephone. When activated during an active call, the Live Recording feature will
record the conversation as a voicemail message. After finishing the recording, the
recording will be as a new leaving message into the extension’s mailbox.

During the recording, the LED of the Live Recording key is lit. Press the key when it’s lit, it
will stop the recording. When the call is held or released, it stops the recording also. After
stopping the recording, it disallows to enable it again in 10 seconds.

It allows having 4 Voice Recording calls maximum simultaneously. The maximum
recording time is 30 minutes. Live Recording feature isn’t applied in the conference call.
4.25 Multi-Line Appearance

IG7600 provides PSTN line and IP line status to IP2061/M62, it also provides PSTN line
or IP Line status to IP3054(-i).

Trunk LED:
Dark — theline is Null or Idle
Fast Flash — theline is ringing
Slow Flash — theline is held
Wink Flash — the line is held recall
Lit — thelineis in talk
4.26 Mute

The Mute feature allows the user to disable the handset transmitter or the speakerphone
microphone.

4.27 On Hook Dialing

IP2061/M62 phone extensions may make outgoing calls without lifting the handset and
monitor the dialing status through the built-in speaker. The button lamp is lit when dialing.

4.28 Paging (All/Group) / Paging Answer

Paging function can be initiated from any extension in the 1G7600. Dialing a Paging
Group Directory number allows an extension to broadcast a page to all assigned
members of the selected paging group.
IG7600 provides a Paging Range to define the paged extensions.

- LAN: the all assigned extensions on LAN side are paged.

- WAN: the all assigned extensions on WAN side and the extensions are connected
to the same router with IG7600 are paged.
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- Both: the all extensions on LAN and WAN are paged.

When receiving a Paging call, the paged IP2061/M62 extension can answer the call by
pressing the “Answer” soft button.

IG7600 provides 3 Paging Group. Each Group can have 49 extensions.

4.29 Paging Allow/Deny

You can block one-way pages (internal, group, and all page) over the IP phone speaker
by dialing the Page Deny code.

To enable Paging Deny, dial *99
To disable Paging Deny, dial **99

4.30 Phone Book

The IP2061/M62/IP3054(-i) provides users with a Phone Book, with each entry containing
a user programmed Phone Number and User Name. You can also edit your Mobile
Number and Display Name on an IP3054(-i).

4.31 Phone Lock/Unlock

You can use the Lock feature to prevent unauthorized trunk calls from being made from
extension. A locked extension continues to receive incoming calls, and a user can
continue to place and receive intercom calls. Outgoing Trunk calls are blocked.

To lock the phone, dial *97 + (Password)

To unlock the phone, dial **97 + (Password)

4.32 Plug & Play

While connecting IP2061/M62/ to IG7600’s LAN port, it will register to IG7600
automatically. IG7600 will also assign a valid extension number to the phone directly.

When IP2061/M62 and IG7600 connect to the same Router, IG7600 will assign a valid
extension number to the IP2061/M62 also.

IG7600 will do Plug & Play with IP3054(-i) only when the pairing button is pushed.

4.33 Reminder Tone

Play stutter dial tone to remind the user that DND or DCFW is enabled at your extension.
If having MWI, it also plays the stutter dial tone

4.34 Service Mode Switching

The feature can be used by Operator phone only. Operator uses a programmed key or by
feature access code to change 1G7600 Service Mode.

*791: assign to Day mode.

*792: assign to Night mode

*793: assign to Time mode

IG7600 also provide a feature code “*790” to switch the Service mode. The rule is
- If “Service Mode” setting is “Day”, it changes the setting to “Night”.
- If “Service Mode” setting is “Night”, it changes the setting to “Day”
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- If“Service Mode” setting is “Time”, it changes the Service Mode temporarily. The
change will be clean when it reaches the time in “Time” service mode.

When the “*790” is programmed on the line key, it shows the current operating mode on
the LED indication (the LED is lighten on Night time, dark on Day mode).

4.35 Transfer / Recall

Transfer is used to deliver calls at your extension to another extension. It means that calls
can be routed to 1IG7600’s system destinations: an extension or an outside phone
number.

When transferring a trunk call to another extension, if the call is not picked up within 30
seconds, the call will be recalled back to the transferring extension.

IP2061/M62/IP3054(-i) Phone supports Blind Transfer, Unscreened Transfer, and
Screened Transfer.

FXS phone supports Unscreened Transfer, and Screened Transfer.

4.36 Volume Control

The IP2061/M62 is equipped with a volume control that is used to adjust the various
volume settings of the telephone. The following functions can be adjusted:

¢ Ringing

e Handset
e Speaker
e Headset

4.37 Web Management

The IP2061/M62 is supported two-level web management. The Administrator has several
pages to configure the IP phone. User is able to configure personal information by himself.
User level is not including these two pages — software update, SIP configuration.
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5. Quick Installation

This Quick Installation helps you to install the product quickly and easily. For detailed

instructions on installation, and further setup option, please refer to the configuration
chapter.

5.1 Connecting the 1IG7600

(1) Place IG7600 in an optimum location.

(2) Connect the included Category 5 Ethernet network cable to the 1IG7600’s LAN port or
WAN port. Then connect the other end of the network cable to a switch or hub or
directly your PC’s Ethernet port. The 1G7600 will then be connected to your
10/100/1000 network.

(3) Connect the AC power adapter to the IG7600’'s Power port. Only use the power
adapter supplied with the 1G7600. Use of a different adapter may result in product
damage.

(4) Now that you have connected the IG7600 to your network, you are ready to begin

setting it up. The Setup Wizard will take you through all necessary steps to help you to
configure the 1G7600 easily.

5.2 Wizard Setup

This system administrator can configure the IG7600 remotely or locally via a Web
Browser. When 1G7600 return to default factory settings, its LAN address is
“192.168.123.1”, and username is “admin1234”, password is “adminxxxxxx” ("Xxxxxx” are
the last 6 characters of IG's MAC Address with lower case).

Click “Wizard” on IG’s home page to start the setup wizard. It allows system administrator
to select the appropriate operation mode and configure the corresponding setting step by
step. The following four items are supported.

® WAN Settings

® AN Settings

® \Wireless Basic

® Internet Time

In the configuration, the administrator presses “Next” or “Cancel” button to choose the

setting item. If pressing “Save & Reboot”, the settings will be saved and the 1G7600 will
be rebooted automatically.

5.2.1 WAN Setting

There are three modes that you can configure WAN |P address: Static IP mode, DHCP
mode, and PPPoE mode. You can also select to enable or disable Firewall.

Note that Network Address Translation (NAT) function is default enabled and is not
shown on the page to prevent it from being disabled.

This page shows that the current existing WAN interface in this system is Static IP mode.
(Figure 5-1)

-25-



IG7600 Administration Manual

= Wizard WAN Settings

& Device Info

% Advanced Setup Enter information provided to you by your ISP to configure the WAMN IP settings.
& wireless

& Voice

& Management IP Address: |172.16.15.46

& Diagnostics Subnet Mask: | 255 255 224 0
= Logout

Gateway: 172.16.0.2
Static DNS 1: | 202.103.24.68
Static DNS 20 |202 103 .44 150

WAN Services

Enable Firewall []

[ Next ] [ Cancel J

Figure 5-1. Wan Settings (Static IP mode)

The Dynamic Host Configuration Protocol (DHCP) is an Internet protocol for automating
the configuration of computers that use TCP/IP. DHCP can be used to automatically
assign IP addresses, to deliver TCP/IP stack configuration parameters such as the
subnet mask and default router, and to provide other configuration information.

This page shows the current existing WAN interface in this system is DHCP mode
(Figure 5-2).

& Wizard WAN Settings
& Device Info
iJ Advanced Setu Enter information provided to you by your ISP to configure the WAN IP settings.
& Wireless
I Voice DHCP  »
& Management
= Diagnostics HostName |IG7600
S Logout @) Autornatic Assigned DNS
) Static DNS
WAN Services

Enable Firewall [_]

[ MNext J [ Cancel ]
Figure 5-2. Wan Settings (DHCP mode)

The Point-to-Point Protocol over Ethernet (PPPoOE) requires a user name and password
that your ISP has provided to you to establish your connection. This page shows that the
current existing WAN interface in this system is PPPoE mode (Figure 5-3).
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& Wizard WAN Settings
& Device Info

3 Advanced Setup Enter information provided to you by your ISP to configure the WAN IP settings.
& Wirele PPP usually requires that you have a user name and password to establish your connection. In the boxes
™ ﬁ below, enter the user name and password that your ISP has provided to you.

Qice

& Management PPPoE v

& Diagnostics

&~ Logout PPF Usemnmame: Tecomtest |
PPP Password: [TTITITIIL] |
Authentication Method: | AUTO v|

& Automnatic Assigned DNS
) StaticDNS

WAN Services

Enable Firewall []

[ Next | [ Cancel|

Figure 5-3.  Wan Settings (PPPOE mode)

5.2.2 LAN Setting

This page (Figure 5-4) allows you giving LAN IP and Subnet Mask for LAN interface. You
can also select to enable or disable DHCP Server and configure related settings for that
mode.

= Wizard LAN Settings
& Device Info
£ Advanced Setu Configure IP Address and Subnet Mask for LAN interface
& Wireless
o Voice IP Address: 192.168.123. 1
bhﬂana ement Subnet Mask: 255, 255, 255. 0
= Dia nostics DSP IP Address: 192. 168. 123. 254
= Logout
) Disable DHCP Server
@ Enable DHCP Server
Start IP Address: 192, 168. 123. 2
End IP Address: 192, 168. 123. 200

Start IP Camera Address: 192, 168, 123. 201

End IP Camera Address: | 192, 168, 123, 208

Leased Time (hour): 24

[ configure the second IP Address and Subnet Mask for LAN interface

[ Back | [  Next | [ camcel |

Figure 5-4. LAN Settings
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5.2.3 Wireless Basic

The page (Figure 5-5) allows you to configure basic feature of the wireless LAN interface.
You can enable or disable the wireless LAN interface, hide the network from active
scanning, set the wireless network name (also known as SSID), and restrict the channel
set based on country requirement.

= Wizard Wireless Basic
& Device Info
£ Advanced Setup This page allows you to configure the basic features of the wireless LAN interface. You can enable or disable
& Wirele the wireless LAN interface, hide the network from active scans, set the wireless network name (also known as
= M SSID) and restrict the channel set based on country requirements.
= Voice
= M_a na err_lenl Enable Wireless
— Diagnostics
& Logout [] Hide Access Point

SSID: IGT600-BCB2E5

BSSID: 00:19:15:BC.BZEB

Area: | CHINA v|

[ Back ] [ Next ] [ Cancel ]

Figure 5-5. Wireless Basic

5.2.4 Internet Time

The page allows you to configure the NTP time server, so the IG7600 can have correct
system time. It is useful such as reviewing the System Log. (Figure 5-6).

= Wizard Time Settings

i Device Info

tJ Advanced Setu Ca_:mﬁgure the NTP time server so the unit will have correct system time.

- —E ® : . ) :

1 Wireless @ Automatically synchronize with Internet time servers

& Voice

£ Management First NTP time server: time.nist. gov - |

_|:| Diagnostics Second MTP time senver; ntpl. tummy. com - | |

= Logout

=ogout Third NTP time server: None B | |
Fourth NTP time semver: Nens - | |
Fifih NTP time server None - |
Time zone offset; (GMT+08:00) Taipei hd
’ Back ] ’ Save & Reboot ] ’ Cancel ]

Figure 5-6. Internet Time — Automatic

5.2.5 Wizard Setup Finished

When you click “Save & Reboot” Button at above page, the wizard setup will save your
setting and the wizard setup will be finished. Then the system will reboot as shown
below.(Figure 5-7)
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& Wizard Management - Reboot
&1 Device Info

& Advanced Setup

s -
? Wireless The system is rebooting please close the Web interface. This may take up to 2 minutes.
& Voice

&I Management
& Diagnostics
& Logout

Figure 5-7. Wizard Setup finished
Congratulations! The wizard setup of the IG7600 is complete.

For additional details, advanced configuration, or any other questions, refers to the next
chapter.

-29-



IG7600 Administration Manual

6.

Configuration

6.1 Setup

® Connect the 1G7600 to PC.

® The default LAN IP of the IG7600 is 192.168.123.1.

® The default WAN IP of the IG7600 depends on upper router’'s DHCP server.

® For web login, the default user name is “admin1234”; the default password is
“adminxxxxxx”. ("xxxxxx” are the last 6 characters of IG’'s MAC Address with lower
case.)

® For telnet login, the name/password is the same as web login.

6.2 Establish the Connection
Enter the IP address of IG7600 from the \Web Browser.
A Dialogue Box will pop up to request the user to enter username and password. (Figure

6-1)

Windows Security lﬁj

The server 192,168.123.1 at IG7600 requires a username and password,

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

| admin1234 |

+| Remember my credentials

[ QK ] | Cancel

e

Figure 6-1. Authentication

Please enter the management username/password into the fields then click the OK
button (default username/password is admin1234/adminxxxxxx. "xxxxxx” are the last 6
characters of IG’'s MAC Address.)

When the authentication is OK, the home page “Device Info — Summary” will be
displayed. In the Web Configuration, it is divided into eight categories (Figure 6-2):

Wizard

Device Info
Advanced Setup
Wireless
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Voice
Management
Diagnostics

Logout

= Wizard Device Info
L Device Info
= Summary ‘Software Version: WD.3.3.21
-4 statistics Bootloader (CFE) Version: 1.0.37-102.11
-~ Route Wireless Driver Version: 5.10.120.0.cpe4.402.9
= ARB Serial Number: 193402912
= pucp
& Advanced Setup MAC Address: 00:19:15:72:.CE:55
i Wireless System Up Time: 0 day, 0 hour, 18 minutes
& Management LAN Info
& Diagnostics
= Logout LAN IP Address: 192.168.123.1
‘Subnet mask: 255.255.255.0

WLAN SSID (Primary): [IG7600-72CESS

WAN Info

Primary WAN Info

WAN IP Address: 172.16.15.50
Subnet mask: 255.255.224 0
Default Gateway: 172.16.0.2

Primary DNS Server:  |202.103.44.150
‘Secondary DNS Server: |202.103.24 68

Type: Static
Firewall Status: Disabled
Connection Status: Connected

DDNS Info

|Domai nname |IF' Address |La.st Update Time |DDNS Status

Date / Time

[Wednesday, 11 December 2013, 18:17:22 |

Figure 6-2. Device Info - Summery
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6.3 Device Info

This information reflects the current Status of IG7600 connection. It includes the following
topics:

Summary

Statistics

Route

ARP

DHCP

6.3.1 Summary

In the page (Figure 6-2) you can get the information reflects the current software version
and connection status. It includes Device Info, Network Info and Date/Time.

For Network Info, it includes the three parts:
® LAN Info: Ethernet LAN status
® Primary WAN Info: Ethernet WAN status
® Secondary WAN Info: Mobile Network status; shown when it exists.

6.3.2 Statistics
It's separated into two parts: LAN and WAN.
6.3.2.1 LAN

In this page (Figure 6-3) you can get the network statistics of the LAN and Wireless LAN
interface. Click “Reset Statistics” to clean up all network statistics.

& Wizard Statistics -- LAN
& Device Inf
El\;l::nzo Interface Received Transmitted
t{m Bytes | Packets | Errors | Drops | Bytes | Packets | Errors | Drops
LAN | 109668 588 | O 0 | 255428 1002 | O 0
WLAN | 19063 | 167 0 0 (50184 314 27 0

’ [ Reset Statistics ]

& Advanced Setup
& Wireless

& Voice

& Management

& Diagnostics

& Logout

Figure 6-3. Device Info — Statistics — LAN
6.3.2.2 WAN

In this page (Figure 6-4) you can get the network statistics of the WAN interface. Click
“‘Reset Statistics” to clean up all network statistics.
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& Wizard Statistics -- WAN
&3 Device Info
=i Summary Received Transmitted
t—i Statistics Bytes Packets | Errors | Drops Bytes Packets | Errors | Drops

-HLan 31640608 | 54362 0 0 168070 | 702 0 0
=wan

Route
[ Reset Statistics J

1] DHCP
&1 Advanced Setup
L Wireless
L Voice
L Management
& Diagnostics
S Logout

Figure 6-4. Device Info — Statistics — WAN

6.3.3 Route

In this page you can get the IP route information of the device. (Figure 6-5)

= Wizard Device Info — Route

& Device Info
T Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
e D - dynamic (redirect), M - modified (redirect).
= Statistics

Destination |Gateway SubnetMask |Flags Metric [Interface

192.168.1.0 |0.0.0.0 2552552550 |U '] LAM

17216.00 0.0.00 2562552240 (U 0 WWAN

172.16.00 [172.16.0.2 2552552240 UG 1 VAN

&1 Advanced Setup
1 Wireless 0.0.00 172.16.0.2 0.00.0 Uc 0 WAN

L Voice

&I Management
& Diagnostics
S Logout

Figure 6-5. Device Info — Route

6.3.4 ARP

This page shows an ARP table which maps IP network addresses to hardware
addresses used by data link level protocol. (Figure 6-6)
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= Wizard Device Info -- ARP

& Device Info
= Summary IP address Flags HW Address Device

oy -
-= Statistics 192 168.1.5 | Complete 00:80:F0:8D:20:BF [LAN

1721602 Complete 00:19:15:08:00:20 WAN

19216812 Complete [00:1915:6E:BE:C1  LAN

172.16.18.99 Complete 00:0C:28:3E.B14F WAM

17216.3013 Complete 00:E0:4C:B3:8C5C WAM

3 Advanced Setup
& Wireless 172161144  Complete 00:E0:42:03:45:CF WAM

&I Voice 17216170 | Complete E0CB4EDD:TESQA [WAN

= Management 172.16.1241 Complete 00:14:78:20:86:59 WAN
. Diagnostics
& Logout

19216813 Complete [ES:80:28:F1:80:B2 LAN

172 16.1.47 Complete 60:EB:69. 736427 WAN

17216.2100 |[Complete 00:EQ:4CB4AEAF WAN

1721610254 (Complete 00:19EQ0Z2EEET  WAMN

17216.1.131 Complete BCAE:CETEE0:1C WAM

17216.1.21 Complete 00:1F29:86:0D5:4E WAM
172161137  Complete 00:22:15:88:C7:41 WAN

Figure 6-6. Device Info — ARP

6.3.5 DHCP

This page shows a DHCP Leases table which shows the all used IP addresses under
IG7600’s DHCP Server. (Figure 6-7)

= Wizard
i3 Device Info Device Info -- DHCP Leases

= Summary
&3 statistics Hostname MAC Address IP Address  |Expires In

20:59:a0:03:73:a0 (192.168.1.2 |21 hours, 1 minutes, 44 seconds

00:01:02:05:04:58 192.168.1.10 |22 hours, 10 minutes, 56 seconds
04180077775 |192.168.1.3 |23 hours, 18 minutes, 2 seconds
c4.6a:b7.50:69:28 |192.168.1.4 |23 hours, 22 minutes, 58 seconds
00:11:22:33:44:55 |192.168.1.5 |18 hours, 27 minutes, 8 seconds

android-6004f2e23e2be56d 74:2f68:28:7d:36 |192.168.1.6 |0 seconds

i Management 08:4b:4a:80:30:b7 192.168.1.7 |20 hours, 30 minutes, 37 seconds

= Diagnostics 00:0a:6b:a3:d212 |192.168.1.8 |0 seconds
= Logout

98:4b:43:3d:09:8d 192.168.1.9 |20 hours, 51 minutes, 37 seconds

Figure 6-7. Device Info — DHCP
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6.4 Advanced Setup

Advanced Setup allows system administrator to configure the following topics:
® WAN
® LAN
® NAT
- Virtual Servers
- Port Triggering
- DMZ Host
® Security
- IP Filtering
» Outgoing
» Incoming
® Parental Control
- Time Restriction
- URL Filter
® Quality of Service
- DSCP Marking
- Bandwidth Control
® Routing
- Static Route
® Dynamic DNS
® Upnp

6.4.1 WAN

There are three modes that you can give WAN IP address to IG7600: Static IP mode,
DHCP mode and PPPoE mode. You can also enable or disable Firewall.

Network Address Translation (NAT) allows you to share one public WAN IP address for
multiple computers on your LAN side. In IG7600, NAT is enabled by default and is not
shown on the page to prevent it from being disabled.

This page shows the setting of WAN interface which is Static IP mode (Figure 6-8).

= Wizard

IP Settings
t =
o Device Info Configure the IP Address and Subnet Mask for WAN interface. "Save and Reboot” button saves the WAN
= I-_\dvanced Setu configuration data and make the new configuration effective.
-=wan These settings as following will take effect after the unit reboot.
E — Network Type: Static
-t.'l %uri IP address: 172.16.15.46 Subnet mask: 255.2565.224.0
|t Parental Control Primary DNS:  202.103.24 68 Secondary DNS: 202.103.44.150
t_—, el i e Gateway: 172.16.0.2 Enable Firewall: DISABLE
= Routing
-& Dynamic DNS .
=i P Address:  [172.16.15.46 |
& Wireless SubnetMask:  [255.255.224.0 |
e N
& Voice Gateway 1721602 |
=J/Management
& Diagnostics StaticDNS 1:  [202.103.24.68 |
S Logout StaicDNS 2 [202.103.44.150 |
WAN Services

Enable Firewall []

[ Save and Reboot ] [ Save Settings ]

Figure 6-8. Advanced — WAN (Static IP Mode)
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The Dynamic Host Configuration Protocol (DHCP) is an Internet protocol for automating
the configuration of computers that use TCP/IP. DHCP can be used to automatically
assign IP addresses, to deliver TCP/IP stack configuration parameters such as the
subnet mask and default router, and to provide other configuration information.

This page shows the setting of WAN interface which is DHCP mode (Figure 6-9).

; % info IP Settings . .
- mﬁe‘lu f;,‘onﬁgure the DHC_P for WAN interface. "Save and Reboot” button saves the WAN configuration data and make
Advanced setup e new configuration effective.
_|:| WAN These settings as following will take effect after the unit reboot.
5 ::‘T':_ Network Type: Static
= Euri IP address: 172.16.15.46 Subnet mask: 2552552240
23 parental Control Primary DNS:  202.103.24.68 Secondary DNS: 202.103.44.150
i 7 T i Gateway: 172.16.0.2 Enable Firewall: DISABLE
2 Ruutin.
£ _p_Em'c == HostName  |IG7600
? Wireless ) Automatic Assigned DNS
? Voice ) Static DNS
& Management
= Diagnostics WAN Services

& Logout
=ogout Enable Firewall []

[ Save and Reboot ] [ Save Settings ]

Figure 6-9. Advanced — WAN (DHCP Mode)

The Point-to-Point Protocol over Ethernet (PPPoE) requires a user name and password
that your ISP has provided to you to establish your connection. This page shows the
setting of WAN interface which is PPPoE mode (Figure 6-10).

= Wizard IP Settings

E .
Device Info PPP usually requires that you have a user name and password to establish the connection. In the boxes

e
= {Ldvanced Setu below, enter the user name and password that your ISP has provided to you.
- wan These settings as following will take effect after the unit reboot.
_I;I — Network Type: Static
= %uri P address:  172.16.15.46 Subnet mask:  255.255.224.0
:L‘I Parental Control Primary DNS:  202.103.24 68 Secondary DNS: 202.103.44 150
& Quality of Service Gateway: 172.16.0.2 Enable Firewall: DISABLE
; Routing PPPoE +
<= Dynamic DNS
.= upnp PPP Username: |T_ec0mac0ur|t |
S .
; % PPP Password : |.............. |
oice
& Management Authentication Method : | AUTO b
& Diagnostics & Automatic Assigned DNS
]
Logout (O staticDNS

WAN Services
Enable Security []

[ Save and Reboot ] [ Save Settings ]

Figure 6-10. Advanced — WAN (PPPoE Mode)
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6.4.2 LAN

It allows you to set LAN IP and Subnet Mask for LAN interface. A DSP IP address can be
configured for FXO/FXS application. You can also enable or disable DHCP Server and
configure related settings. End IP Camera Address cannot be configured; it is generated
automatically when you configure the Start IP Camera Address. The “Static IP Lease List”
allows to program 32 entries to have the fixed IP address for the specified devices. If
needed, it can also configure the second IP address and Subnet Mask for the LAN
interface (Figure 6-11).

Info: If the DHCP Pool is changed, and the new “Start IP Address” is bigger than
the older one or the new “End IP Address” is smaller than the older one, the Static
IP Lease List will be cleared automatically.

Swizard LAN Settings
& Device Info Configure the IP Address and Subnet Mask for LAN interface. "Save and Reboat” button saves the LAN
% Advanced Setup configuration data to make the new configuration effective.

S wan These settings as following will take effect after the system reboot.

= Lan IP address: 192.168.1231 Subnet mask: 255.255.255.0

&3 NAT Dsp IP address: 192.168.123.254 Enable DHCP Server: ENABLE

+ c

:‘_J Securi Start IP Address: 192.168.123.2 End IP Address: 192.168.123.200

R Leased Time: 24 Enable Secondary IP-  DISABLE

- Q'm:jlofw Secondary IP address: Secondary Subnet mask:

outin
namic DNS IP Address : 182, 168.123.1

| Subnet mask: 266, 266. 266, 0
oe .
= Wireless DSP IP Address: 192, 168. 123, 254
X Voice
& Management
- /" Disable DHCP Server
= Diagnostics _
=llogout @ Enable DHCP Server

Start IP Address: 182, 168, 123. 2
End IP Address: 182, 168, 123. 200

Start IP Camera Address: 182, 168, 123. 201
End IP Camera Address: | 152, 168, 123. 208

Leased Time (hour): 24
Static IP Lease List: (A maximum 32 entries can be configured)

| MAC Address | IP Address | Remaove |

[ Add Entries H Remowe Entries ]

[T] configure the second IP Address and Subnet Mask for LAN interface

[ Sawve and Eeboot ] [ Save Settings

Figure 6-11. Advanced — LAN

6.4.3 NAT

It's separated into three parts: Virtual Servers, Port Triggering, and DMZ Host.
6.4.3.1 Virtual Servers

Virtual Server allows you to direct incoming traffic from WAN side identified by Protocol
and External port to the internal server with private IP address on the LAN side. The
“Internal Port” can be modified if the “External Port” needs to be converted to a different
port number used by the server on the LAN side. The remote IP should be specified in the
table to allow the access. A maximum 32 entries can be configured. (Figure 6-12, Figure
6-13)
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' Wizard NAT --Virtual Servers Setup

h .
e msem This page allows you to direct incoming traffic from YWAN side (identified by Protocol and External port) to the
e Internal server with private IP address on the LAN side. The Internal port is required only if the external port
WANH needs to be converted to a different port number used by the server on the LAN side. A maximum 32 entries can
LAN be configured.
NA

= Virtual Servers
=3 port Triggering
= DMZ Host Server External Port External Port
& Security Name Start End
-3 Parental Control
] Quality of Service
] Routing
= Dynamic DNS
= upnp
& Wireless
& Voice
& Management
. Diagnostics
& Logout

Internal Port Internal Port ~ Server IP
Protocol End Address Remaove

Figure 6-12. Advanced — NAT — Virtual Servers

& Wizard NAT -- Virtual Servers Setup

& Device Info

& Advanced Setup
= 'wan NOTE: The "Internal Port End” cannot be modified directly. Normally, it is set to the same value as

= LAN "External Port End”.However, if you modify "Internal Port Start”, then "Internal Port End” will be set to
3 NAT the same value as "Internal Port Start”.

& Virtual Servers Remaining number of entries that can be configured: 32
-&J port Triagering
& DMz Host Use Interface ipoe_eth2feth2 v

lia Security Senice Name:
- Parental Control @ Selecta Senice: |PPTP v
lia Quality of Service
] Routing
-~ Dynamic DNS Server IP Address:
-='Upnp

& Wireless

= Voice

& Management

Select the service name, and enter the server IP address and click "Apply/Save” to forward IP packets for this
semvice to the specified server.

) Custom Service: |

[=| Dianog'lics External Fort Start | External Port End Protocol Internal Port Start | Internal Port End
= Logout 1723 1723 TCP w1723 723
TCP L
| I lrce ]| I

Figure 6-13. Advanced — NAT — Virtual Servers — Add
6.4.3.2 Port Triggering

Some applications require that specific ports in the IG7600's firewall opened for access
by the remote parties. Port Triggering dynamically opens up the "Open Ports" in the
firewall when an application on the LAN initiates a TCP/UDP connection to a remote
party using the "Trigger Ports". IG7600 allows the remote party from the WAN side to
establish new connections back to the application on the LAN side using the "Open
Ports". A maximum 32 entries can be configured. (Figure 6-14,Figure 6-15)
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= Wizard
& Device Info
& Advanced Setup
Bwan
Ban
i NAT
S virtual Servers
. port Triggering
& pMZ Host

Quality of Service
Routing
C Dynamic DNS
Hiupnp
& Wireless
& Voice
& Management
& Diagnostics
dLogout

= Wizard
& Device Info
(=] Advanced Setup

AN
= Virtual Servers
.23 port Triggering
-5 pmz Host
] Security
&3 parental Control
=] Quality of Service
=] Routing
= Dynamic DNS
= upnp
& Wireless
& Voice
& Management
. Diagnostics
S Logout

6.4.3.3 DMZ Host

NAT -- Port Triggering

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties.
Port Trigger dynamically opens up the 'Open Ports’ in the firewall when an application on the LAN initiates a
TCP/UDP cennection to a remote party using the Triggering Ports’. The Router allows the remote party from the
WAN side to establish new connections back to the application on the LAN side using the 'Open Ports™. A
maximum 32 entries can be configured.

Trigger Open
Application Name Port Range Port Range Remove
Protocal Protacol
St End stan |End

Figure 6-14. Advanced — NAT — Port Triggering
MNAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that
specific ports in the Router's firewall be opened for access by the applications. You can configure the port
settings from this creen by selecting an existing application or creating your own (Custom application)and click
“Save/Apply" to add it.

Remaining number of entries that can be :32

ipoe_eth2/eth2 +

ca v
O custom application: |

SavelApply

Use Interface
Application Mame:

(%) Select an application:

Trigger Port Start Trigger Port End Trigger Protecol Open Port Start Open Port End| Open Protocol
4000 4000 UDP ~ | 20000 20059 TCP v
TCP v TCP v
TCP v TCP v
TCP he TCP v
| Bl | [rer S I JACE

Figure 6-15. Advanced — NAT — Port Triggering — Add

IG7600 will forward IP packets that do not belong to any of the applications configured in
the Virtual Servers table to the DMZ host computer. Enter the computer's IP address and
click "Save Settings" to activate the DMZ host. Clear the IP address field and click "Save
Settings" to deactivate the DMZ host. (Figure 6-16)
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= Wizard NAT -- DMZ Host

& Device Info

i3 Advanced Setu The unit will forward IP packets that do not belong to any of the applications configured in the Virtual Servers
_I:I—E table from the WAN to the DMZ host computer..
-l VAN

-I: LAN Enter the computer's IP address and click "Apply” to activate the DMZ host..
o
-%A\:nuaj Sarvers Clear the IP address field and click "Apply” to deactivate the DMZ host.
‘=3 port Triggering
. ‘=5 pMZ Host
| arental Control
] Quality of Service
i Routing
= Dynamic DNS
& upnp
& Wireless
& Voice
& Management
& Diagnostics
& Logout

DMZ Host IP Address: |

Figure 6-16. Advanced — NAT — DMZ

6.4.4 Security

It supports IP Filtering Setup. It's separated into two parts: Outgoing and Incoming.

6.4.4.1 IP Filtering - Outgoing

It allows the administrator to create a filter rule to identify outgoing IP traffic by specifying
a new filter name. At least one condition is needed. All of the specified conditions in this
filter rule must be satisfied for the rule to take effect. (Figure 6-17,Figure 6-18)

= Wizard Outgoing IP Filtering Setup
& Device Info
i3 Advanced Setu By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters..

:l:l WAN Choose Add or Remove to configure outgoing IP filters..

Filter Mame |Frotoco| |Source Address / Mask |Source Fort |Dest Address / Mask |Dest Port |Remwe |

-5 Outgoing
(=] Incoming
&3 parental Control
=] Quality of Service
F Routing
& Dynamic DNS
-H Upnp
& Wireless
& Voice
& Management
4 Diagnostics
S Logout

Figure 6-17. Advanced — Security — IP Filtering — Outgoing
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S Wizard Add IP Filter -- Outgoing
& Device Info

i3 Advanced Setu The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at
_—E least one condition below. All of the specified conditions in this filter rule must be satisfied for the rule to take
effect. Click ‘Apply/Save’ to save and activate the filter.

Filter Name: |

IP Filtering
‘& outgoing
= Incoming
-3 Parental Control Source subnet mask: |
E—" Quality of Service
; R_gc DNS Destination IP address:
= Upnp Destination Subnet Mask:
& Wireless Destination Port {(port or portport):
& Voice
& Management

& Diagnostics

S Logout

Protocol: v |

Source IP address: |

Source Port (port or portport).

Figure 6-18. Advanced — Security — IP Filtering — Outgoing — Add

6.4.4.2 IP Filtering - Incoming

It allows the administrator to create a filter rule to identify incoming IP traffic by specifying
a new filter name. At least one condition is needed. All of the specified conditions in this
filter rule must be satisfied for the rule to take effect. (Figure 6-19, Figure 6-20)

By default, all incoming IP traffic from the WAN will be blocked if it is not consistent with
the incoming filter rules. In fact, IG7600 has opened some necessary ports such as web
port, sip port, and rtp port, to make sure that voice application can communicate well.

= Wizard Incoming IP Filtering Setup
& Device Info

i Advanced Setu When t_he firewall is enabled, all incoming IP traffic is BLOCKED. However, some IP traffic can be ACCEPTED
—E by setting up filters.
= WAN

San Choose Add or Remove to configure incoming IP filters...
& NAT

Security |Finer Name |Protocol |Source Address [ Mask |Source Port |Dest Address / Mask |Dest Port |Remove |
L2 1p Filtering

S outcoing
- Incoming

&3 parental Centrol

=] Quality of Service
Routing

= Dynamic DNS

& Wireless

& Voice

& Management
& Diagnostics
= Logout

Figure 6-19. Advanced — Security — IP Filtering — Incoming
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= Wizard Add IP Filter -- Incoming

& Device Info
i3 Advanced Setu IP Incoming Filtering allows you to create a filter rule to identify incoming IP traffic by specifying a new filter
ETHECTIES S S HAT name and at least one condition below. All of the specified conditions in this filter rule must be satisfied for the

rule to take effect. Click "Apply/Save’ to save and activate the filter..

Filter Mame: | |

= |P Filtering
.= outgoing
= incoming
-2d Parental Control Source Subnet Mask:
-= Quality of Service Source Port (port or portport):
<4 Routing
= Dynamic DNS
Upnp Destination Subnet Mask:
& Wireless Destination Port (port or portport):
& Voice
& Management

& Diagnostics

S Logout

Protocol: v |

Source IP address:

Destination IP address:

Figure 6-20. Advanced — Security — IP Filtering — Incoming — Add
6.4.5 Parental Control
I's separated into two parts: Time Restriction, and URL Filter.

6.4.5.1 Time Restriction

The administrator can add time restriction to a special LAN device connected to IG7600.
The “Browser's MAC Address” automatically displays the MAC address of the LAN
device where the browser is running. To restrict other LAN device, click the "Other MAC
Address" button and enter the MAC address of the other LAN device. (Figure 6-21,
Figure 6-22)

= Wizard Access Time Restriction -- A maximum 18 entries can be configured.
& Device Info

&3 Advanced Setup
S wan

=
AT
] ecurity

‘& parental Control
& Time Restriction
.= yRL Filter
Jia Quality of Service
? Routing
= Dynamic DNS
= upnp
&2 Wireless
& Voice
&2 Management
& Diagnostics
& Logout

|Usemame |MAC |Mon |Tue |Wed |Thu |Fr1' |Sa.t |Sun |Siar1 |Stop |Remove ‘

Figure 6-21. Advanced — Parental Control — Time Restriction
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& Wizard Access Time Restriction
& Device Info
& Advanced Setup

This page adds time of day restriction to a special LAN device connected to the Router. The ‘Browsers MAC
Address’ autornatically displays the MAC address of the LAN device where the browser is running. To restrict
other LAN device, click the "Other MAC Address” button and enter the MAC address of the other LAM device.
To find out the MAC address of a Windows based PC, go to command window and type “ipconfig /all”.
Security
Parental Control User Name | |
.= Time Restriction

o URL Fter ® Browsers MAC Address 001478208834 |
- Quality of Service o |
-3 Routing Other MAC Address
.S Dynamic DNS (ec000000060)
=y
pnp
& m Days of the week Mon Tue Wed Thu|Fn' Sat Sun

& Voice Click to select OO ogoloo

& Management
& Diagnostics Start Blacking Time (hh:mm)

& Logout End Blocking Time (hh:rmm)

Apply/Save

Figure 6-22. Advanced — Parental Control — Time Restriction — Add

6.4.5.1 URL Filter

The administrator can add 100 entries maximum to include/exclude the URL address and
Port number. Choose “Include” means the user can only connect to the URL that you add.
Choose “Exclude” means the user cannot connect to the URL that you add. “Include” and

“Exclude” are exclusive. The all entries are for the selected type. (Figure 6-23, Figure
6-24).

= Wizard URL Filter -- Please select the list type first then configure the list entries. Maximum 100
&1 Device Info entries can be configured..
& Advanced Setup
Swan URL List Type: O Exclude O Include
=y
i NAT
d Security
Parental Control |N::Idress |Por1 |Remwe |
= Time Restriction
=1 URL Filter
Quality of Service
Routing
= Dynamic DNS
= upnp
& Wireless
& Voice
& Management
= Diagnostics
= Logout

Figure 6-23. Advanced — Parental Control — URL Filter
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= Wizard Parental Control -- URL Filter Add
& Device Info
i msau Enter the URL address and port number then click "Apply/Save” to add the entry to the URL filter.
URL Address:
Port Numnber: (Default 80 will be applied if leave blank.)
-&J Time Restriction
= Apply/Save

Quality of Service
Routing

:l:l Dynamic DNS
= Upn

& Wireless

& Voice

& Management
& Diagnostics
& Logout

Figure 6-24. Advanced — Parental Control — URL Filter — Add

6.4.6 Quality of Service

It's separated into two parts: DSCP Marking, and Bandwidth Control
6.4.6.1 DSCP Marking

IP QoS is applied to the traffic from LAN to WAN; the traffic from WAN to LAN will not be
applied. (Figure 6-25)

If "Enable DSCP Mark” checkbox is selected, choose a default DSCP mark to
automatically mark incoming traffic without reference to a particular classifier. Click "Save
Settings" button to save it. Note: If "Enable DSCP Mark” checkbox is not selected, all QoS

will be disabled for all interfaces. The default DSCP mark is used to mark all egress
packets.

&= Wizard DSCP Marking

&2 Device Info This feature attaches a DSCP value to I[P packets sent to the WAN side. A DSCP value can be set for each
—— of packet (RTP, Signaling and Other).
& Advanced Setup type of packe Inaing )
=
= WAN [] Enable DSCP Mark
-HLan
& NAT
iia Security 5 -
_+I..J Parental Control
_uali of Service
- pscp marking
- Bandwidth Control
'-_tl Routing
_|:| Dynamic DNS

i Wireless

& Voice

& Management
& Diagnostics
& Logout

Figure 6-25. Advanced — Quality of Service — DSCP Marking
6.4.6.2 Bandwidth Control

Bandwidth Control allows you to control WAN port's upstream bandwidth according to
your settings, and it can ensure the highest priority IP packet traffic throughput. By default,
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all voice packets have been queued in the highest IP packets, and the others have been

queued in the normal IP packets if they have not been set in the traffic class rule.

= Bandwidth Control
o] Device Info When Bandwidth Control is enabled, IP packets forwarded from the LAN side to the WAN side are separated
= according to their traffic type. There are three types of traffic - RTP, Signalling and Others. Now, the Bandwidth

{.d\ranced Setu proportion for the three types of traffic are fixed.

-=wan - RTP packets has the highest priority. 1/2 bandwidth is resenved.

+':' LAN - Signalling has the second priority. 7/16 bandwidth is reserved.

- NAL - 1/16 bandwidth is reserved for Others.

-= Securi

&3 parental Control

] Quality of Service -
= Save Settings

[ pscP Marking
.= Bandwidth Control
] Routing
i[=| Dynamic DNS
= upnp
& Wireless
& Voice
& Management
& Diagnostics
& Logout

Bandwidth p0|icr_|Disable Bandwidth Control

Figure 6-26. Advanced — Quality of Service — Bandwidth Control

6.4.7 Routing

6.4.7.1 Static Route
The Static Route allows you to add special routing rules into routing table.
= Wizard Routing - Static Route (A maximum 32 entries can be configured)

& Device Info
& Advanced Setup

Bwan
=

|Desﬁnaﬁon |Subnet Mask |Gatewa3f ‘Interface |Remove |

Routing

. static Route
= Dynamic DNS
& upnp

& Wireless

& Voice

& Management
U Diagnostics
& Logout

Figure 6-27. Advanced — Route — Static Route

Click “Add” to create a new Static Route. Enter the destination network address, subnet
mask, gateway AND/OR available WAN interface then click "Save Settings" to add the

entry to the routing table. (Figure 6-27, Figure 6-28)
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= Wizard Routing -- Static Route Add
& Device Info
& Advanced Setup
Swan
Bian
] NAT Destination Network Address:

- .
= Security Subnet Mask:
-~ Parental Contraol

] Quality of Service
-3 Routing Use Interface

_ - static Route Use Gateway IP Address | |
_:| Dynamic DNS
- -:I_QP_"E Apply/Save
& Wireless
& Voice
& Management
= Diagnostics
= Logout

Enter the destination network address, subnet mask, gateway AND/OR available VWWAN interface then click
"Apply/Save” to add the entry to the routing table..

Figure 6-28. Advanced — Route — Static Route — Add

6.4.8 Dynamic DNS

The Dynamic DNS service allows you to alias a register domain name to a dynamic IP
address. It allows IG7600 to be more easily accessed from various locations on the
Internet. Click “Add” or “Remove” to configure Dynamic DNS. (Figure 6-29)

& Wizard Dynamic DNS
& Device Info
& Advanced Setup
= wan
-‘;‘ LAN O Use Default DDNS () Use Manual DDNS
ZINAT
= -Save
lia Security -
- parental Control

M Choose Add or Remove to configure Dynamic DNS.
Routing

- static Route
‘= Dynamic DNS
& Voice
& Management
& Diagnostics
& Logout

The Dynamic DNS semvice allows you to alias a dynamic IP address to a static hostname in any of the many
domains, allowing the unit to be more easily accessed from various locations on the Internet.

|Hostr'|ame |Usemame |Senﬂ'ce |Update Cycle |Remove |

Figure 6-29. Advanced — Dynamic DNS

Now IG7600 support for three DDNS provider, DynDNS.org and TZO and custom
provider. Specify the register hostname and choose the related interface. Fill in the
username/password or email/’key and click “Apply/Save”. IG7600 will update the current
IP with DDNS provider when click “Apply/Save” or system reboot successfully. IG7600 will
also update the current IP automatically with DDNS provider in the programmed Update
Cycle. (Figure 6-30, Figure 6-31, Figure 6-32)
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& Wizard Add Dynamic DNS
L Device Info

] p ; .
.g:lvanced Setu This page allows you to add a Dynamic DNS address fraom DynDNS_org or TZ0.
-=WAN
A D-DMS Provider DynDNS . org b
L NAT

i

= Securi Hostname | |
-~ Parental Control

2 Quality of Service

Routing .
= nDNS Settings
. static Route Dy 9

:|:| Dynamic DNS
= Upnp

Interface

Username | |

Password | |

L Wireless

L Voice

& Management
L Diagnostics
U Logout

Update Cycle |every 15 minutes V|

Apply/Save

Figure 6-30. Advanced — Dynamic DNS — DynDNS.org

= Wizard Add Dynamic DNS
& Device Info
ia p : :
@:clivanced Setu This page allows you to add a Dynamic DNS address from DynDNS.org or TZO.
-l VAN
HLan D-DNS Provider TZ0 v
L NAT
'E M Hostname | |
-« Parental Control -

=] Quality of Service
4 Routing
&3 static Route
= Dynamic DNS
= upnp
L wireless TZO Settings
& Voice Email | |
; M:anaen'!ent Key | |
Diagnostics
S Logout

Update Cycle every 15 minutes V|

Apply/Save

Figure 6-31. Advanced — Dynamic DNS - TZO
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= Wizard Add Dynamic DNS
& Device Info
] p . :
@dvanced Setu This page allows you to add a Dynamic DNS address from DynDNS.org or TZO.
D-DMS Provider Custom-Provider +
Hostname | |
Interface

- static Route
.= Dynamic DNS
=] Upnp

L Wireless
& Voice
&1 Management

& Diagnostics
Custom DDNS Settings

& Logout
Provider's Domain
Username
Password | |
Update Cycle |every 15 minutes V|

Apply/Save

Figure 6-32. Advanced — Dynamic DNS — Customer-Provider

6.4.9 Upnp
I's used to enable or disable the universal plug and play function. (Figure 6-33)

& Wizard Upnp Configuration
& Device Info
& Advanced Setup Enable Upnp protocol.
=2 waN
=
2 LAN Lpply/ Sawve

= Security

- Parental Control

-~ Quality of Service

-~ Routing
-3 static Route

[ Dynamic DNS
~ -= Upnp
L Wireless
& Voice
&I Management
& Diagnostics
& Logout

Figure 6-33. Advanced — Upnp
6.5 Wireless

Use the Wireless screen to configure the IG7600 for wireless access. It is separated into
7 parts:
® Basic
- Primary
- Additional
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Security

MAC Filter
Wireless Bridge
Advanced
Station Info
Power Saving

The configurable items for each part would be described in the following.
6.5.1 Basic

It's separated into two parts: Primary, and Additional.

6.5.1.1 Primary

This page allows you to configure the basic features of the wireless LAN interface. You
can enable or disable the wireless LAN interface, hide the network from active scans,
active the client isolation, disable WMM advertise and enable wireless multicast
forwarding.

User can set the wireless network name (also known as SSID) and restrict the channel
set based on country requirements. The max clients are 16. (Figure 6-34)

= Wizard Wireless-primary Network
& Device Info
&3 Advanced Setup

This page allows you to configure basic features of the wireless LAN interface. You can enable or disable the
wireless LAN interface, hide the network from active scans, set the wireless network name (also known as

= .
L WWEIE'SS SSID) and restrict the channel set based on country requirements.
-3 Basic Click "Apply/Save” to configure the basic wireless options.
- primary
&3 additional Enable Wireless
L seci rity
P = [] Hide Access Point
= MAC Filter
- wireless Bridge [] Clients Isolation
=
= Advanced [] Disable WNM Advertise
- station Info
= power Saving [] Enable Wireless Multicast Forwarding (WMF)
Py -
= Voice
& Management
= = = E IGTE00-BCE2ES
& Diagnostics SSID: |
= Logout BSSID: 00:19:15:BC:B2.E6
Area: | CHINA v

Max Clients:

Applyd Save

Figure 6-34. Wireless — Basic — Primary

6.5.1.2 Additional
IG7600 supports to configure 3 additional Wireless networks. Each SSID can have
different name and configurations. (Figure 6-35)
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& Wizard
& Device Info
L Advanced Setup
L Wireless
-3 Basic
=2 Prima
&3 pdditional
i3 Securi
K3 mAC Filter
= Wireless Bridoe
=) Advanced
-KJ station Info
= Power Saving
L Voice
i Management
& Diagnostics
S Logout

Wireless--Additional Networks

This page allows you to configure additional Wireless Metworks.

Enabled SSID Hidden g“i"ef:; E.ﬁ:lbfe E.'l.:":::"e é‘l':"ﬂ s BSSID
Advertise

O wl0_Guestl o o |O ] NIA

O |wlD_Gues‘t2 | [Fl Il Il ] NI

[ |w1IJ_Gues‘t3 | 1 [F [F1 [FI A

Figure 6-35. Wireless — Basic — Additional
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6.5.2 Security

This page allows you to configure security features of the wireless LAN interface. It
allows you to select your Security Mode: Manual and WPS.

In WPS mode, it follows the Wi-Fi Protected Setup standard for easy and secure wireless
network set up and connection. User can use Push-Button or PIN to configure the
connection with IG7600. In Push-Button method, 1G7600 and client must press the WPS
button to establish connection. In PIN mode, when the Access Point Pin is used, client can
input the PIN to establish the connection. When the External Device PIN is used, client
device PIN can be entered in the field to establish connection (Figure 6-36).

& wizard Wireless -- Security
& Device Info

& Advanced Setup
1| Wirele Please select your Security Mode =) Manual O WPS
L gasic
- Security
= 157600.BCB2ES Manual Setup AP

53 MAC Filter

= Bri You can set the network authentication method, selecting data encryption,

| eless Bridge - : . - . . .
- s specify whether a network key is required to authenticate to this wireless network and specify the encryption
-= Advanced strength.

&3 station Info Click "Apply/Save” when done.

-5 power Saving
& Voice
& Management Metwork Authentication:
S/ Diagnostics

] Loout WEP Encryption: Dizabled

Lpply/ Save

Figure 6-36. Wireless — Security

In Manual mode, you can set the network authentication method, selecting data
encryption, specify whether a network key is required to authenticate to this wireless
network and specify the encryption strength. Click "Apply/Save" to configure the wireless
security options. (Figure 6-37, Figure 6-38)

The following items will be configured in the page:

Network Authentication: Set the network Authentication method. Open and Shared
can use the WEP Encryption. 802.1X and WPA require setting valid RADIUS
parameters. WPA-PSK requires a valid WPA Pre-Shared Key to be set.

802.1X: As the IEEE standard for access control for wireless and wired LANs, 802.1x
provides a means of authentication and authorizing devices to attach to a LAN port.
This standard defines the Extensible Authentication Protocol (EAP), which uses a
central authentication server to authenticate each user on the network.

WPA/WPA2: The Wi-Fi Alliance put together WPA/WPA2 as a data encryption
method for 802.11 wireless LANs. WPA is an industry-supported, pre-standard
version of 802.11i utilizing the Temporal Key Integrity Protocol (TKIP), which fixes the
problems of WEP, including using dynamic keys.

WPA/WPAZ2 Pre-Shared Key: Set the WPA/WPA2 Pre-Shared Key (PSK).

WPA/WPA2 Group Rekey Interval: Set the WPA/WPA2 Group Rekey Interval in
seconds. Leave blank or set to zero to disable periodic re-keying.
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= Wizard
& Device Info
& Advanced Setup

Wireless -- Security

L Wireless Please select your Security Mode & Manual O WPS
-Lgasic
13 Security
& 167600.BCB2ES Manual Setup AP
.3 mAC Filter - _ _
& wiraless Bri You can set the network authentication method, selecting data encryption,
- Leless BN specify whether a network key is required to authenticate to this wireless network and specify the encryption
-= Advanced strength.
_|:| Station Info Click "Apply/Save” when done.
-3 powrer Saving
& Voice
& Management Metwork Authentication:
& Diagnostics
] Loout WEP Encryption: Enabled w
Encryption Strength: Ad-hit W
Current Network Key: v
Network Key 1: 1234567820 |
Network Key 2: 1234567880
Network Key 3: 1234567820
Network Key 4: 1234667850 |

Enter 13 ASCII characters or 26 hexadecimal digits for 128-bit encryption keys
Enter 5 ASCIl characters or 10 hexadecimal digits for 64-bit encryption keys

Figure 6-37. Wireless — Security — 1

& Wizard
& Device Info
& Advanced Setup
& Wireless
- Basic
53 security
= 157600-BCB2E5
‘=2 maC Filter
= Wireless Bridge

Wireless -- Security

Please select your Security Mode ) Manual & WPs

Keep existing Clients

@ Yes O No

Select WPS Method
& Access Point Pin
) External Device Pin

3 Push-Button (&) PIN

| Hep [ Start AddER

12474783

.= Advanced
.3 station Info
= Power Saving
& Voice
& Management
& Diagnostics
& Logout

Currently authorized Clients: 0

Apply/ Save

Figure 6-38. Wireless — Security — 2

WEP Encryption: Selecting Disabled disables WEP data encryption. Selecting
Enabled enables WEP data encryption and requires that a valid network key be set
and selected unless 802.1X is enabled.

WEP, short for Wired Equivalent Privacy, is a protocol for wireless LANs or local area
networks. This WEP is defined in the 802.11 Standard. WEP is designed so security
levels are maintained at the same level as the wired LAN. WEP’s aim is to provide
security by encrypting data over radio waves. WEP protects data as it’s transmitted
from one end point to another. WEP is used at two lowest layers, the data link and
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physical layer. WEP is designed to make up for the inherent security in wireless
transmission as compared to wired transmission.

Network Key: Set whether shared key authentication is required to associate. A valid
network key must be set and selected if required.

6.5.3 MAC Filter

& Wizard Wireless -- MAC Filter
& Device Info
i1 Advanced Setup Select SSID: | 167600-ECE2ES + |
& Wireless
i Basic
EL'-' Security MAC Restrict Mode: (%) Disabled O Allow ) Deny
- MAC Filter
:|:| Wireless Bridge

_I:I Advanced MAC Address Remove
-LJ station Info

=] Power Saving
£ Voice
&1 Management
& Diagnostics
I Logout

Figure 6-39. Wireless — MAC Filter

This page allows users to Add/Remove hosts with the specified MAC addresses that are
able or unable to access the wireless network. When users decide to use Allow, only the
MAC addressed in the user-defined list can access the wireless network. When users
use Deny, only the user specified MAC addresses are unable to access to wireless
network. And if the Disable option is selected, all users will be able to access to wireless
network.

Note: The MAC addresses in the list would immediately take effect when Allow or Deny is
checked. (Figure 6-39, Figure 6-40)

= Wizard Wireless - MAC Filter
& Device Info
&2 Advanced Setup
i -
= M MAC Address: |
- Basic
d‘: -
= Secun [ Back l
& MAC Filter
& wireless Bridge

Enter the MAC address and click "Apply/Save” to add the MAC address to the wireless MAC address filters.

| Apply/Save

=2 Advanced
= Station Info
= Power Saving
& Voice
&1 Management
& Diagnostics
S Logout

Figure 6-40. Wireless — MAC Filter — Allow/Deny
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6.5.4 Wireless Bridge

This page allows you to configure wireless bridge features of the wireless LAN interface.
You can select Wireless Bridge (also known as Wireless Distribution System) to connect
to other wireless bridge device, but the access point functionality will be disabled.
Selecting Access Point enables access point functionality. Wireless bridge functionality
will still be available and wireless stations will be able to associate to the AP. Select
Disabled in Bridge Restrict which disables wireless bridge restriction. Any wireless bridge
will be granted access. Selecting Enabled or Enabled (Scan) enables wireless bridge
restriction. Only those bridges selected in Remote Bridges will be granted access. Click
"Refresh" to update the remote bridges. Wait for few seconds to update. Click "Save
Settings" to configure the wireless bridge options. (Figure 6-41)

= Wizard Wireless -- Bridge

& Device Info

&1 Advanced Setu This page allows you to configure wireless bridge features of the wireless LAN interface. You can select

o —E Wireless Bridge (also known as Wireless Distribution Systern) to disable access point functionality. Selecting

= m Acess Point enables access point functionality. Wireless bridge functionality will still be available and wireless
i Basic stations will be able to associate to the AP. Select Disabled in Bridge Restrict which disables wireless bridge

83 security restriction. Any wireless bridge will be granted access. Selecting Enabled or Enabled(Scan) enables wireless
_& mAC Filter bridge restriction. Only those bridges selected in Remote Bridges will be granted access.

& Wireless Bri Click "Refresh” to update the remate bridges. Wait for few seconds to update.

= advanced
& station Info

Click "Apply” to configure the wireless bridge options.

. power Saving
& Voice Bridge Restrict

& Management
= g;nan:smz:t Remote Bridges MAC Address: | | | |
I |

S Logout

Figure 6-41. Wireless — Wireless Bridge

6.5.5 Advanced

It allows you to configure advanced features of the wireless LAN interface. You can
select a particular channel on which to operate, force the transmission rate to a particular
speed, set the fragmentation threshold, set the RTS threshold, set the wakeup interval for
clients in power-save mode, set the beacon interval for the access point, set XPress
mode and set whether short or long preambles are used. Click "Save Settings" to
configure the advanced wireless options. (Figure 6-42)

Band: Default setting is 2.4GHz.

Channel: Select the appropriate channel from the list provided to correspond with
your network settings. All devices in your wireless network must use the same channel
in order to function correctly.

Auto Channel Timer: The IG7600 should search for the best wireless channel in this
period (minute).

802.11n/EWC: Automatic or disable 802.11n support.

Bandwidth: User can choose 20MHz/40MHz in both band or 20MHz in 2.4G
band/40MHz in 5G band.
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Control Sideband: Specify if the extension channel should be in the “Upper” or
“Lower” sideband.

802.11n Rate: Set the Physical Layer rate. These rates are only applicable when
the’802.11n/EWC” is configured as “Auto”.

802.11n Protection: In “Auto” mode, the wireless devices use RTS/CTS to improve
802.11n performance in mixed 802.11g/802.11b networks. Turn protection off to
maximize 802.11n throughput under most conditions. Do not disable 802.11n
protection if there is a possibility that 802.11b or 802.11g devices will use your wireless
network.

Support 802.11n Client Only: “On” enables support for 802.11n clients only. Off will
enable support for clients that are not 802.11n.

54g® Rate: The default setting is Auto. The range is from 1 to 54Mbps. The rate of
data transmission should be set depending on the speed of your wireless network.
You can select from one transmission speed, or keep the default setting, Auto, to have
the IAD automatically use the fastest possible data rate.

Multicast Rate: The default setting is 54Mbps. The range is from 1 to 54Mbps. The
rate of data transmission should be set depending on the speed of your wireless
network. You can select from one transmission speed, or keep the default setting, to
have the IAD automatically use the fastest data rate for multicast packets.

Basic Rate: Select the basic rate that wireless clients must support.

Fragmentation Threshold: This value should remain at its default setting of 2346.
The range is 256~2346 bytes. It specifies the maximum size for a packet before data
is fragmented into multiple packets. If you experience a high packet error rate, you
may slightly increase the Fragmentation Threshold. Setting this value too low may
result in poor network performance. Only minor modifications of this value are
recommended.
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& Wizard Wireless -- Advanced
& Device Info

& Advanced Setup
& Wireless

This page allows you to configure advanced features of the wireless LAN interface. You can select a particular
channel on which to operate, force the transmission rate to a particular speed, set the fragmentation threshold,
set the RTS threshold, set the wakeup interval for clients in power-save mode, set the beacon interval for the

=] Basic access point, set XPress mode and set whether short or long preambles are used
-5 security Click "Apply/Save” to configure the advanced wireless options
= MAC Fitter
& wireless Bridge Band: 2.4GHz »
‘& pdvanced Channel: Luto v Current 6
|53 station Info Auto Channel Timer(min) 1]
- power Saving 202 11n/EWC: kto | v
? Voice Bandwidth: 20MHz in 2.4G Band and 40MHz in 5G Band + |Current 20MHz
= Management Control Sideband: Lower Current: None
= Diagnostics 802.11n Rate: rto v
EL—OQO—U" 802.11n Protection: dirto w
Support 802.11n Client Only: Off w
54g9™ Rate: 1 Mbps
Multicast Rate: Auto w
Basic Rate: Defanult "
Fragmentation Threshold: 2346
RTS Threshold: 2347
DTIM Interval: 1
Beacon Interval: 100
Global Max Clients: 128
XPress Technology: Dizabled
Transmit Power: 100% »
WMMOWi-Fi Multimedia): Enabled
WMM No Acknowledgement: Disabled »
WMM APSD: Enabled =«

Figure 6-42. Wireless — Advanced

RTS Threshold: This value should remain at its default setting of 2347. The range is
0~2347 bytes. Should you encounter inconsistent data flow, only minor modifications
are recommended. If a network packet is smaller than the packet RTS threshold size,
the RTS/CTS mechanism will not be enabled. The IAD sends Request of Send (RTS)
frames to a particular receiving station and negotiates the sending of a data frame.
After receiving an RTS, the wireless station responds with a Clear to Send (CTS)
frame to acknowledge the right to begin transmission.

DTIM Interval: The default value is 3. This value, between 1 and 255 milliseconds,
indicates the interval of the Delivery Traffic Indication Message (DTIM). A DTIM field is
a countdown field informing clients of the next window for listening to broadcast and
multicast messages. When the router has buffered broadcast or multicast for
associated clients, it sends the next DTIM with a DTIM Interval value. Its clients hear
the beacons and awaken to receive the broadcast and multicast message.

Beacon Interval: The default value is 100. Enter a value between 1 and 65535
milliseconds. The Beacon Interval value indicates the frequency interval of the beacon.
A beacon is a packet broadcast by the router to synchronize the wireless network.

Global Max Clients: Maximum number of wireless clients.

XPress™ Technology: Select “Enable” to improve the wireless performance. It is a
technology that utilizes standards based on frame bursting to achieve higher
throughput.

Transmit Power: User can set the transmit power as 20%, 40%, 60%, 80% and 100%
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WMM (Wi-Fi Multimedia): Feature that improves the experience for audio, video and
voice applications over a Wi-Fi network.

WMM No Acknowledgement: When the “WMM No Acknowledgement” is enabled,
the receiver will not acknowledge received packets during wireless packet transmit. It is
suitable in the environment where communication quality is good and interference is
weak. It can improve transmission efficiency.

WMM APSD: WMM Automatic Power Save Delivery. APSD is useful for VolP phone to
achieve low power consumption.

6.5.6 Station Info
Authenticated wireless stations and their status will be shown here. (Figure 6-43)

= Wizard Wireless -- Authenticated Stations
& Device Info

& Advanced Setup
£ Wireless
m -
! Basic
3 Security 00:15:00:4B-47-73 IGTE00-BCB2ES | wi
& MAC Filter

' wireless Bridge

This page shows authenticated wireless stations and their status.

MALC Associated |Authorized 551D Interface

- Advanced
= Station Info
&3 power saving
& Voice
& Management
& Diagnostics
& Logout

Figure 6-43. Wireless — Station Info

6.5.7 Power Saving
The Power Saving Features provide the ability to turn off specific interfaces at specific
times. (Figure 6-44

= Wizard Power Saving - Configuration
& Device Info

iy This Power Saving Features provide the ability to turn off specific interfaces at specific times.

? Ac_lvance‘i Setu Select the desireg conﬁguratii:m and click "AtgpIWSM“ mfe this features. Pee

= Wireless
] Basic
-3 security
& MAC Filter Please enter the time in a 24 hour farma.

= -
Limrariliis WLAN off at 00:00

Turn off WLAN at a specific time of the day.

.= pdvanced

:I:I Station info WLAN on at: 07:00

= .
- Power Saving

& Voice

A Apply/ Save
i Manaement _
< Diagnostics

< Logout

Figure 6-44. Wireless — Power Saving
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6.6 Voice

Use the Voice screen to configure the IG7600’s voice related parameters. It allows
system administrator to configure the following topics:

® Phone

- Phone Extension

- Programmable keys
® Trunk

- IP Trunk

- Trunk DID

- Trunk Group

- Answering Position

- Call Routing

- Call Restriction

- Emergency Numbers
® System

- Numbering Plan

- Service Mode

- Transmission

- SMDR

- UCD Call Log
® Voicemalil

- General

- Phone Extension

- Virtual Extension

- Update MOH File

- Update Voice File

- Holiday

- Advanced
® NAT Traversal
® Diagnostics

- Remote Maintenance
® Registered Phone

The configurable items for each part would be described in the following.

6.6.1 Phone

Use the Phone screen to configure IG7600’s phone extension authentication and
configure the default line key setting.

6.6.1.1 Phone Extension

The 1G7600 combines Proxy and Register servers in its application. All phones
registered to the internal Register server are set here. (Figure 6-45, Figure 6-46)
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SIP Authentication

This table allows you to configure the authentication for SIP client.

The current range of the extension numbers is from 201 to 299.

NOTE: If you remove a phone number from the table , its configuration file and the voice messages will be removed from the system.

FPhone Maobile Display MAC Day Might PickUp

MNo. Number Password Mumber MName Binding CcOos Cos Group

1 201 (11111111} 00:0a:6b:00:c2:0 0~ 0~ 1
2 0 - 0 - 1~
3 0 - 0 - 1~
4 0 - 0 - 1~
5 0~ 0~ 1~
i 0~ 0~ 1 -
7 o - 0 - 1
8 0 - 0 - 1~
9 0 - 0 - 1~
10 0 - 0 - 1~
11 0 - 0 - 1~
12 0 - 0 - 1~
13 0~ 0~ 1~
14 0~ 0~ 1 -
15 o - 0 - 1
16 o - 0 - 1
17 0 - 0 - 1~
18 0 - 0 - 1~
19 0 - 0 - 1~
20 0 - 0 - 1~
21 0 - 0 - 1~

Figure 6-45. Voice — Phone — Phone Extension — 1

46 0 - 0 - 1

47 0 - 0 - 1 -

48 0 - 0 - 1 -

49 0w 0D - 1 -
FXS Phone | 293 Display Name Day COS 0 + NightCOS 0 + PickUp Group 1 -

Registration Configuration
The settings allow you to change the parameters for SIP Registration.
MOTE: You need to reboot the system to make the changes to take effect.

Minimal Expire &0 (10 - 3600)
SIP Port 5070 (1024 - 65535)
Session Timeout
Session Timeout 90 (0, 80 - 3600)
| Save and reboot | | Save Settings | | Cancel Changes |

Figure 6-46. Voice — Phone — Phone Extension — 2

SIP Authentication: It provides 49 IP phones or Smart phones to register.
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Phone Number: The phone number is a station number. If it conflicts with the setting
in Numbering Plan, it fails to add or make the change. Its value range is limited by Start
Extension Number and End Extension Number settings in Numbering Plan page.

Password: The user password of this phone. The length is up to 24 digits or
characters. It's used for Digest Authentication.

Mobile Number: If a smart phone registers to it, it can tell its mobile number to
1G7600.

Display Name. If a smart phone registers to |G with its display name, this column will
display the name.

Mac Binding: If a phone number is assigned by Plug-and-Play, the number is bound
to the extension’s Mac address. You can also add Mac binding at IG7600’s web page.
If Mac binding exists, only the extension with this Mac address will be accepted to be
registered.

Day COS: The field assigns Class of Service for day mode operation. Acceptable
values are 0-7. At default, all extensions are unrestricted.

Night COS: The field assigns Class of Service for night mode operation. Acceptable
values are 0-7. At default, all extensions are unrestricted.

Pickup Group: The field assigns the extension to a specific pickup group. Each
extension can be assigned to one pickup group only. Four pickup groups are available.

FXS Phone: It shows the FXS phone number. It's programmed in Numbering Plan.
- Display Name: The FXS user’s Calling Name.
- Day COS: The FXS’s Class of Service for day mode operation.
- Night COS: The FXS’s Class of Service for night mode operation.
- Pickup Group: The FXS’s pickup group number

Registration Configuration:

The settings allow you to change the parameters for SIP Registration. You need to
reboot the system to make the changes to take effect.

Minimal Expire: Minimal registered period of IP phone.

SIP Port: The IG7600 listens for requests on the SIP port. This port is used for UDP
application and 5070 is its default value. The port number cannot be the same as the
“Local SIP Port for IP Trunk” for IP Trunk application.

Session Timeout:

The settings allow you to change the parameters for session timer.
Session Timeout: It defines how long IG7600 sends “UPDATE” packet to extension.

6.6.1.2 Programmable keys

This page allows you to configure the default settings for IP phone’s programmable Keys.
While a new-allocated IP phone is registering to IG7600, IG7600 will send these settings
to the phone. You can select Extension, Trunk, Call Park, Feature key, Do Not Disturb,
Live Record, Virtual Mailbox and Others to these Programmable keys. (Figure 6-47)
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Line keys are for IP Trunk setting is only for IP3054(-i)’s 4 line keys. By default it is
disabled and the 4 line keys on IP3054(-i) will show the status of PSTN Trunk; You can
enable it here. If you enable it, IP3054(-i) will show the status of IP Trunk on its 4 line
keys.

Programmable Keys 1-16 are specially for M62.
EDM Key 1-24 can be applied to IP2061’s or M62’s EDM.

Auto Hold: When you are using a line and press another key, IG7600 can hold the
original line. Select “Enable” to open this function.

= Wi .
o Wizard Line Keys Are for IP Trunk
& =
- Device info This setting allows you to configure if the 4 line keys are used as IP Trunks, it only applies to smart phones.
& Advanced Setup
i - ---A16H 9
T“ Wireless Line Keys Are for IP Trunk Disable ~«
& Voice
& pnone
{=J'Phone Extension Extension Line Keys
;:' Programmable keys This table allows you to configure the default settings for extension's line keys.
- Trunk
P
= System Line Key 1Type Trunk ~ Value 700
- voicemail )
= NAT Traversal Line Key 2 Type Trunk = Value 701
‘43 piagnostics Line Key 3 Type  Trunk ~ Value 702
_E -
| )
Reqistered Phone Line Key 4 Type  Trunk ~ Value 703

& Management
= Diagnostics
= Logout Extension Programmable Keys

This table allows you to configure the default settings for extension’s programmable keys.

Programmable Key 1 Type  Extsnzicn « Value 201
Programmable Key 2 Type  Extenszicn « Value 202
Programmable Key 3 Type  Extsnsien « Value 203
Programmable Key 4 Type  Extsnszicn » Value 204
Programmable Key 5 Type  Extenszicn + Value 205
Programmable Key 6 Type  Extsnsien ~ Value 208
Programmable Key 7 Type  Extsnzicn « Value 207
Programmable Key 8 Type  Extenszicn + Value 208
Programmable Key 8 Type  Extsnsien ~ Value 209
Programmable Key 10 Type Extsnzicn » Value 210
Programmable Key 11 Type Extenszicn + Value 211
Programmable Key 12 Type Extsnsien « Value 212
Programmable Key 12 Type Extsnzicn « Value 213
Programmable Key 14 Type Extenzicn + Value 214
Programmable Key 15 Type Extsnsien « Value 2135
Programmable Key 16 Type Extsnzicn « Value 216

Extension EDM Keys
This table allows you to configure the default settings for extension’s EDM keys.

EDM Key 1 Type  None ~ \alue
EDM Key 2 Type  None ~ Value
EDM Key 3 Type  None ~ \alue
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Extension EDM Keys
This table allows you to configure the default settings for extension's EDM keys.

EDM Key 1 Type  None ~ Value
EDM Key 2 Type  None + Value
EDM Key 3 Type  None ~ Value
EDM Key 4 Type  None ~ Value
EDM Key 5 Type  None + Value
EDM Key 6 Type  None ~ Value
EDM Key 7 Type  None ~ Valug
EDM Key 8 Type  None + Value
EDM Key 9 Type  None - Value
EDM Key 10 Type HNone ~ Valug
EDM Key 11 Type  None ~ Value
EDM Key 12 Type HNone + Value
EDM Key 13 Type HNone ~ Value
EDM Key 14 Type  None ~ Value
EDM Key 15 Type HNone + Value
EDM Key 16 Type HNone ~ Value
EDM Key 17 Type  None ~ Value
EDM Key 18 Type HNone + Value
EDM Key 19 Type None - Value
EDM Key 20 Type HNone ~ Valug
EDM Key 21 Type HNone + Value
EDM Key 22 Type HNone « Value
EDM Key 23 Type HNone ~ Value
EDM Key 24 Type  None ~ Value
Auto Hold

Auto Hold Disable «

Extension List

201 [Contagurs |

[ Sawve Settings ] ’ Cancel Changez ]

Figure 6-47. Voice — Phone — Programmable keys

When there are IP phones registered to IG7600, you can configure their key setting. In
Extension List, press “Configure” to configure keys of the specific phone.

Follow Gateway Settings: Use default IG7600 key setting for the IP phone. If you
check the checkbox, all the input operations are disabled, and the Ext’s
programmable keys settings will use the Gateway settings. You can configure the
settings manually only if the check box “Follow Gateway Settings” is not checked.
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Ext. 201 Configuration

Follow Gateway Settings

This table allows you to configure whether you use the gateway default settings to set the extension's
programmable keys.

Follow Gateway Settings

Extension Line Keys
This table allows you to configure line key settings for each extension.

Line Key 1 Type | Trunlk Value TO0
Line Key 2 Type | Trunk Value | T01
Line Key 3 Type | Trumk Value | 702
Line Key 4 Type | Trumk Value | 703

Extension Programmable Keys
This table allows you to configure programmable key settings for each extension.

Programmable Key 1 Type |Extenzion Value 201
Programmable Key 2 Type |Extenzion Value 202
Programmable Key 3 Type |Extenzion Value 203
Programmable Key 4 Type |Extenzion Value 204
Programmable Key 5 Type | Extenszion Value | 205
Programmable Key 6 Type | Extenszion Value 206
Programmable Key 7 Type |Extenzion Value 20T
Programmable Key 8 Type |Extenzion Value 208
Programmable Key 8 Type |Extenzion Value 208
Programmable Key 10 Type |Extenzion Value 210
Programmable Key 11 Type |Extenszion Value 211
Programmable Key 12 Type | Extenszion Value 212
Programmable Key 13 Type |Extenzion Value 213
Programmable Key 14 Type |Extenzion Value 214
Programmable Key 15 Type |Extenzion Value 215
Programmable Key 16 Type |Extenzion Value 218
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Extension EDM Keys
This table allows you to configure EDM key settings for each extension.

EDM Key 1 Type | None Value
EDM Key 2 Type | None Value
EDM Key 3 Type | None Value
EDOM Key 4 Type | Hone Yalue
EDM Key 5 Type | None Value
EDM Key 6 Type | Hone Value
EDM Key 7 Type | lone Value
EDM Key & Type | None Value
EDM Key 9 Type | None Value
EDM Key 10 Type | None Value
EDOM Key 11 Type | Hone Yalue
EDM Key 12 Type | Hone Value
EDM Key 13 Type | Hone Value
EDM Key 14 Type | lone Value
EDM Key 15 Type | None Value
EDM Key 16 Type | None Value
EDM Key 17 Type | None Value
EDOM Key 18 Type | Hone Yalue
EDM Key 19 Type | Hone Value
EDM Key 20 Type | Hone Value
EDM Key 21 Type | lone Value
EDM Key 22 Type | HNone Value
EDM Key 23 Type | None Value
EDM Key 24 Type | None Value

Auto Hold | Di=able

| Save Settings | | Cancel Changesz |

Figure 6-48. Voice — Phone — Extension Linekey-Configure
6.6.2 Trunk

Use the Trunk screen to configure the PSTN/IP Trunk function related parameters. It is
separated into 7 parts:

IP Trunk

Trunk DID

Trunk Group

Answering Position

Call Routing

Call Restriction
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® Emergency Numbers

6.6.2.1 IP Trunk

This page allows you to configure the Proxy and Register server of IP Trunks; up to 12
lines of IP Trunk are supported. (Figure 6-49, Figure 6-50)

& Device Info Subscriber Information
& Advanced Setup
& Wireless This page allows you to configure the proxy and registration of IP Trunk, up to 8 lines of IP Trunk are supported.
Hs 1P Trunk 1
Phone Mumber
“S1P Trunk Auth ID Auth Password
-= Trunk DID
-= Trunk Group SIP Proxy Port 5060
-= Answering Position Outbound Praxy Port 5060
- call Routing
=] Call Restriction Reagister Server Port 5060
- Emergency Numbers Qutbound Registrar Port 5060
3 system
] i [ 180 i
E’- Voicemail Register Expires Outgoing Caller ID
& NAT Traversal Registration No = Support E. 164 o =
+ :
e Support DID 8 - Server Type Normal «
& Reqistered Phone .
e
& Management
& Diagnostics Phone Number |
o Logout Auth 1D | AuhPasswod
SIP Proxy | | Port (5060 |

Figure 6-49. Voice — Trunk — IP Trunk — 1

& wizard Local Port
&1 Device Info

= Advanced Setup Local SIP Portfor IP Trunk |5080 | (1024 - 65535)
= Wireless
£ Voice

Local RTP Paort for IP Trunk |3DIDD |

End Dial

- Trunk DID Support End Dial on # |
- Trunk Group
_E - o
e Interdigit Timeout
- call Routing
& call Restriction
= Emergency Numbers
] System
-5 yoicemail Pause Time
S NAT Traversal
] Diagnostics Pause Time sec

Interdigit Timeout sec‘

_ -HRegistered Phone
& Management Session Timeout
= Diagnostics
=
Logout Session Timeout |0 | min (0, 90~3600)

RPort

Enable RPort ‘

Transmission Timer

Transmission Timeout sec‘

[ Save and reboot ] [ Save Settings ] [ Cancel Changes J

Figure 6-50. Voice — Trunk — IP Trunk — 2
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Subscriber Information:
Phone Number: It's the assigned phone number from uplink server.

Auth ID: The Account ID of registration to uplink server. It's used for Digest
Authentication.

Auth Password: The Password of registration to uplink server. It's used for Digest
Authentication.

SIP Proxy: The position of uplink SIP proxy server. IP address and domain name are
all supported.

SIP Proxy Port: The SIP signal port of uplink registrar server.

Outbound Proxy: The address of uplink outbound proxy server. All sip request packet
will be sent to this server that will determine their next hops.

Outbound Proxy Port: The SIP signal port of uplink outbound proxy server.

Register Proxy: The position of uplink register server. IP address and domain name
are all supported.

Register Proxy Port: The SIP signal port of uplink registrar server.

Outbound Registrar: The address of uplink outbound Registrar server. All
REGISTER packets will be sent to this server that will determine their next hops.

Outbound Proxy Port: The SIP signal port of uplink outbound registrar server.

Register Expires: It’s the time for IG7600 sends REGISTER to uplink register server.
It counts based on second.

Outgoing Caller ID: It's used as the Caller ID for the outgoing calls.

Registration: If “Registration” is No, the IP Trunk will not send REGISTER to the
Register Proxy.

Support E.164: If “Support E.164” is Yes, the IP Trunk follows E.164 format to send to
outgoing phone number.

Support DID: If “Support DID” is a digit, the IP Trunk is used in DID operation. The IP
Trunks from the current one to the specified IP Trunk are applied in the specified
account. For example, if the setting is “5” in IP Trunk 1, the account is applied for IP
Trunk 1 to 5. It means it can have 5 concurrent calls in the account.

Server Type: If “Server Type” is CHTM, and if the Caller ID of the incoming Trunk call
exists, IG7600 will use the Caller ID in From and P-Asserted-ldentify header in the
outgoing IP Trunk call.

Local Port:
Local SIP Port for IP Trunk: SIP control signal packet Port of IP Trunk Client. The
port number cannot be the same as the “SIP Port” for Extension Registration.

Local RTP Port for IP Trunk: Real-Time Protocol packet Port of IP Trunk Client. It's
the start RTP port address for these IP Trunks.

End Dial:
If “Support End Dial on #” is Yes, outgoing number from IP trunk will be sent out
immediately after pressing pound key (#).

Interdigit Timeout:
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If there is no any dialed number after the setting time, the number will be sent out
immediately. Its range is form 2 to 9 seconds.

Pause Time:
The pause time of alphabet “p” in the process of call dialing

Session Timeout:
It means the longest communication time for IP trunks, zero means no restriction.

RPort:
When client is behind a NAT, the rport and received filed can allow SIP proxy to
append the public IP address and port of NAT and transfer SIP message correctly.
Choose “Enable” to use this function.

Transmission Timer:
If an outgoing trunk call matches more than one entries in Call Routing Table, if the
former matched entry gets timeout after this specific seconds, IG7600 will try the next
one.

6.6.2.2 Trunk DID
The table offers its individual phone number for each extension (Figure 6-51). Up to 50
DID number are supported.

DID Number: It's the assigned phone number from uplink server for incoming calls. If
“Outgoing Call ID” is null, it will be as Caller ID number for outgoing calls also.

Destination: the specified ringing extension(s) for the individual DID phone number.
Outgoing Call ID: It's the assigned Caller ID number from uplink server.

Display Name: the specified extension user name for the individual number. It will be
used as Caller ID name in the outgoing calls.

Trunk: The DID item is for the specified trunk(s). If it's “All”’, the DID number can be
applied to all IP Trunks.

& Wizard DID Table
& Device Info
] Advanced Setu Mo. DID Number Destination Qutgoing Call ID Display Name Trunk
& Wireless |2700001 |[s01 Il Il || 811
& Voice
-ZJ pho
‘& Trunk
=P Trunk
= Trunk DID
Bi1runk Group
=3 Answering Position
& call Routing
i call Restriction
= Emergency Numbers

2700002 |[503 Il Il |[a11

|2700003 |[502 Il Il || 811

|2700004 |[400 Il Il || 411

|2700005 [0 |l || || 411

| I I I |

I I I || 211

I I I |

L= I - = R - -

I I I |[211

I I I |

- Registered Phone
& Management
O Diagnostics 1
S Logout n

I I I || 211

I I I A1
[i [i I Tan

|
|
|
10 I I I || 211
|
|
|
[

Figure 6-51. Voice — Trunk — Trunk DID
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6.6.2.3 Trunk Group

This page allows you to configure the virtual Trunk Group. Up to 4 Trunk Groups are
supported. (Figure 6-52, Figure 6-53)

Trunk Group & Label Name:

This item allows you to assign physical Trunk to virtual Trunk Group. For four PSTN
lines and four IP lines you can choose from Group1 to Group 4.

PS: There is a special trunk group named Group ALL, all lines are considered
to be a member of the group.

Label Name:

This item allows you to configure a specified string as incoming Caller ID name. For
PSTN incoming call, it will be applied if no Caller ID received in the call. For IP Trunk
call, it will replace the original Caller ID name.

Ring Type:

The specific ring type assigned to the Trunk Line is the ring type heard when the Trunk
Line rings. The ring type is applied for IP2061/M62 phone only.

Trunk Group Priority:
This Item allows you to define 4 Trunk Groups and Group All's interior priority.

Access Priority:
This Item allows you to define 4 Trunk Groups and Group All's interior priority. For
the five groups you can choose IP first or PSTN first. This will take effect if call
routing entry’s destination has been set as Group choice.

Search Order:
You can choose the search order to use the specified access priority. For example,
when you choose IP First and increase, IG7600 will try to find an available IP Trunk
and search from the first IP Trunk in the Group.

= Wizard Trunk Group & Label
&1 Device Info
£ Advanced Setup Trunk Group assignment allows you to assign a physical Trunk to a virtual Trunk Group.
i Wireless
*h'ﬂ\foice Trunk Line  Group Assign Enable Label Label Mame Ring Type
&3 phone PSTNLine1 Group | v Disable = o
=T PSTNLing2 Group 1 - Disable - (I 4
- Trunk DID PSTNLine3 Group 1 - Disable « -
- Trunk Group
—ﬁAnmrinPosition PSTN Line4 Group 1 - Disable = 0 -
&\ call Routing
-_ﬁcuﬂestricﬁon IP Line 1 Group 1 » Dizable - 0
‘= Emergency Numbers PLine2  Group | ~ Disable ~ 1.
] System
-3 ygicemail IP Line 3 Group 1 » Disable « 0o~
=
_m":ﬂ'l':or:;l:ﬂl IP Line 4 Group 1 - Dizable - 0 -
o - Registered Phone PLine5  Group | v Disable = [
& Management
ﬁDianosﬁcs IP Line & Group 1 + Disable = 0 -
='Logout IP Line 7 Group 1 - Diszable - 0 -

Figure 6-52. Voice — Trunk — Trunk Group — 1
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& Wizard PLine8  Growp ! » Disable = 0 -
& Device Info
hAdvanced Setu IP Line 9 Group 1 » Dizable « 0 =
i .
= Wireless PLine10 Group | » Disable = 0 -
& Voice
L3 phone IPLine11  Group 1 = Dizable = 0 -
L= Trunk -
= IP Line 12 Group 1 = Disable « o -
-=1P Trunk
& Trunk DID
‘& Trunk Group Trunk Group Priority

-3 Answering Position
.= call Routing
-5 call Restriction
‘& Emergency Numbers Group 1: Access Priorty  PSTN First -  Search Order Increasing -
E—" System
= Voicemail
= NAT Traversal Group 3: Access Priority PSTN First «  Sparch Order Increasing -
I Diagnostics
= Reaqistered Phone
i Management Group All . Access Priority FPSTH First -  gearch Order Increasing -
= Diagnostics
J ng—ut [ Save Settings ] [ Cancel Changes ]

Trunk group Priority allows you to define the four trunk groups' call priority.

Croup 2: Access Priority  PSTN First -  Search Order Increasing =«

Group 4 Access Priority  PSTN First -  gearch Order Increasing -

Figure 6-53. Voice — Trunk — Trunk Group — 2

6.6.2.4 Answering Position

__"_:' Wizard Answering Position

& Device Info

it Advanced Setup Answering Position allows you to configure an answering position for each Trunk line’s incoming call including

& Wireless PSTHN trunk and IP Trunk. You can choose Auto Attendant, Operator, UCD group or manually configure the
T target phone number on Day/Night basis.

Line Selection |P3TH Line 1 »

20 1p Trunk

= Day Answer Mode | Extension |l Night Answer Mode | Extension v |
-~ Trunk DID )

-= Trunk Group Day Numbe futo Lttendant M TS

=3 Answering Position 201 Operator [201 |
Bcan Routing UCD Group

-~ Call Restriction L Save Settings ] [ Cancel Changes ]

‘=2 Emergency Numbers
5] System
- Voicemail
=0 NAT Traversal
] Diagnostics
& Registered Phone
i Management
& Diagnostics
& Logout

Figure 6-54. Voice — Trunk — Answering Positions

This page allows you to configure an answering position for each Trunk line's incoming
call including PSTN trunk and IP Trunk. You can choose Auto Attendant, Operator, UCD
Group or manually configure the target extension phone number on Day/Night basis.
(Figure 6-54)

Choose Auto Attendant, you can configure an AA Menu number. An idle VAA will
auto-answer this incoming trunk call.

Choose Extension, you must configure the target phone number on Day/Night basis.

Choose UCD Group, you can configure an UCD group. The maximum phones for one
UCD group are 50.

Choose Operator, the incoming trunk call will be redirected to Operator.
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6.6.2.5 Call Routing

This page allows you to configure the call routing table. A maximum 40 entries are
allowed. Each entry is a routing rule for outgoing call. From/To define the number range,
Min/Max define the match length, Del/Insert can change the target number, Destination
to define the outbound call interface. (Figure 6-55)

= Wizard Call Routing Table Configuration

& Device Info

i1 Advanced Setup Call Routing allows you to configure the call routing table. Each item will be a routing rule for outgeing call.
=1 Wi From/To define the number range, Min/Max define the match length, DelfInsert can change the target number,
Wireless Destination to define the outbound call interface.

(] Voice Note: IP-Trunk will ignore the prefix P or 'p’_
| Add a new Call routing entry. A maxirmurm 100 entries are allowed.
=P Trunk
‘& Trunk DID From: I:I
‘S Trunk Group To: [ ]
- Answering Position MinLength: 1]
g w MaxLength: @
T Delete: EI
Insert:
Destination: P3TN Line 1

[ Cancel Changes ]

&0 Registered Phone

& Management
I - MNo. | From | To | Min | Max | Del | Insert Destination  Remove  Edit Change Order
= Diagnostics

= Logout 1 o |# 1 |99 o Group 1 0

Figure 6-55. Voice — Trunk — Call Routing Table — 1
6.6.2.6 Call Restriction

This page allows you to configure the call restriction table. A maximum 40 entries are

allowed. If the caller's COS priority is higher than the entry's COS value, the call is
allowed. (Figure 6-56)

The allowed intervals are made up of “From” and “To” entry which establish a numeric
range. For example, an entry of “From 1700”, “To 1800” would include the following
range of numbers as the leading: 1700, 1701, 1702... 1799, 1800. Each From/To entry

can be from 1 to 13 digits long and may contain any digit 0-9. The “From” entry must be
less than or equal to the “To” entry.
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= Wizard Call Restriction Table Configuration
&2 Device Info

& Advanced Setup
& Wireless

Call Restriction allows you to configure the call restriction allowed table and denied table. A maximum 40
entries can be configured.

Add a new Call restriction entry. A maximum 40 entries are allowed.

& Trunk DID o —
= D ;
[= S Trunk Access: TH |»
- Answering Position cos. :
‘= call Routing : v
& call Restriction Table Type: Allowed
(=]
- Emergency Numbers
[ Cancel Changes

Call Restriction Table -- Allowed

hl.\‘lamaement No. | From |To | Trunk Access | COS | Remove | Edit Change Order

= R 7 | O

Figure 6-56. Voice — Trunk — Call Restriction

If the Trunk Access value is set to Y, the call will follow the restriction setting only when
seizing line and make a call. If the Trunk Access value is set to N, the call will follow the
restriction only when dialing a number directly. If the Trunk Access value is set to YN, it’s
suitable for both operations. If the Table Type is set “Denied” and the caller match the
restriction in call restriction table, the caller will be denied to call. If the Table Type is set
“Allow” and the caller match the restriction in call restriction table, the caller will be allowed
to call. You can also select the check priority between the allowed and denied call
restriction table.

6.6.2.7 Emergency Numbers

When they dial a pre-configured emergency number, any user can make an emergency
call regardless of call routing table, call restriction, and station lock. Notice: The numbers
of emergency dial must not collide with the numbers in Numbering Plan.

This page allows you configure five emergency call numbers and lines with which
emergency calls are sent out. (Figure 6-57)
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& Wizard Emergency Numbers
4 Device Info

*1 Advanced Setup This page allows you configure five emergency call numbers and lines with which emergency calls are sent out.
L Wireless
£ Voice Number 1 911

&3 phone

23 Trunk Number 2

1P Trunk
- Trunk DID

Mumber 3

= Trunk Group Number 4
- Answering Position

=3 call Routing Number &
-5 call Restriction —
= Emergency Numbers Line Selection | PSTM First -
&3 system
] Voicemail
= HAT Traversal
£ Diagnostics
‘B3 Reqistered Phone
1 Management
S Diagnostics
O Logout

Save Settings ] [ Cancel Changes

Figure 6-57. Voice — Trunk — Emergency Dial

6.6.3 System

Use the System screen to configure the System function related parameters. It is
separated into five parts:

Numbering Plan

Service Mode

Transmission

SMDR

UCD Call Log
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6.6.3.1 Numbering Plan

& Wizard Numbering Plan
& Device Info MNumbering Plan allows you to configure the extension number range. You can define the special extension
2 Advanced Setup number or service number.
& Wireless These settings will take effect after the system reboot.
Start Extension: 201 End Extension: 299 FX5 Phone Number: 299
Start Extension 201
End Extension 209
‘& Numbering Plan FXS Phone Number 289
1= Senvice Mode Operator code i} Configuration

& Transmission

Start AA & VM Senvice Mumber 500

-5 smpr
Bucpcan Log Start Vinual Extension Mumber &30
- > -
;M Start PSTN Line number T00
-l NAT Traversal
F‘ e Start IP Trunk number Ti0
= Reaqistered Phone Start Trunk Group number 80
Fi —
_'J Management All Paging number 400
=i -
- E::a :u‘:s"lcs All Paging Range Both -
Start Paging Group number 401 Configuration

Start UCD Group number 430 Configuration

Start Pick Up Group number 440

System Speed Dial a00 Configuration

Start Call Park number T3l

Start Conference Room number 300

[ Save Settings ] [ Cancel Changes ]

Figure 6-58. Voice — System — Numbering Plan

This page allows you to configure extension number range. You can also define some
special service numbers in the table. (Figure 6-58)
Start extension: It's the start phone number of system internal extension. All valid
extension number can’t be smaller than it.

End extension: It's the end phone number of system internal extension. All valid
extension number can’t be greater than it. If receiving an IP2061/M62’s Plug & Play
request, IG7600 will allocate the first unused number from this limited region.

FXS Phone Number: It determines the FXS phone number.

Operator speed-dial number: If dial this number, the operator extension will be called.
The length is limited on 1 character.

When you press the “Configuration” button, the operator-related settings can be
configured: (Figure 6-59)
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= Wizard
& Device Info
&2 Advanced Setup

Operator Configuration
This page allows you to configure the operator-related settings

Operator day 201

Operator night 201

Alternate Operator day |:|
Alternate Operator night I:I
Reroute Time Dm, 15~180)

’Bacl-c] [ Save Settings ] l Cancel Changes

& Management
& Diagnostics
& Logout

Figure 6-59. Voice — System — Numbering Plan — Operator Configuration
Operator day: It's the system operator number during day. If dial Operator
speed-dial number, this extension will be called during day.

Operator Night: It's the system operator number during night. If dial Operator
speed-dial number, this extension will be called during night.

Alternate Operator day: When the Operator during day does not answer a call, the
call will be rerouted to alternate operator during day.

Alternate Operator night: When the Operator during night does not answer a call,
the call will be rerouted to alternate operator during night.

Reroute Time: Set the length of operator no answer time to reroute to alternate
operator. The time is applied to the call for alternate operator also. If alternate
operator doesn’t answer the call in the Reroute time, the call is reroute to Operator’s
Voice Mail box. “0” means it keeps ringing to the operator.

Start AA&VM Service Number: IG7600 provides 10 menus. If dial this number,
internal user can enter IG7600’s voicemail system and do some operations such as
listening personal message.

Start Virtual Extension Number: IG7600 provides virtual extension number for the
members not works in the office, or as a secondary mailbox.

Start PSTN Line number: IG7600 provides 4 PSTN lines at most. Every line has its
own internal alias number. You can dial these numbers directly to access PSTN trunks.

Start IP Trunk number: IG7600 provides 12 IP Trunk lines at most. Every line has its
own internal alias number. You can dial these numbers directly to access IP Trunks.

Start Trunk Group number: IG7600 provides 4 trunk groups at most. If dialing trunk
group number,

All Paging number: If dialing this number, all internal IP2061/M62 will be paged.

All Paging range: You can select the range of the paged extensions. If it's LAN, it
pages the IP2061/M62 on 1IG7600’s LAN side. If it's WAN, it pages the IP2061/M62 on
IG7600 WAN side, but under the same Router with IG7600. If it's Both, it pages the all
IP2061/M62 on LAN and WAN.
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Start Paging Group number: 3 paging groups are defined in IG7600. If dialing a
Paging Group number, the call will page to predefined internal IP phones. It can also
select the Range like All Paging Number. The maximum phones for each paging group
are 49.

While pressing “Configuration” in “Start Paging Group number”, it shows Paging
Group Configuration screen. (Figure 6-60)

= Wizard Paging Group Configuration

& Device Info
& Advanced Setup Make sure the phone numbers you enter are what have been configured in the Phone Extension page.

& Wireless

FPaging Group 1 FPaging Group 2 Faging Group 3

Range: Range: Range:
| |
| |

| |
| |
= | | | |
-= UCD Call L og
-3 yoicemail | I | |
. NAT Traversal | | | | | |
| |
| |
| |

.= Transmission
-3 smpr

3 piagnostics
- Registered Phone || ||
& Management ' '
| |

S Diagnostics
Figure 6-60. Voice — System — Numbering Plan — Paging Group

= Logout
Start UCD Group number: 4 UCD groups are defined in IG7600. The maximum
phones for each UCD group are 50. If one UCD Group is assigned to Answering
Position of certain line, when there is an incoming trunk call, extensions of the UCD
group will be called and ringing

While pressing “Configuration” in “Start UCD Group number”, it shows UCD Group
Configuration screen. (Figure 6-61)

= Wizard UCD Group Configuration
& Device Info
& Advanced Setup uco
& Wireless Group  Ring Mode Mo Answer Time E:;::e Reroute Time ?yz;r:ute DEsmErET Destination UCD Group Name
= Vi Number {no spaces)
oice "
o 430 |AlRing v |30 seconds  v|| AA Menu ~| 500 Il |
Tun 431 [AlIRing v |30 seconds || AA Menu ~||s00 i |
System =
| Inumbenng Plan 432 |AlRing v |30 seconds  v|| AA Menu ~| 500 Il |
- service Mode 433 AllRing | 30 seconds ¥ | | AA Menu v | |500 || |

& Transmission

&3 smor
& uco call Log
&3 yoicemail |
=0 NAT Traversal
=] Diagnostics |
= Reaqistered Phone | | | | | | |
|

UCD Group 1 Extension UCD Group 2 Extension UCD Group 3 Extension UCD Group 4 Extension

& Management
& Diagnostics || | |
= Logout | I

N N
Figure 6-61. Voice — System — Numbering Plan — UCD Group

There are seven items to be decided.

For Ring Mode, 1G7600 supports “All Ring”, “Linear” and “Distributed” mode. The “All
Ring” mode is no needed to use “No Answer Time” and “Timer Enable”.
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For other items, if “Timer Enable” is YES, the incoming call will be transferred to
another UCD Group’s member every “No Answer Time”. If NO, the call will ignore “No
Answer Time” and finally reroute to “Reroute Destination” after “Reroute Time”.
“Reroute Destination” can be an Auto Attendant Menu, an extension, a virtual
extension, or phone extension’s mailbox. “UCD Group Name” is shown on the phone
when receiving the UCD Group call.

Start Pickup Group number: The start number is used as All Pickup number. The
next 4 numbers are used for the four pickup groups.

System Speed Dial: Speed Dialing allows you to store frequently outgoing numbers.
There are 100 sets to be configured. Extension’s Class of service (COS) can also be
checked or not. (Figure 6-62)

= Wizard Speed Dial Table Configuration
& Device Info
& Advanced Setup Speed Dial allows you to dial a short number to represent a frequently-dialed external number, and can or can

& Wirele not check COS as selected. When not, the external number corresponding speed number, won't be check Call
= M Restriction table and directly check Call routing table. You can add up to 100 entries.

MNo. Speed Dial Number Phone Number Need CoS Check Action Check
runi

(= ymbernapen [Remove ] [impon] [ Expor]
& senvice Mode
_E Transmission
= SMDR
B ucpcallLog
&3 Voicemail
&3 NAT Traversal
Nia Diagnostics
& Registered Phone
& Management
& Diagnostics
& Logout

Figure 6-62. Voice — System — Speed Dial

Start Call Park Number: IG7600 supports to park 4 trunk calls maximum. The Call
Park number can be programmed on the line keys.

Start Conference Room Number: Conference Room Number allows the users to
build a conference conversation.

6.6.3.2 Service Mode

This page allows you to configure the Day/Night/Time service mode. You can also
customize the working time manually for each weekday.

If you choose Time Mode, it’s for the specified day of week. The time is entered in

24-hour format. Valid entries are 00:00 to 23:59 in 1-minute increments. The first four

digits are for the start time. The last four digits are for the end time. (Figure 6-63)
Working Hours: It's applied in Answering Positions and Auto Attendant Greeting.
Lunch Break: It's applied in Auto Attendant Greeting
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S Wizard Service Mode Configuration

& Device Info
1 Advanced Setup Senice Mode configuration allows you to configure the day/night service mode. You can also customize the

L Wireless

working time manually for each week day.

CTime & Day O Night
L Save Settings J [ Cancel Changes ]

= Humbering Plan
= senvice Mode
= Transmission
‘X SMDR
‘S ycpcall Log
‘&3 yoicemail
= HAT Traversal
‘X3 piagnostics
.= Registered Phone
i Management
& Diagnostics
S Logout

Figure 6-63. Voice — System — Service Mode

= Wizard Service Mode Configuration
& Device Info

% Advanced Setu Senvice Mode configuration allows you to configure the day/night service mode. You can also customize the
o —E working time manually for each week day.
&= Wireless
”\:Oﬁ ©Time ) Day ) Night
:J Phone Week Day Working Hours Lunch Break
[
. Tunk Sun 00000000 12001300
- system
= Numbering Plan Mon 09001700 12001300
& service Mode Tue 02001700 12001300
= issi
— Wed 08001700 12001300
-3 smpr
‘Eycp call L Thu 09001700 12001300
3 Voicemail Fri 02001700 12001300
=
. NAT Traversal sat 00000000 12001300
- Diagnostics
- Registered Phone -
Save Settings ] [ Cancel Changes

& Management
= Diagnostics
= Logout

Figure 6-64. Voice — System — Service Mode

6.6.3.3 Transmission

This page allows you to configure the Audio, FXS, and FXO settings. Click “Save
Settings” button to save the new configuration. (Figure 6-65)
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= Wizard Audio

L Device Info
& Advanced Setup

i

Country NORTH AMERICA ~
RTP Packet Size 20 -« ms

Codec G711 ulaw  Second -
Codec G711 adaw  Seventh

4

CodecG726-40  Third -~ Payload 96
= CodecG72632  Fourth = Payload 97
= Service Mode Codec G.726-24 Fifth - Payload 328
‘& Transmission CodecG726-16  Simth v Payload 99
g %ﬁa“ | Codec G729 First ~
e — RFC2833 Payload 100
=1 NAT Traversal DTMF Type  RFC2833
- Diagnostics HoldRecall ime 60 = sec
- Reqistered Phone
& Management Conference Timeout 60 =+ min
& Diagnostics
S Logout FXS
Fax Support m
Caller ID Method FSK After Rimg v
Interdigit Timeout 5.0 = sec
FXS Hotline Disable »
FX3 Hotline Number
FX5 Hotline Delay Time D_v sec
FXO
Loop-break Detection Time
Port1 600 v ms Port2 600 v ms
Port3 600 * ms Port4 600 * ms
Dialing Type
Port1 DTHF =~ Port2 DTHF ~
Port3 DTHF =~ Port4 DTHMF =~
Pulse Dialing
Make/Break Ratio W
Interdigit Time 700 + ms
PP3 10«
PR Detection Time m ms
Ring Recognition Time 200 ~ ms
Delay Ring Time r Sec
Dial Wait Time 1 - sec
Interdigit Timeout 5.0 » sec
Flash Time TDD—v ms
Flash New Call Disable v
FXOto FXOCallDuraion 5  + min
DTMF Signal On Duration 100 + ms
DTMF Signal Off Duration 100 ~ ms
Pause Time 1.2 ~ sec
Ring Abandon Time 6.0 - sec
Release Guard Time 1.0 ~ sec
Busy Tone Detection Time 3—v SEeC
’ Save Settings ] [ Cancel Changesz

Figure 6-65. Voice — System — Transmission
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Audio: It is used to set many Audio-related options. It will be applied to the all FXS and
PSTN lines.

Country: It may be used to determine not only the Caller ID detection/transmission
method but also ring/tone cadence/frequency.

RTP Packet Size: 10/20/30/40/50/60 ms.

Codec G.711 u-law, G.711 a-law, G.726-16, G.726-24, G.726-32, G.726-40, and
G.729: 1G7600 supports different audio priority. You can choose “None”, “First”,
“Second”, “Third”, “Fourth”, “Fifth”, “Sixth” and “Seventh.

RFC2833 Payload: It's used as the default RFC2833 payload type when making the
outbound calls.

DTMF Type: In IG7600, there are two methods for transmitting DTMF tone. Select
RFC2833 Method, the DTMF tone will be transmitted by event packet. Select
SIP-INFO Method, the DTMF tone will be represent in SIP INFO Message.

Hold Recall Time: IG7600 provides hold recall line LED indication. When the hold
recall time expires, |G changes the Line LED to Hold Recall indication.

Conference Timeout: This configuration is to limit the time of a conference call. After
the time, conference call will end.
FXS: It is used to set many FXS-related options.

Fax Support: The system supports FAX/modem tone detection with G.711 and T38
mode.

Call ID Method: The system provides the ability to detect the calling party identification
provided by PSTN lines. It also transmits the calling party identification to POTS ports.
There are four choices: NONE, DTMF Before Ring, DTMF After Ring, FSK Before Ring,
and FSK After Ring.

Inter-digit Timeout: Its range is from 2 to 9 seconds.

FXS Hotline: Enable/Disable

FXS Hotline Number: FXS dialing number in Hotline application.

FXS Hotline Delay Ti me: At idle state, FXS lifts the handset or press the Speaker

button. A call is built to the Hotline Number either immediately or after the delay time.
FXO: It is used to set many central office line options.

Loop-break Detection Time: For every PSTN/FXO call, system provides the facility
to monitor the call status. If the remote party hangs up, the ongoing call must be
terminated. The PSTN line monitor is done by the loop-break signal or busy tone. The
value range is: Disable/100/200/.../1000 ms.

Dialing Type: It determines how the dialing digits will be generated, either in DTMF or
Pulse (Rotary) signaling format.

Pulse Dialing: This specifies the parameters of Pulse Dialing, you need to check with
your service provider for the correct settings to make the outgoing call to work properly.

PR Detection Time: Some PSTN service providers provide the PR (Polarity Reversal)
signal to indicate the call progress status (remote answer/hang up).
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Ring Recognition Time: The timer determines the minimum ring duration recognized
as a valid incoming ring on a FXO port. Shorter ring signals are ignored. The timer
range is 200ms to 600ms in 40ms increments.

Delay Ring Time: The timer is to allow the Central Office to send ICLID before the call
is answered. Once the timer expires, the programmed extensions will ring and the
ICLID number will be sent to the ringing extensions. The timer range is 3 to 6 seconds
on 0.5 second increments.

Dial Wait Time: When the user seizes a PSTN/FXO line, the Stable Time delay is
needed to wait the dial tone from Central Office. The timer range is 0 to 8 seconds on 1
second increments.

Inter-digit Timeout: Its range is from 2 to 9 seconds.

Flash Time: The on-off duration for sending the FLASH signal. Its range is from 90 to
3000 ms.

Flash New Call: If this item is set “Enable”, a call will be taken account of a new call
when the CO FLASH feature is used.

FXO to FXO Call Duration: The maximum calling time between two FXO lines.

DTMF Signal On/Off Duration: The on/off time duration of DTMF signals. Their
ranges are from 50 to 200 ms.

Pause Time: The pause time of alphabet “p” in the process of call dialing. The timer
range is 1 to 5 seconds on 0.5 second increments.

Ring Abandon Time: It specifies the maximum time between valid ring signals from
the CO/PBX. If the duration between rings exceed the Ring Abandon time, IG7600
stops ringing the destination(s) and the port returns to idle. The timer range is 1 to 10
seconds on 1 second increments.

Release Guard Time: The guard time to ignore the noise signal when releasing the
call. The timer range is 1.0 to 3.0 seconds on 0.5 second increments.

Busy Tone Detection Time: System detects the busy tone to monitor the call status.
When it reaches the detection time, system assumes the remote party hangs up. The
ongoing call will be terminated. When setting the time to “0”, the Busy Tone detection
will be disabled.

6.6.3.4 SMDR

SMDR (Station Message Detail Recording) will take down user’s dialing record. It
contains every calling period. From the log of SMDR, the administrator can charge some
fees from the user.

This page allows you to view the SMDR record and configure the SMDR. Click “View
SMDR” button to view the SMDR record, and click “Configure SMDR” button to configure
the SMDR. (Figure 6-66, Figure 6-67, Figure 6-68)
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= Wizard
& Device Info
& Advanced Setup
& Wireless
& Voice
=] hone
runk
d System
& Numbering Plan
&0 senvice Mode
= Transmission
- SMDR
SycpcaiLog
& yoicemail
.2 NAT Traversal
.3 piagnostics
.= Registered Phone
& Management
& Diagnostics
& Logout

S Wizard
& Device Info
&2 Advanced Setup
& Wireless
& Voice
&3 phone

= Humbering Plan
‘= senvice Mode
= Transmission
& smpRr
ucpcallLog
L3 voicemail
=2 NAT Traversal
] Diagnostics
.= Registered Phone
& Management
& Diagnostics
& Logout

SMDR

SMDR allows to view the SMDR. record and configure the SMDR. Click View SMDR to view the SMDR record,
and click Configure SMDR to configure the SMDR.

[ ViewSMDR | [ Configure SMDR |

Figure 6-66. Voice — System — SMDR

SMDR Record

SMDR allows you to query the call record as you request.

Extension al ¥ | Type both v Trunk both v Month all v | Refresh | |Back |

|T3fpe | Ext. |Trunk | Qutside | Date |'I'|me | Duration |

Figure 6-67. Voice — System —SMDR — View SMDR

The “PSTN Outgoing Call Duration Start Time” is used to estimate whether the PSTN
outgoing call to be recorded. If the duration is less than it, the call won't be recorded. If log
mode is configured, the specified SMDR record will be sent to local or/and remote log

server.
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& Wizard

= - SMDR Configuration
o Device Info The PSTN Outgoing Call Duration Start Time is used to estimate whether the PSTN outgoing call has
f‘_-—' Advanced Setu connected, and if its duration is less than it, the call won't be recorded. If log mode is configured, the specified
& Wireless SMDR record will be sent to local or/and remote Syslog.
PSTH Outgoing Call Duration Start Time: 5
Log Mode:
_ Loca e
- Numbering Plan
_I:I Senvice NMode [ Back] [ Save Settings ] [ Cancel Changes ]
& Transmission

I[=] SMOR
S ucpcallLog
{3 yoicemail
= HAT Traversal
=] Diagnostics
.53 Registered Phone
& Management
U Diagnostics
S Logout

Figure 6-68. Voice — System —SMDR Configuration

6.6.3.5 UCD Call Log

This page shows the Call Log for incoming call to UCD group. (Figure 6-69)

= Wizard Incoming Call Log for UCD

& Device Info

& Advanced Setup Incoming Call Log for UCD show the incoming missed call record for UCD group.

& Wireless

tVoice Caller ID Mame | Caller ID Number  UCD Group | Date | Time |
S

= Numbering Plan
B2 service Mode
—_E Transmission
& smpr
B ucpcall Log
-3 voicemail
= HAT Traversal
-/ piagnostics
&3 Registered Phone
& Management
& Diagnostics
S Logout

Figure 6-69. Voice — System — UCD Call Log
6.6.4 Voice Mail

IG7600 provides a built-in Auto Attendant and Voice Mail System. It is separated into 7
parts:

General

Phone Extension

Virtual Extension

Update MOH File

Update Voice File

Holiday

Advanced
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The configurable items for each part would be described in the following.

6.6.4.1 General

This page allows you to configure the general settings of the auto attendant and voice
mail.

Auto Attendant: (Figure 6-70)

Admin Password: The password of administrator.

AA No Answer Time: When a call is being transferred by AA, this timer will do a
count down. When time is up, the callee is considered to be unavailable. AA will play
10206.vox then, to guide the caller what to do next.

Note: The timer must be shorter than the Reroute Timer of UCD Group, because
only one of them can take effect.

Max Try Time: Maximum error times for extension’s key input.

Action When Max Error Reached: You can set the system “Forward to operator” or
“Disconnect” when reaching the “Max Try Time” errors for key input.

Prompt Language: Automated Attendant language type. It provides one or two
languages to be chosen.

VAA Codec: Choose the codec of auto attendant.
RTP Packet Size: Choose the RTP packet size of auto attendant.

DISA: Enable/Disable DISA. When enable DISA, Auto Attendant plays the Greeting
message and the Caller dials “#” key, caller can make an outside call. When disable
DISA, caller can’t make an outside call.

Dial by Name Code: This code is used as an entry code of Dial by name function in
AA process. It is a disabled function by default. You should activate it manually by
input a number here.

Single Digit Table: This entry is for users to configure a speed dial table for each AA
menu. (Figure 6-71)

Greeting Mode: This controller is for you to select greeting mode of AA
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& Wizard
L Device Info
& Advanced Setup
L Wireless
& Voice
-ZJ pnone
3 system
Voicemail
& General
=3 phone Extension
.23 virtual Mailbox
.20 update MOH File
= update Voice File
‘=2 Holiday
= Advanced
= NAT Traversal
| Diagnostics
= Reqgistered Phone
& Management
S Diagnostics
& Logout

= Wizard
i Device Info

L Advanced Setup

L wireless
& Voice
iia Phone
iia Trunk
1 system
{3 voicemail
= General

= Phone Extension
‘S virtual Extension
& ypdate MOH File
S update Voice File

= Holiday

= Advanced
0 NAT Traversal
- piagnostics

=] Reaqistered Phone

L Management
= Diagnostics
= Logout

Figure 6-71

Auto Attendant
Admin Password 290009
AA Mo Answer Time 20
MAX Try Time 3
Action When Max Error Reached Forward to Operator -
Prompt Language Language 1 Only -
VAA Codec G720 -
RTP Packet Size 20 - ms
DISA Disable w
Dial by Mame Code
Single Digit Table
Greeting Mode Vorking
Voice Mail
Days for Keeping Voice Mail 30
Max recording time 5 » min

Silence detection for VM recording Enable -

Email Notify with

Single Digit Table
This table allows you to configure speeddial number for multilevel auto attendant

Woice Files

No

-

Figure 6-70. Voice — Voice Mail — General — 1

Af Menu Selection 48 Menu 0 «

Speeddial Number Type

0

9

2

NILL

NULL

NILL

NILL

NULL

NILL

NULL

NILL

NULL

-

Destination

[ Back ]

[ Save Settings ]

[ Cancel Changes ]

6 digits
15~60
1-9

0-30

. Voice — Voice Mail — General — Single Digit Table
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S wizard

1 Device Info Voice Mail
& Advanced Setup Days for Keeping Voice Mail 30 0-30
&/ Wireless Max recording time 5 = min
Silence detection for VM recording Disable -
Email Motify with Vioice Files Ho -
SMTP Support SSL o -
SMTP Server
S SMTP Server Port 25
2 m Sender Email Address
& ypdate MOH File Sender User Name
:= Update Voice File Sender Password
2 ::“Ta;::ed \ioicemail Tag
& NAT Traversal Email Header
‘;'_t' Diagnostics Email Test Account
e : Reqistered P:one
Eﬁg_ [ Save Settings ] [ Cancel Changes ]

S Logout

Figure 6-72. Voice — Voice Mail — General — 2

Voice Mail: (Figure 6-72),
Days for Keeping Voice Mail: Keep days for leaving messages. 0 means that the
messages are kept until the users delete them.

Max recording time: The range of recording time is form 1 to 30 minutes.

Silence detection for VM recording: Set “Enable” of this item will do the silence
detection in VM recording. If “silence” is detected, IG7600 will terminate the recording
and release the line. It doesn’t work when AA’s codec is G.729.

Email Notify with Voice Files: Add attached WAV file in notifying email for leaved
message.

SMTP Support SSL: Choose “Yes” to support SSL.

SMTP Server: SMTP Mail Server.

SMTP Server Port: SMTP Mail Server port. The default value is 25.

Sender Email Address: Email Address of Sender.

Sender User Name: User Name of Sender’s Email.

Sender Password: Password of Sender’'s Email.

Voicemail Tag: Voicemail tag

Email header: Email header

Email Test Account: Input a Target Mailbox here. Press the button [Email Test] To
send a test Email to the Target Mailbox.

6.6.4.2 Phone Extension
Voice Mail extension configuration allows you to configure voice mail settings for each

extension. While pressing “Configure”, it shows Extension Voice Mail Configuration
screen. (Figure 6-73)
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= Wizard Phone Extension
& Device Info
& Advanced Setup

Phone Extension configuration allows you to configure voice mail settings for each extension.

L Wireless _ _
SERSSE Mo. Ext First Mame LastMame Operation
1 259 Configure
2 20 Configure
3 202 Configure
_&J Phone Extension 4 203 Configure
- virtual Extension &
- update MOH File
-4 update Voice File 6
- Holiday -
- Advanced
- NAT Traversal 8
] Diagnostics
&2 Reqistered Phone 2
By
& Management 10
= Diagnostics
S Logout
(<) <] [>]) [»]

Figure 6-73. Voice — Voice Mail — Phone Extension

The following items will be configured in the Extension Configuration (Figure 6-74):
Voice Mail: Enable/Disable. To disable this item, there is not allowed to listen to the
message from outside party.

Password: Password of voice mailbox of the extension.
E-mail Address: Phone user’'s E-mail Address.
Prompt Language: Provides one of the two languages to be chosen.

Email Message: This item is used when the message file is attached. You can select
“Save as New”; the message will be displayed as a new message. Select “Save as
OlId”; the message will be a listened message. Select “Delete”, the message will be
deleted.

Leaving Message: When disabling it, the mailbox stops recording the new leaving
messages.
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= Wizard Extension Configuration
2 Device Info This page allows you to configure voice mail settings for each extension.

Lo r— Setup Ext. 299 Configuration

& Wireless Voice Mail

FE -
& Voice Password asee | 4 digits
-3 phone

E-mail Address | |

Prompt Language | Language 1 Only V|

‘& Phone Extension Leaving Messages

-2 virtual Extension
-E2J update MOH File
:l:l Update Voice File [ Back] [ Save Settings J [ Cancel Changes ]
- Holiday
-2 Advanced
=] HAT Traversal
Jia Diagnostics
-EJ Registered Phone
& Management
= Diagnostics
& Logout

Figure 6-74. Voice — Voice Mail — Phone Extension — Extension Configuration

6.6.4.3 Virtual Extension

IG7600 provides 50 Virtual Mailboxes. These Virtual Mailboxes can be used by the
members not works in the office, or as a secondary mailbox (Figure 6-75).

When selecting “Configuration”, it also has an Extension Configuration page to be
configured (Figure 6-76)

= Wizard Virtual Extension
& Device Info

& Advanced Setup
3 Wireless

Virtual Extension configuration allows you to configure voice mail settings for each virtual extension.

Mo. Ext First Name Last Mame Operation
1 830 Configure

= pnone Extension
‘& virtual Extension 5
.= update MOH File
& ypdate Voice File
-5 Holiday 7
‘S advanced
&3 NAT Traversal 8
5] Diagnostics )
= Reaqistered Phone
&1 Management 10
S Diagnostics
S Logout [« ) [ <] [ =] [=]

Figure 6-75. Voice — Voice Mail — Virtual Extension
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& Wizard Extension Configuration

& Device Info This page allows you to configure voice mail settings for each extension.

:t' Advanced Setup Ext. 830 Configuration

LI Wireless Voice Mail Enable v
Password (1117 4 digits
E-mail Address
Frompt Language Language | Only -

-ml Email Message m
e Leaving Messages Enable =

= Phone Extension
. virtual Extension

- update MOH File ’ Save Settings ] [ Cancel Changes

‘= update Voice File
Figure 6-76. Voice — Voice Mail — Virtual Extension Configuration

6.6.4.4 Update MOH File

The Music On Hold (MOH) could be uploaded from the Local PC side. Click the “Browse”
to locate the new MOH file in the PC. Then, click “Update File” to process the file upload.
NOTE: The device do not allow “stereo” MOH format, please upload a MOH file with
“‘mono” format. (Figure 6-77)

= Wizard Update MOH File
& Device Info
&3 Advanced Setup
& Wireless NOTE:
& Voice 1. The device does not allow "stereo” MOH format, please upload a MOH file with "mono” format and ".wav”
& phone suffix.
&3 Trunk
4 system
&2 yoicemail
‘= General
.= phone Extension Step 2: Click the "Upload File"” button to upload this file.

This page allows you to upload the Music On Hold (MOH) file.

2. The MOH file will only be converted to .vox file with PCMU and PCMA codec.

Step 1: Click the "Browse" button to choose the MOH file.

‘& virtual Extension
= update MOH File MOH File: | |[(BT&... ]

& update Voice File
= Holiday
.2 Advanced
53 NAT Traversal
=] Diagnostics
.S Reqistered Phone
& Management
& Diagnostics
& Logout

Figure 6-77. Voice — Voice Mail — Update MOH File

6.6.4.5 Update Voice File

The voice files could be uploaded from local PC side. These voice files are compressed in

Linux System. It allows a “.tar”, “.tgz” or “.tar.gz” compressed format file. (Figure 6-78)
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= Wizard Update Voice File
& Device Info
& Advanced Setup

F o -
? Wireless NOTE: The system only supports the file with compression format " tar", " tar.gz" or " tgz".
='Voice

This page allows you to upload the Voice file.

Step 1: Click the "Browse" button to choose the Voice file.

Step 2: Click the "Upload File” button to upload this file.

Voice File: | |[(AT&. .. ]

g Phone Extenm_on
- \iirtual Extension
= update MOH File
.= update Voice File
-5 Holiday
.82 advanced
= HAT Traversal
.3 Diagnostics
.= Registered Phone
&1 Management
& Diagnostics
& Logout

Figure 6-78. Voice — Voice Mail — Update Voice File

6.6.4.6 Holiday

This page allows you to configure the holiday or special off-duty days. You can click the
buttons under the table to choose pages. (Figure 6-79)

;"_:' M Holiday Settings
j Device Info Holiday Settings allows you to configure the holiday or special off-duty days.
; hAv‘!Vﬂé'ced Setu No. Date(MMDD) Holiday
feloss 1 | ||0n duty v|
2 | | |0n dut v|
3 | | |0n dut ¥ v|
4 | | |0n duty v|
.Sl General
.= phone Extension ° | | |On duty v|
= Virtual Extension 6 | | [on duty [v]
‘=3 update MOH File 7 | [ [on duty |
- update Voice File
-r:'Holida 8 | ||0n dut ¥ v|
_-_E Advanced g | | |0n duty v|
E N_ATTra\.!erw 0 | | | on duty v|
= Diagnostics
_-M Reqistered Phone
& Management L« J < JL > JL>» ]
U Diagnostics
= LO0I.I'l L Save Settings J [ Cancel Changes J

Figure 6-79. Voice — Voice Mail — Holiday

6.6.4.7 Advanced

This page allows you to browse, upload or download voice files through IG7600’s ftp
server. (Figure 6-80)
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= Wizard
&/ Device Info

? Advanced Setu [ Browse Woicemail File ]
& Wireless

Voice Mail advance setting allows you to browse, upload or download voice files through ftp server.

= phone Extension

=3 virtual Extension
& update MOH File
-&J update Voice File
-2 Holiday
= advanced
=] NAT Traversal
=] Diagnostics
& Redgistered Phone
& Management
U Diagnostics
& Logout

Figure 6-80. Voice — Voice Mail — Advanced
6.6.5 NAT Traversal

If IG is put behind a Router, you need to configure this page to enable NAT Traversal.
(Figure 6-81, Figure 6-82)

& Wizard NAT Traversal Configuration

':__-' Device Info You can configure NAT traversal in this page to support remote phones if this device is behind a NAT or firewall.
= Advanced Setup
L Wireless NAT Traversal Enable

& Voice
_&J phone STUN Server: |numb.viagenie.ca | Part: |3478 |(1024-65535)

TURN Server: |numb_viagenie_ca | Paort: |34?’ |(1024~65535)
| Diagnostics User Mame: |sisiyeah@sohu_com |
_E -
-~ Reaistered Phone Password: |................. |

& Management
S Diagnostics
= Logout Gathering Timeout: |6 v |

Keepalive Interval: (10~3600s)

UPNP Port-Mapping Enable

Router Private Address:

Router Public Address:
Figure 6-81. Voice — NAT Traversal — 1
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= Wizard Gathering Timeout: 5

&J Device Info

] Advanced Setu Keepalive Interval: (10~360{]5)
& Wireless

&J Voice

UPNP Port-Mapping Enable

Router Private Address:

Router Public Address:

External Registration SIP Port:  |5070 {1024~65535)

o External IP Trunk SIP Port: 5060
& Management 500 |ct02e-s553)
2 Diagnostics External Crypto Protocol Port: {38600 | (1024~55535)

& Logout

External RTP Proxy Port Start: 35000 {1024~65535)
External IP Trunk RTP Port Start: |30000 (1024~65535)
External DSP RTP Port Start: 40000 {1024~65535)

External IP-Camera Port: 38800 {1024~65535)

Figure 6-82. Voice — NAT Traversal - 2

The following items will be configured in the NAT Traversal page:
NAT Traversal Enable: Enable/Disable. IG can work properly if it's pub behind NAT
only when it's enabled.

STUN Server: A STUN server located at Internet.

TURN Server: A TURN server located at Internet.

Username: Most TURN server needs username/password to authenticate.
Password: Most TURN server needs username/password to authenticate.
Gathering Timeout: The expire timer to collect self information by ICE.
Keep alive Interval: Keep alive interval for STUN server.

UPNP Port-Mapping Enable: To enable/disable UPNP client.

Router Private Address: If you choose “Auto” UPNP client will detect Router’s
private IP address by itself. If you choose “Manual” you should input Router’s private
IP address by yourself.

Router Public Address: It records Router’s public IP address detected by STUN.
External Registration SIP Port: Port that will be opened on Router for SIP port.

External IP Trunk SIP Port: Port that will be opened on Router for IP Trunk’s SIP
port.

External Crypto Protocol Port: Port that will be opened on Router for Crypto
protocol between |G and IP2061/M62/IP3054(-i).

External RTP Proxy Port Start: Port range that will be opened on Router for RTP
proxy, it will reserve 300 ports.

External IP Trunk RTP Port Start: Port range that will be opened on Router for IP
Trunk RTP, it will reserve 100 ports.
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External DSP RTP Port Start: Port range that will be opened on Router for DSP RTP,
it will reserve 14 ports.

External IP Camera Port Start: Port range that will be opened on Router for IP
Cameras, it will reserve 8 ports.

RTP Transmission

This entry is for when two or more sip clients are behind the same router, how will the
clients exchange their RTP Packets? If you choose Always, IG will always do rtp relay,
i.e. IG will transport rtp packets for the two parties, and if you choose Auto the two sip
clients will exchange rtp packets directly with each other.

- Voicemail
o e External DSP RTP Port Start: -:1[][][1[] 65535
& NAT Traversal s :
e >
-=1 Diagnostics External IP-Camera Port 38800 | (1024~65535)

. Registered Phone
& Management
& Diagnostics
S Logout

RTP Transmission

When set to Auto, IG7600 will check if both Calling and Called parties are behind the same router, if yes, let the
RTF to be transmitted to each other directly without IGTE600's relaying. It may not work properly under multiple-
layer NAT environment.

RTF Relay: (&) Always () Auto (experimental)

6.6.6 Diagnostics

This page can help you to collect debugging information for trace easily.

6.6.6.1 Remote Maintenance

& Wizard
& Device Info
& Advanced Setup
L Wireless
& Voice
&2 phone
& Trunk Remote Maintenance: () Disable () Enable

B
== System
3 voicemail Log Level: Debug v

Remote Maintenance -- Configuration

If the log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events
above or equal to the selected level will be logged. If the email address is useful, the log will be sent to it by the
specific feature code.

. NAT Traversal Destination Email:
-+ - -
'“{M Save SIP packets: ]

' Remote Maintenance
= Registered Phone
& Management
& Diagnostics

S Logout

Save IP Trunk SIP packets:  []
Save Crypto Protocol packets: []
Save CMS Log: |

Remote Maintenance -- Download Log

Download the maintenance log.

Remote Maintenance -- Delete Log
Delete old maintenance logs.

Figure 6-83. Voice — Remote Maintenance
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The following items will be configured in the Remote Maintenance page:
Remote Maintenance: Enable/Disable. When it's enabled, IG will write necessary
information to maintenance log.

Destination Email: If it's set, maintenance log file will be sent to this Email address
automatically if user presses “*64” accordingly.

Save SIP packets: If it's checked, IG7600 will record SIP packets sent to or received
from IP2061/M62/IP3054(-i).

Save IP Trunk SIP packets: If it's checked, IG7600 will record SIP packets sent to or
received from each IP Trunk.

Download Log: You can download maintenance log to your local PC by pressing this
button.

Delete Log: You can delete all old maintenance logs by pressing this button.
6.6.7 Registered Phone
This page lists the information of registered phones, and provides the link to access the
phone's web page. (Figure 6-84)

= Wizard Registered Phone
& Device Info
&1 Advanced Setup This page lists the information of registered phones, and provides the link to access the phone’s web page.

& Wireless

Note: The "Link to Phone” may not work correctly with following cases:
1: The registered phone is a remote phone and is behind NAT.

2: The IGT600 is behind NAT.

Fhone | Model | Version IP Address | From | Execution
B rerEr 201 IP2032 | V2.0_ICON_VM | 192.168.1.2 | LAN Link to Phone
E
_:Ig_ana ezent 202 IP2061 | V2.0_ICON_VN | 192.168.1.5 | LAN Link to Phone
1Iagnosiics
& Logout 204 |IP3054 V0.2.21.1 192.168.1.7 | LAN

Figure 6-84. Voice — Registered Phone
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6.7 Management

The system administrator can do the following functions to manage the configurations,

events, and software update of the IG7600.
® Settings

- Backup

- Update

- Restore Default

System Log

TR-069 Client

Time Settings

- Internet Time

- Daylight Saving Time

® Access Control

- Service Port

- Services

- |IP Addresses

- Password

PTC

IP Camera

Update Software

Upgrade Phone Software

APNS Certificate

Reboot

6.7.1 Settings
The settings area allows the administrator to create a backup, update the system, and
restore the system to factory default.

6.7.1.1 Backup
Click “Backup Settings”; you may save your IG7600’s configurations to a file on your PC.
The backup file is a compress file (.tar). It includes System Configuration file,

backupsettings.conf, and the individual extension’s voicemail configuration files (.ini)
(Figure 6-85)

& Wizard Settings -- Backup
&I Device Info

& Advanced Setup
& Wireless

This page allows you to save the configurations to a file on your PC.

&I Voice [
& Management

Backup Settings ]

- settings
= Backup
_ﬁiungng
& Restore Defauit
-J system Log
-EJ TR-069 Client

Figure 6-85. Management — Settings — Backup

6.7.1.2 Update
Click “Browse” to locate the setting file saved on the Local PC. The file can be a compress
file (.tar) or a System Configuration file (backupsettings.conf). Then, click “Update
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Settings” would apply the settings to the IG7600 according to the configuration file. (Figure
6-86)

= Wizard Tools -- Update Settings
& Device Info
& Advanced Setup

4 =

? Wireless Step 1: Click the "Browse” button to choose the saved setting file.

& Voice

Em anagement Step 2: Click the "Update Settings” button to update device to the saved configurations.
- settings

This page allows you to update the configurations using the saved setting file.

= Bach Settings file: | [E2E
= Updal
= Res‘l;fe Default [ Update Settings

X system Log

‘' 1R-069 Client

3 Time Settinas

&3 pccess Control

Sprc

Figure 6-86. Management — Settings — Update

6.7.1.3 Restore Default

You can choose restore Voice Files or Default Settings or Restore All in the drop-down
menu. Click “Restore” to restore selected default settings. This would be helpful when the
voice files or settings are messed up. After IG7600 returns to factory default settings, the
wizard setup is invoked automatically when the administrator accesses to IG7600’s web
server. (Figure 6-87)

= Wizard Tools -- Restore Default Settings
& Device Info

& Advanced Setup
& Wireless

ia Voice Reztore Default Settings ~
&1 Management

= Istina

= Backup

Restore settings to the defaults.

- update
< Restore Default

.= system Log
.3 TR-069 Client
-3 Time Settings
i Access Control

Figure 6-87. Management — Settings — Restore Default

6.7.2 System Log

This allows system administrator to view the system log and configure the system log
options. Click "View System Log" to view the system log. Click "Configure System Log" to
configure the system log options. (Figure 6-88, Figure 6-89)

When you configure the system log options, you can see Log Levels and Display Levels:
Emergency, Alert, Critical, Error, Warning, Notice, Informational, and Debugging. The Log
Level implies that what log level is applied to IG7600 to record the log. The Display Level
would just show the users the log message that they want to know. As a result, Display
Level was just a subset of total log messages. If “Mode” is set to “Remote” or “Both”, the
log messages would be sent to the specified UDP port of the specified log server. Click
“Apply/Save” button that you can save the new configuration.
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= Wizard System Log

& Device Info

i3 Advanced Setu The System Log dialog allows you to view the System Log and configure the System Log options.
i Wireless
& Voice

i Management Click "Configure System Log" to configure the System Log options.

Click "View System Log" to view the System Log.

3 settings
- system L
-EWt View Swvstem Log ][ Configure System Log

&3 Time Settings
&3 Access Control
prc

Figure 6-88. Management — System Log

System Log -- Configuration

If the log mode is enabled, the system will begin to log all the selected events. For the Log Level, all events
above or equal to the selected level will be logged. For the Display Level, all logged events above or equal to the
selected level will be displayed. If the selected mode is ‘Remote’ or ‘Both,’ events will be sent to the specified IP

address and UDP port of the remote syslog server. If the selected mode is ‘Local’ or ‘Both,’ events will be
recorded in the local memaory.

Select the desired values and click "Apply/Save’ to configure the system log options.

Log: () Disable O Enable
Log Level: -_IZIEEEging |
Display Level: Error v
Mode: Local &

[Back| [ Apply/Save |

Figure 6-89. Management —System Log —Configure System Log

6.7.3 TR-069 Client

WAN Management Protocol (TR-069) allows an Auto-Configuration Server (ACS) to
perform auto-configuration, provision, collection, and diagnostics to this device. Firmware
upgrade or vendor configuration file backup can be done remotely on ACS server. Select
the desired values and click "Save Settings" to configure the TR-069 client options.
(Figure 6-90)

Inform: It can be set to Disable or Enable for periodically inform every Inform Interval. Fill the
correct ACS URL, ACS username/password and select Interface, the TR-069 client is able to
connect to ACS server.

Display SOAP message on serial console: Disable/Enable.

Connection Request Authentication: The “Connection Request User Name” and “Connection
Request User Password” are used for the server to initiate an ACS initiation connection.
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= Wizard TR-069 client - Configuration
& Device Info _ _
&1 Advanced Setu WAN Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform auto-configuration,
. provision, collection, and diagnostics to this device.
= Wireless
& Voice Select the desired values and click "Apply/Save” to configure the TR-069 client options.
&I Management _ _

-3 gettings Inform ) Disable @ Enable

= system Log

= TR-069 Client Inform Interval: 300

- Time Settings ACS URL:

{3 Access Control ACS User Name:

-=p1c ACS Password:

_:I IP Camera Interface: WAN ~

. upgrade Software

_:| Upgrade Phone Software Display SOAP messages on serial console @ Disable | Enable

- APNS Certificate
_ -2 Reboot Connection Request Authentication
X Diagnostics
] LOl.lt Connection Request User Name:

Connection Request Password:
Connection Request URL: hitp:/1172.16.30 11830005/

’ Apply/Save ” GetRPCMethods ]

Figure 6-90. Management — TR-069 Client

6.7.4 Time Setting

This item allows you to configure system’s time and the Daylight Saving Time.
6.7.4.1 Internet Time

This page allows you to configure the Internet time setting. You can choose the
“Automatically synchronize with internet time servers”. So the 1G7600 can synchronize its
system time with NTP time server automatically (Figure 6-91). When you choose “Manual
Date and Time Settings”, you can manually configure the date and time settings (Figure

= Wizard Time Settings
L Device Info
%1 Advanced Setu This page allows you to configure the time synchronization method of the unit.

= M @ Automatically synchronize with Internet time servers.
= Voice FirstNTP time sever:  time. nist. gov -
£l
Tana ment Second NTP time senver:
- Settings
-3 system Log
-51 TR-069 Client
&3 Time Settings Fith NTP time server: None hd

ntpl. tummy. com -

Third NTP time server: None e

Fourth NTF time server: None -

& internet Time _
‘& paylight Saving Time Time zone offset: (GMT+08:00) Taipei -

&3 Access Control .
Hprc ' Manual Date and Time Settings

:|:| IP Camera
-'uparade Software

‘= uparade Phone Software
& APNS Certificate
‘& Reboot

= Diagnostics

= Logout

Figure 6-91. Management — Time Setting — Internet Time — Automatically
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&' Wizard
& Device Info
& Advanced Setup
L Wireless
& Voice
& Management
-3 settings
=2 system Log
=0 1R069 Client
{ia ime Settings
S internet Time
=3 paylight Saving Time
{ia Access Control
e

Time Settings
This page allows you to configure the time synchronization method of the unit.
() Automatically synchronize with Interet time servers.

(%) Manual Date and Time Settings

Date: |03 [wlf21 w2013 v MMIDDYY

Time: |05 v |16 v 38 v | PN v HHMMSS

Lpply/ Save

Figure 6-92. Management — Time Setting — Internet Time — Manually

6.7.4.2 Daylight Saving Time

This page allows you to configure the Daylight Saving Time (DST) which supports auto
adjustment for daylight saving time. Click “Save Settings” button that you can save the
new configuration. Click “Cancel Changes” button that you can cancel the changes.

= 'Wizard
& Device Info
& Advanced Setup
& Wireless
& Voice
&3 Management
{3 settings
& system Log
[ 1R-069 Client
i3 ime Settings
= Internet Time
‘= paylight Saving Time

L3 Access Control
Hp1c

= Wizard
& Device Info
i Advanced Setup
& Wireless
& Voice
&I Management
i Settings
. system Log
. TR-069 Client
3 Time Settings
= Internet Time
‘=3 payiight Saving Time
] Access Control
Sprc
.B2ip camera
= Upgrade Software

= Uparade Phone Software
& APNS Certificate

_ = Reboot
= Diagnostics
S Logout

Figure 6-93, Figure 6-94)

Daylight Saving Time
This page allows you to configure the Daylight Saving Time (DST).
| Default International DET Rule +

L Save Settings J [ Cancel Changes ]

Figure 6-93. Management — Time Settings — Daylight Saving Time

Daylight Saving Time
This page allows you to configure the Daylight Saving Time (DST).

Manual DST Rule -
Start Time of DST
Month 1 Day 1
DayFlag: + WeekDay 1
Hour 0 Minute 0 Second 0
End Time of DST
Month 12 Day 1
DayFlag: + = WeekDay 1
Hour 0 Minute 0 Second 0
Save Time during DST Period
SaveFlag: Addition hd
Hour 0 Minute 0 Second 0

’ Save Settings ] ’ Cancel Changes= ]

Figure 6-94. Management —Time Settings — Day Light Saving Time — Manual DST Rule
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Default International DST Rule: Default DST Rule obey international standard rule.
Manual DST Rule: Define your own DST Rule.

Start Time of DST: The date and time to start daylight saving.
If “Weekday” is 0, it means the date to start daylight saving is at exactly the given date.
If “Weekday” is not 0, the DST starts on the “Weekday” on or after the given date.

End Time of DST: The date and time to end daylight saving.

If “Weekday” is 0, it means the date to end daylight saving is at exactly the given date.
If “Weekday” is not 0, the DST ends on the “Weekday” on or before the given date.

Save Time during DST Period: The amount of hour/min/sec to add to the current
time during daylight saving period.

6.7.5 Access Control

This item allows you to configure some service Ports, enable/disable some services, IP
Address access control, and password for user, support, and administrator.

6.7.5.1 Service Port

This page allows you to change the IG7600's web port, ftp port, tftp port, ssh port and
telnet port. And they will take effect after reboot. (Figure 6-95)

= Wizard
& Device Info
& Advanced Setup

Service Port

This page allows you to change the unit's web port, fip port, titp port. telnet port and ssh port . And they will take
effect after reboot.

e n
= Wireless WebFort &0
& Voice
_—— FtpPort 21
&= Management
F‘ Settings ThpPort 69
- system Log TelnetPort 23

-5 TR-069 Client

X Time Settings

-3 Access Control
= service Port [ Save and reboot ] [ Save Settings ] [ Cancel Changes ]
X services

Ssh Port 8822

Figure 6-95. Management — Access Control —Service Port

6.7.5.2 Services

A Service Control List enables or disables services from being used. (Figure 6-96)

= Wizard Services Access

& Device Info

& Advanced setl.l A Senvice Control List ("SCL") enables or disables semvices from being used.

& Wireless

& Voice

iJ Management
‘F‘ Settings FTP Enable | [] Enable
- system Log
= TR-069 Client
-3 Time Settings ICMP Enable

Services | LAN WAN

HTTP Enable | [| Enable

O

Enable

=]
- Access Control
[ Senvice P S5 .."' Enable

=

Enable

Hiservices TELNET Enable
=
= w TFTP Enable
Eprc
Bp camera
= Upgrade Software

= Upgrade Phone Software [ Save Settings ] [ Cancel changes
- APNS Certificate

Enable

OO

Enable

Figure 6-96. Management — Access Control —Services
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6.7.5.3 IP Addresses

If the Access Control mode is enabled, permits access to local management services from
IP addresses contained in the Access Control List. If disabling the mode, it will not validate
IP addresses for incoming packets. WAN Only and WAN And LAN in Access Control
Interface entries are for you to choose the rule executed on which side of your IG. Make

sure you can connect to I1G if you choose WAN and LAN mode. (Figure 6-97)

& 'Wizard Access Control -- IP Address
& Device Info
[ Advanced Setu The IP Address Access Control mode, if enabled, permits to local manag it services from IP addresses
ety contained in the Access Control List. If the Access Control mode is disabled, the system will not validate IP
Wireless . ’ ; e . i
= V_ addresses for incoming packets. The services are the system applications listed in the Service Control List
oice

h
Ea“a ement Access Control Mode: @ Disable () Enable
- settings
. system Log Access Control Interface: @ wan only ) WAN and LAN

= TR-069 Client
] "
- Time Settings
[
| éCCESS Control IP Address | Remove
- Service Port
X services
= Ip Addresses
- password
-=prc

Figure 6-97. Management — Access Control —IP Addresses

6.7.5.4 Password

In this page you can define the passwords for administrator, support, and user. The
Administrator has unrestricted access to change and view configuration of your IG7600.
The Support is used to allow an ISP technician to access your IG7600 for maintenance and
to run diagnostics. The User can access the 1G7600, view configuration settings and
statistics, as well as, update the router’s software.

Use the password field to enter up to 16 characters. Note: Password cannot contain a
space. (Figure 6-98)

= Wizard Access Control -- Passwords
& Device Info

i3 Advanced Setu Access to your DSL router is controlled through three user accounts: admin, support, and user. The user name
m 49 "admin1234" has unrestricted access to change and view configuration of your device. The user name "support”
:_J Wireless is used to allow an ISP technician to access your device for maintenance and to run diagnostics. The user
& Voice name "user” can access the device, view configuration settings and statistics, as well as, update the router's
i Management software. Use the fields below to enter up to 16 characters and click "Apply/Save” to change or create

Ealset passwords. Note: Password cannot contain a space.

=]

'Em Username: adninl234 v|

- TR-069 Client

_ETime Sotti Old Passward: LITTITT]

-H_Access(:mtrol MNew Password: LITTITTT T

=] i
= Servrce Port Confirm Password: |eessessss |
& senvices

= 1p Addresses
=) o bLpply/ Save

-Hprc

Figure 6-98. Management — Access Control — Password

6.7.6 PTC

This page is used to configure IG7600 to communicate with APS Server. IG7600 can
connect to an APS to upgrade IG7600 firmware, IG7600 configuration and IP2061/M62
Phone firmware. You can configure IG7600 name, APS server URL and Time interval for
check new firmware version. (Figure 6-99)
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PTC Configure
You can configure PTC in this page to support device firmware and configuration file, phone firmware updating.

& Wizard
& Device Info

& Advanced Setup
£ Wireless [] PTC Enable

& Voice

& Management
.3 settings
= System Log
.53 1R-069 Client
- Time Settings
=] Access Control
BHprc

Figure 6-99. Management-PTC

6.7.7 IP Camera

IG7600 now provide 8 entries for IP Camera, You can either add IP Cameras
automatically when you are configuring a MOCET special supported IP Camera, or
manually add an ordinary one. (Figure 6-100)

= Wizard IP-Camera
&1 Device Info
i3 Advanced Setup
L Wireless
i Voice No. [Name [MAC
i3 Management
=] Settings
= System Log

.23 TR-069 Client Add
- Time Settings
.3 Access Control
S/ senvice Port
Bisenvices
BJip Addresses
‘Bpassword
= PIC
‘Sp camera

This page allows you to setup IP- Cameras that is available to your IG. At most 8 IP-Cameras are supported

IP or domain Port |Path User [Pairing

e D Status Action Execution Remaove

1 [PCt 192.168.123.201 |80 |indexhtml [admin - [ Edit ||| Link to IPCamera |

Figure 6-100. Management — IP Camera
Click add to add a new entry (Figure 6-101)

= Wizard IP-Camera Setup

2 Device Info This page allows you to setup your IP-Camera

& Advanced Setup Name

& Wireless IP or domain name
il -

? Voice Path

& Management Port

20

| Settings

] System Loqg UserlD
-!:l TR-069 Client Password
i Time Settings

-
:;W [ Cancel Changes

=] IP Camera

Figure 6-101. Management — I[P Camera-Add

6.7.8 Upgrade Software
The new released software could be upgraded from the Local PC side or remotely. Click
the “Browse” to locate the new software image file in the PC. Then, click “Update Software”
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to process the software update. NOTE: The upgrade process takes about 5 minutes to
complete, and your IG7600 will reboot. (Figure 6-102)

= Wizard Management -- Upgrade Software
& Device Info
% Advanced Setup Step 1: Obtain an upgraded software image file from your system provider.
Fa =
? Wireless Step 2: Click the "Browse" button to choose the software file.
& Voice
i Manaement Step 3: Click the "Upgrade Software" button to upgrade the software.
b -
- Settings X L
= NOTE: The upgrade process takes about 4 minutes to complete, and the unit will reboot.
-l System Log
& TR-069 Client - e
5 Software File: -
=

S1p camera

= Uparade Software

= Upgrade Phone Software
_CJ APNS Certificate

.S Reboot

Figure 6-102. Management — Update Software

6.7.9 Upgrade Phone Software

Upgrade Phone Software page if for you to manage your IP Phones’ software, when the
IP Phone Extensions’ software is different from the one we stored in system, |G will ask
the IP Phone to upgrade its software using the image we stored.

You can delete the software if you don’t want to use it.

_r‘_:' Wizard Management -- Upgrade Phone Software

& Device Info

iJ Advanced Setup Step 1:0btain an upgraded software image file from your system provider.

i Wireless

& Voice

(= Management Step 3:Click the "Upgrade Software” button to upload the phone software.
i Settings
=] Software File: ol i
= TR.069 Client
1 Time Settings Upgrade Software

Step 2:Click the "Browse" button to choose the software file.

|3 Access Control
i[=] PTC

= |p Camera

= Uparade Software
. upgrade Phone Software ] 1P2062_V0.4.0rc1 bin.gz

IP Phone Firmwares list:

.= APNS Certificate
.= Reboot
] Dianosﬁcs l Delete Selected ]

= Logout

Figure 6-103. Management — Update Software

6.7.10 APNS Certificate

APNS Certificate page is for you to update your APNS certificate file for IG. You can use
either Manual Mode or Auto Mode to update your certificate file. When you use Auto mode
ask for the server URL from your Internet service provider. You should update the
certificate file before your certification is expired, or your iOS device will not get push
notifications any more. (Figure 6-104)
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= Wizard Management -- Update APNS Certificate File

i Device Info

& Advanced Setup

i Wireless

& Voice

& Management Step 2: Click the "Browse" button to choose the certificate file.
F‘ Settings
- system Log
= TR 069 Client
Jia Time Settings

-3 pccess Control
Eprc Update Certificate

.= p camera
-&J upgrade Software Auto Mode
-&J upgrade Phone Software

- APNS certificate Auto Check for Update
- Reboot e —
& Diagnostics Server URL: apns. tecom. com. tw

= Logout

Manual Mode

Step 1: Obtain a certificate file from your system provider.

Step 3: Click the "Update Certificate” button to update the certificate.

Certificate File: 1| e

[ Save Settings ” Check Now ]

Figure 6-104. Management — APS Client

6.7.11 Reboot

= Wizard Management - Reboot
L Device Info
3 Advanced Setup
L Wireless
L Voice
i Management
] Settings
= System Log
=3 TR-069 Client
|3 Time Settings
5] Access Control
= PIC
= IP Camera
= Uparade Software
.S ypgrade Phone Software
|53 APNS Certificate
.= Reboot

Click the button below to reboot the device This process takes about 2 minutes.

Figure 6-105. Management — Save/Reboot
Click “Reboot” to reboot the 1G7600. The IG7600 would automatically save the
configuration before reboot, so that modified settings would take effect after reboot. (Figure
6-105)
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6.8 Diagnostics

This page provides the following information to users: (Figure 6-106)

The network connection information on the net.

The status of IG7600's PSTN Line.

The status of IG7600’s IP Trunk Line.

The status of IG7600’s AA Line.

The status of IG7600’s FXS.

The Missed Voice Files. Note: Displays only if there is any voice file missed.
This column shows at most 5 missed files. If there are more than 5 ones, it
shows first 5 files and adds a “...” symbol at the end.

1) Network Connection
PASS: Normally connected
FAIL: Connecting fail
DOWN: No connection

2) PSTN Line/IP Trunk Line / AA/ FXS
FAILED: Connecting fail or registering failure
IDLE: The line is idle
N/A: The line is not available
Busy: The line is in use

For Refresh Mode, if user select automatically refresh, the web page will automatically
refresh for every 20 seconds.

Click “Disconnect” button will allow you release the selected trunk line or rescue the
blocked one.

= Wizard
2 = Refresh Mode: () automaticall & manuall Refresh
&1 Device Info ! !

& Advanced Setup .
1 Wireless Test your network connection

i Voice Test your WAN Connection: PASS

=] Management Test your LAN Connection PASS
O Diagnostics Test your Wireless Connection: PASS
S Logout Ping default gateway: FAIL
Ping primary Domain Mame Server: FAIL

Test the status of PSTN Line

PSTN Line 1: NIA
PSTN Line 2: NIA
PSTN Line 3: NiA
PSTN Line 4: NIA

Test the status of IP Trunk Line

IP Trunk Line 1: IDLE
IP Trunk Line 2: IDLE
IP Trunk Line 3: IDLE
IP Trunk Line 4: N/A

Test the status of AA Line

Auto Attendant Line 1 IDLE
Auto Attendant Line 2: IDLE
Auto Aftendant Line 3: IDLE
Auto Attendant Line 4: IDLE

Test the status of FXS
FXS Line 1: IDLE

Figure 6-106. Diagnostics
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= 'Wizard

1 Device Info

& Advanced Setup
L Wireless Disconnect |IP TrunkLine 12: NIA
L Management Test the status of AA Line

= Diagnostics
S Logout

Disconnect | IP TrunkLine 10: NiA

!

Disconnect | IP TrunkLine 11: N/A

ect | Auto Aftendant Line 1: IDLE

E

ect | Auto AftendantLine 2: IDLE

ect | Auto AftendantLine 3: IDLE

E

=ARE=REi=]
e e
%] % %]
5] 5] 5]

onnect | Auto AttendantLine 4: IDLE

=]
=1
%]
5]

onnect | Auto Attendant Line 5: IDLE

=]
=1
%]
5]

Disconnect | Auto AftendantLine 6: IDLE

Test the status of FXS
FXS Line 1: IDLE
Missed Voice Files
20230vox 20231vox 20232vox 20233vox 20234vox..

Figure 6-107. Diagnostics - Missed Voice Files

6.9 Logout
Press “Logout”, you can logout the IG7600 web configuration page.
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Appendix 1: Product Summary

TCP/IP Protocols

IP Protocol (791)

ARP (RFC 826) / RARP (RFC 903)
ICMP (RFC792)

TCP (RFC 793)

UDP (RFC 768)

SNTP

DNS

HTTP

Telnet

IP Address Assignment

Static

Dynamic

Subnet Mask

PPPoE Client (RFC 2516)
Primary and Secondary DNS
DHCP Server (RFC 2131-2132)
DHCP Client (RFC 2132)
Dynamic DNS

Routing

RIP vi/v2

Static routing

DHCP Server/Relay/Client

DNS Relay

NAT/NAPT

NAT Traversal / Far End NAT Traversal
SIP Firewall

Virtual Server
B Virtual Server
B Port Trigger
® DMZ

QoS

IP ToS function (RFC 1349)
DSCP

IP Precedence

Priority for Voice packet

VoIP Protocols
m S|P (RFC 3261)
B SDP(RFC2327, RFC3264)
B Real Time Protocol (RTP ; RFC 1889)
B MD5 (RFC3261 HTTP) digest authentication
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B G.168 Echo Cancellation

B Voice Codec: G.711u, G.711a, G726-16, G726-24, G726-32 and G.726-40 (G.729a
optional)

B Support FAX/modem tone detection and auto-fallback to G.711

m T.38

Digital Audio

Codec: G.711 a-law/u-law 64Kbps, G.729

SIP Call Offer /Answer: Codec auto capacity exchange

Echo Cancellation: G.168 for each voice line

Silence Detection/Suppression

Comfort Noise Generation

Adaptive jitter buffer

Different frame size support (10,20,30,40, 50, and 60ms)

Packet loss concealment

Out-band (RFC2833) (In-band DTMF is not supported by AA now)

Security

Password protected system management

User authentication for PPP (PAP/CHAP/MSCHAP)

Firewall

Packet Filtering

Access Control List

Wireless Security:
Support WEP (64, 128-bit) encryption
802.1x and WPA/WAP2 authentication
MAC Address-based access control
WDS support

Configuration Management

LAN/WAN management via Telnet interface or Web-based browser interface
Status display and event report from Web-based management
Configuration Save and Restore from PC

Reset to factory default

System Clock Setting

Manual / Automatic by Network NTP Server

Remote Diagnostics

Software Upgrade

Remote management through MOCET PTS/PTC

TR-069

Remote Diagnostic

B System for Debugging and Event log

B Device Diagnostic, Enable remote test following:
Test the connection to your local network,
The connection to your Internet service provider,
The status of PSTN Line,
The status of IP Trunk Line,
The status of VAA Line,
The status of FXS
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Language Support
B English (North America) — default

LED Status
LED Name Color Status Description
POWER Red/Blue | Red On Firmware updating
Blue System booting up
Flashing
Blue On System initialized and running
Off Power off
WIRELESS | Blue On Wireless LAN is active
Off Wireless LAN is idle
LINE (1-6) Blue Off PSTN Line is idle
On PSTN Line is active
TEL Blue Off Phone is idle
On Phone is active
LAN Blue On LAN is connected
Off LAN is not connected
Flashing LAN activity present (traffic in either
direction)
WAN Red/Blue | Blue On WAN is connected and IP is
obtained
Red On WAN is not connected or no IP
assigned
Flashing WAN activity present (traffic in
either direction)

Power Requirement
B Input: Voltage Range 90~230 VAC

B Output: 12V DC/ 1.5A

Operating Environment
B Temperature : 0~40°C

B Humidity : 10 to 90%, non-condensing

Physical Specification
B Dimension : 190(W) x 280(L) x 34(D) (mm)
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Appendix 2: Feature Access Codes

The Feature Access Codes are applied in IP2061 Phones, IP3054(-i) Smart Phones and
FXS phone only. It's to activate/cancel some IG7600 user-specified functions.

These Feature Access Codes are used when the phone is at idle state.

Direct Call Forward

Forward all of the calls without regard to the extension status.
(Type: 0 — ICM, 1 — Outside, 2 — Both)

To Activate
*21 + Type + Ext/VAA/UCD No.
*21 + Type + * + (PSWD) + * + Outside Number

To Cancel
**21

Busy Call Forward
Forward the calls if the extension is busy.
(Type: 0 — ICM, 1 — Outside, 2 — Both)

To Activate
*22 + Type + Ext/VAA/UCD No.
*22 + Type + * + (PSWD) + * + Outside Number

To Cancel
**22

No Answer Call Forward

Forward the calls if the extension doesn't answer the call within No Answer Time.
(Type: 0 — ICM, 1 — Outside, 2 — Both)

To Activate
*23 + Type + Ext/VAA/UCD No + * + Time.
*23 + Type + * + (PSWD) + * + Outside Number + * + Time.

To Cancel
**23

DND Call Forward
Forward the calls if the extension enables DND.
(Type: 0 — ICM, 1 — Outside, 2 — Both)

To Activate
*24 + Type + Ext/VAA/UCD No
*24 + Type + * + (PSWD) + * + Outside Number

To Cancel
**24

Follow Me Call Forward:

Forwards calls at your extension to the extension where you are currently working.
(Type: 0 — ICM, 1 — Outside, 2 — Both)

-109 -



IG7600 Administration Manual

To Activate
*25 + Type + Ext No + * + Password

To Cancel
**25 + Ext No + * + Password

Call Fork
When extension gets an incoming call, the extension gets ringing. It rings another
extension or rings an outside destination simultaneously.
(Type: 0 — ICM, 1 — Outside, 2 — Both; Destination: 1 — First; 2 — Second)

To Activate
*26 + Destination# + Type + Ext No
*26 + Destination# + Type + * + (PSWD) + * + Outside Number

To Cancel
**26 - cancel the both forking destination
**261 - cancel the first forking destination only
**262 - cancel the second forking destination only

Do Not Disturb
Extension users can enable DND to stop incoming calls from ringing at their phone.

To Activate
*4

To Cancel
**4

Call Pickup
Users can answer the calls at another extension. The feature allows you to easily
access calls ringing via the feature access code.

*53 + Ext No.

COS Following
It changes the individual COS of the extension temporarily.

*55 + (phone number) + (password)

Call Back Busy
When remote party is busy, press 6 to wait call back. Press *66 to delete the record.
To Activate

6
To Cancel

*66

Remote Maintenance Simple Enable
*62 + Action Type + Admin. Password
“Action Type”:1 — Enable; 2 — Disable.

To Activate

*621 + Admin. Password
To Cancel
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*622 + Admin. Password

Remote Maintenance Simple Save
*63 + Admin. Password

Remote Maintenance
*64 + Action Type [+ Log Level] + * + Admin. Password
“Action Type”:1 — Enable; 2 — Disable; 3 — Save and send the tar ball file through email.
“‘Log Level”: 0 — Error; 1 — Warning; 2 — Info; 3 — Debug

Reset Feature Buttons
Reset all feature buttons to IG7600’s setting.
*68 + (Password)

Reset To Default
Selected IG7600 extension features can be returned to default setting.
*69 + (Extension/Administrator password)

Feature Key Programming
To program the line keys as a PSTN, IP Trunk, Trunk Group number, Call-Park number
or Extension number.

*70 + (Feature Key number: 01 — 28") + (Feature Key Type: 00 — 08) + Number
Feature Key Type:
00: Null; Number should be null.
01: Extension; Number can be an Extension number.
02: Trunk; Number can be a PSTN, IP Trunk or Trunk Group number.
03: Call-Park; Number can be a Park number.
04: Feature Key; Number can be a feature access code
05: Others; Number could be an outside phone number.
06. Do Not Disturb; Number should be null.
07: Live Record
08: Virtual Mailbox key; Number can be a Virtual number.

Note: IP2061 provides 4 keys for feature access.
IP2061 supports EDM module, it provides 24 more (total 28) keys for feature access.

Service Mode Selection
Change Service Mode from Operator

*79 + (Service Mode, 0 — 3)
(Service Mode:
0. Change the Service Mode
1: Day Mode
2: Night Mode
3: Time Mode)
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Agent Log On/Off
It can control the status in an UCD group.

To Activate (Log On)
*91

To Cancel (Log Off)
**91

Phone Lock/Unlock
You can use the Lock feature to prevent unauthorized trunk calls from being made from
extension.

To Activate Phone Lock
*97 + (password)

To Cancel Phone Lock
**97 + (password)

Call Waiting
If disabled, it returns busy response while getting second call at non-idle state

To Activate
*08

To Cancel
**98

Page Allow/Deny
Block one-way paging (group and all page) over the IP phone speaker

To Activate Page Deny
*99

To Cancel Page Deny
**99
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Appendix 3: Auto Attendant and Voicemail System

The 1G7600 Auto Attendant can greatly enhance business productivity by providing either a
full-time automated attendant to handle all incoming system calls or part-time automated
attendant to handle overflow traffic. The Voice Mail Module provides up to 16 hours
recording time that are shared by all extensions. The system can handle four simultaneous
calls

Appendix 3.1 Functions

Appendix 3.1.1 Auto Attendant Functions
The Auto Attendant provides an incoming caller with a customized welcome greeting and
specific prompts that will describe the options available to the caller.

A.AA Service Mode

The Auto Attendant supports 3 different Service Mode: Working, Holiday and
Temporary; each Service Mode plays the different Greeting Messages.

At Working mode, it follows the working time setting to play the greeting.

- “Working Time”: it's to program the working time per weekday. If the current
time is in the programming Time, it plays Day Greeting message. If the current
time is out of the programming time, it plays Night Greeting message.

- "Lunch Break Time”: It will be applied on Day time only. It plays Lunch Greeting
message.

- “Holiday”: It allows you to configure 20 off-duty holidays on “Holiday” mode.
On-duty holiday will be seen as “Working” time.

At Holiday mode, it plays Holiday Greeting message always.

At Temporary mode, it plays Temporary Greeting message. If the greeting message
does not exist, it follows Working mode to play the Greeting messages.

The system administrator can change the Service Mode remotely. Please refer
3.1.3.A (“Change the Greeting Mode”)

B. Advertised Message

Support a message to be like an advertisement.

a. Add a Virtual mailbox.

b. Record the advertisement as the Greeting message of the mailbox.

c. Disable “Leaving Message” of the Virtual Mailbox.
Program the Virtual Mailbox as Answering Position of the trunk, or the Destination of
the specified phone number in DID Table, it plays the advertisement. After finishing
the playing, the call will be released.
It also allows programming the virtual mailbox in Single Digit Table of AA Menu. After
listening to the message, it's back to AA Menu.

C. Direct Inward System Access (DISA)

AA allows you to remotely access IG7600 lines to make the outside calls. Press “#”
when AA plays the Welcome message. AA will ask the caller to input the extension
number and the extension’s VM password. After verifying, the caller dials the outside
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phone number. AA will use the extension’s COS (Class Of Service) to check the
phone number in Call Restriction Table. Then, the phone number will be dialed out
via Call Routing Table.

The DISA function is disabled by default.

D. DTMF Digit Receiving

AA supports to receive DTMF digits by using RFC2833 and SIP-INFO (In-Band
DTMF is not supported by AA now).

E. Route the Call to the Appropriate Destination
When AA answers the call, the caller can dial one or more digits to the destination.
€ Extension Number
Virtual Extension Number: it's to leave a message in the Virtual VM box.
UCD Group Number
Operator Code
Digit “*”: it's to enter personal VM box.
Digit “#”: it's to make a DISA call.

L K IR R I 2

Appendix 3.1.2 Voice Mail Functions

A. 16 Hours Recording Time

The Voice Mail Module provides up to 16 hours recording time that are shared by all
extensions. When 90% of the VM size is used, it shows “Message Full” on the all
IP2061/M62’s LCD.

When VM size is full, the call will be released when the caller asks to leave the
message.

B. 50 Extension Voice Mail Boxes

IG7600 support 49 IP extensions and 1 SLT extension. Each extension has a voice
mail box. For IP extension, the voice mail box is formed automatically when the
extension number is added in Phone Extension Table.

C. 50 Virtual Voice Mail Boxes

These Virtual Mailboxes can be used by the members not works in the office, or as a
secondary mailbox, or as a guest mailbox.

The virtual VM boxes also can be programmed as the Destination for the specified
DID Phone Number. The personal greeting can be used as the appropriate Main
Greeting to be played.

D. 200 VM Messages per Mailbox

For each VM box, the maximum number of Voice Mail is 200. The maximum
recording length for each message is 30 minutes. For each leaving message, it can
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be saved 1 - 30 days or infinite.

When entering the VM box to hear the leaving messages, it will play the total in the
message folder first. If it plays “99”, it means it has 99 or more messages in the
folder.

When the mailbox has no room to store the new messages, VM will play a warning
message, and then release the call.

Email Notification

When a new message is left, VM supports to send a notification via email. VM also
supports to add the message as the attachment in WAV format (for PCMU and
PCMA format).

Envelop information indicates
€ Time and date of the message received
€ Sender information (Caller ID and Contact Number)
€ Mailbox status (the count of the new and old messages)

€ Email header can be programmed. The default is “You have a new voice mail
message in your mailbox!)

€ Voicemail Tag
When the email with leaving message is transmitted successfully, the leaving

M

message could be “Save as New”, “Save as Old” or “Delete” in the VM box. The
choice is programmable per mailbox.

Enter Voice Mail Box
The VM user can enter its own VM box through the followings way
a. Press the VM button. Then enter the VM password.

b. Dial VM number (default: 500) on its own IP2061/M62/IP3054(-i) phone. Then
enter the VM password.

c. Dial VM number (or press the VM button) on another extension’s phone. The
press “*”. VM will ask the user to enter the Mailbox number and password.

d. Enter VM box from outside through AA. Press “*” when hearing AA’s greeting
message. Then, VM will ask the user to enter the Mailbox number and
password.

e. The virtual Mailbox user can enter its own VM box on any
IP2061/M62/IP3054(-i) extension. Press the VM button, then press “*”, VM will
ask the user to enter the Mailbox ID and password.

. Expert Mode Support When Reviewing Messages

The leaving messages will be played one by one continuously. When listening to the
leaving messages, the VM user can press the specified digit to delete or skip
messages.

“1”: listen the playing the message again
“2”: listen the next message
“3”: delete the message
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“4”: forward the message to other mailboxes
“5”: listen the previous message
“*”. it plays the instruction message (10516.vox)

If the VM user dials an unadapted number (“0/6/7/8/9”), it will play the instruction
message (10516.vox).

H. Forward Messages to Other Mailboxes

When listening to the leaving messages, the VM user can press “4” (10516.vox) to
transfer the message to other mailboxes. It will ask the user to input the Destination
(10501.vox). The Destination can be

€ a Mailbox number
€ All other mailboxes (press “0”)

I. Personal Greeting

Every VM user can record its own VM Greeting message when entering the VM box
(press “3”). Before entering the VM box to leave the message, the caller will hear the
personal greeting of the VM box first.

J. Personal VM Password

The personal VM password is 4 digits fixed (default: “0000”). It will be used when
entering VM box.

The personal VM password can also be used in some other IG7600’s functions
€ DISA function via AA
€ Some IG7600’s feature access codes (for IP2061/M62/IP3054(-i) phones)

Every VM user can update its own VM password when entering the VM box (press
“4”).

K. Messages Backup

When rebooting the system to the default, the all leaving messages will be removed.
If it'd like to recover the files back, the administrator needs to backup the files
through FTP before rebooting the system to the default. Then recover these files
back after rebooting.

When connecting to the system through FTP, the following directories should be
back up:
/var/usb/disk1/vm/Msg: the all leaving messages
/var/usb/disk1/vm/Greeting: the all personal greetings
/var/usb/disk1/vm/Name: the all Display Name files.

Appendix 3.1.3 Management Menu
A. Change the Greeting Mode
Press “0” after entering Management Menu (19011.vox). It plays a message

(10920.vox”) to ask Administrator to select the Greeting Mode.
- Press “1” to select Working mode.
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- Press “2” to select Holiday mode.
- Press “3” to select Temporary mode.

B. Record the Greeting Messages
Press “1” or “2" after entering Management Menu (19011.vox). It selects the
language type in the recording.
Then press “1” ~ “5” to select the Greeting type (“1” is for Day message; “2” is for
Night message; “3” is for Lunch message; “4” is for Holiday message; “5” is for
Temporary message.).

C. Record the process Message
Press “3” after entering Management Menu (19011.vox). Then type 5 digits file
number to directly record prompt/greeting into the respective file name.

Appendix 3.2 Voice Messages
Appendix 3.2.1 File Format

A. Two Language Service

The file names of the all voice files for AA and VM are 5 digits length. For Language
1, the leading digit of the file name is “1”. For Language 2, the leading digit of the file
name is 2.

For Auto Attendant, when the both languages are enabled, AA will play 91000.vox
before playing the Welcome message. It asks the caller to select the language.

For Voice Mail, every VM user can select one of the both languages in Web setting.

B. Codec Type: G711-ulaw, G711-alaw and G729

When changing the codec type, the previous leaving messages, personal greeting
message of all VM Box will be deleted automatically. The Administrator should
update the all voice files to the selected codec type by itself.

It has a sub-folder for each codec under vox folder. When changing the codec type,
the previous VOX files will be overwritten by the VOX files in the sub-folder.

C. Record the Voice Files
You can change Voice Prompts by three ways:

Through IP Phone Client

a. Enter VM box.

b. Press "" key right here, to enter the Administrator mode.

c. Type in Voicemail Administrator password (“000000” at default)

d. Listen to the prompt. Press “1” to record the first language greeting. Press “2”
to record the second language greeting. After the selection, it will play
19012.vox. Administrator inputs 1~5 to record the respective greeting
message.

e. Or press "3" directly, then type 5 digits file number to directly record
prompt/greeting into the respective file name

Through FTP Server directly
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a. All prompt/greeting files are saved in vox folder in PCMU or PCMA or G729
format. You can record your prompt in wav format first and then convert to the

selected format.

b. Login IG7600 embedded FTP server: ftp://IG7600_IP address (Or in

IG7600-Web, select “Voice” — “Voicemail” — “Advanced”, then press “Browser

Voicemail file” button.).

c. Save the new prompt to vox folder with the same file number to replace the

old prompt. (Suggest you to save all old
files.)

Through Web

prompts before updating the new

In “Voice” — “Voicemail” — “Update Voice File” page, it allows to upload he voice

or .tgz format.

D. Upload MOH File
IG7600 supports to upload the MOH (Music On Hold) file through Web. In web
(Voice - Voicemail - Update MOH File), upload a MOH file with "mono" format (PCM
signed, 16 bit, mono). IG7600 will convert it to MOH files with PCMU and PCMA
format, and save them into IG7600.

E. Preset Voice Prompts

files. Before uploading, the voice files are compressed into a file with .tar, .tar.gz

File# |Contents Application
Hello, your call has. been answereq by the voice lts a Welcome Message. It's played while
10001 processing system. This system can quickly get your call getting an incoming FXO/IP line call in working
to the extension that you wish. You may dial that hours
extension now or press zero for the attendant )
Hello, your call has been answered by the voice
processing system. At this time, our office is closed.|,,, ; .
However, this system can quickly get your call to the It's @ Welcgme Message. Its. played .wh|le
10002 . . . . _~|getting an incoming FXO/IP line call in off
extension that you wish. You may dial that extension hours
now, or press zero to leave a message in attendant's )
voice mailbox.
Hello, your call has been answered by the voice
processing §ystem. At this tlme, our office is closed. Its a Welcome Message. It's played while
However, this system can quickly get your call to the . . . . :
10003 . . . . ~|getting an incoming FXO/IP line call in lunch
extension that you wish. You may dial that extension hours
now, or press zero to leave a message in attendant's ’
voice mailbox.
Thank you for calling. We are closed for the holiday. If
10004 you know your party’s extension, please dial it now. To|lt's a Welcome Message. It's played while
leave a message dial Zero and someone will contact you|getting an incoming FXO/IP line call in holidays.
on the next business day.
10005 Temporary Greeting Message.
10051 Enter the extension number, and then press pound (#) |lt requests to dial a phone number.
10097 This mailbox is full. There is no room for more|lt talks to the Caller it has no room to store the
messages. leaving messages.
. AA gets non-existed extension number input
10102 The opera.tlon you have reguested cannot be completed, many times. AA will transfer the call to
please wait while your call is transferred to the attendant. Operator.
10103 Your selection is not one of those available. iI:‘:u?Iayed while the user makes an incorrect
10104 Please check the number and try again later. It's played before AA hangs up the call.
10106 Your entry doesn’t match any of the choices, please try|AA gets non-existed extension number input
again. and allows the caller to redial.
10107 Your entry doesn’t match any of the choices. Good bye! AA gets non-existed extension number input

many times. AA will drop the call.
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It's played before AA transfers the call to the

10201 Please wait while we transfer your call.
transferred party.
10205 That extension is busy, press star (*) to wait a moment,|The transferred destination is busy. AA
for automatic retry. provides some choices for the user.
That extension does not answer, press star (*) to wait a The transferred destination doesn't answer the
10206 . ’ call in 30 seconds. AA provides some choices
moment, for automatic retry.
for the user.
10207 To leave a message, press pound (#). Same as 10205 or 10206, another choice.
10210 You may also dial another extension now, or press zero Same as 10205 or 10206, another choice
for the attendant.
Your entry doesn’t match any of the choices, please try|lt's played while transferring a call to an
10221 . - “Dor i o
again, or press zero for the attendant. extension set “Reject” of dial in.
Using the letters on the telephone keypad, dial the
10230 person's first or last name and then press pound. For "q"{It reminds the user how to input the name.
press 7. For "z" press 9.
10231 When you hear the correct name, press 1. It reminds the user how to choose a name.
10232 I'm sorry; there are no matches for the name that you|lt's played while the user makes an incorrect
have entered. name input.
10233 Please. rgcord your name after the tone. Press pound (#) It's reminds the user how to record his name.
when finish or simply hang up.
To search for another name press 1. Plays if no match found in the company
10234 . . .
To exit and return to the main menu, press 2. directory
10301 Leave.y.our message after the tone, Press pound (#) It reminds the user how to leave messages.
when finish or simply hang up.
10302 Your message has been recorded Finish leaving message.
To keep your message, press one.
To listen to the message, press two.
10303 To rerecord the message, press three. It's played after finishing leaving message.
To cancel the message, press four.
To exit, press pound (#).
10304 Your message has been recorded. The leaving message is recorded.
10305 That was the last message. Notify that all leaving messages are played
10306 Thank you, good bye. It's played while finishing Voicemail System
service.
. . It's played first while the user gets into Voice
10501 Please input the mailbox number Mail Box through the FXO/IP trunks.
10502 I’'m sorry. The mailbox is not installed on this system,|It's played if the user dials an invalid mailbox
please try again. I
I’'m sorry. The mailbox number that you entered is not|lt's played if the user dials a valid, but disabled
10503 . . . .
installed on this system, please try again. mailbox ID.
10504 Please input your password IrL;e”cg)LéistS the user to enter the password of the
10505 The password entered does not match the one stored,|The user dials an incorrect password. It allows
please try again the user to try again.
10506 The password entered is not valid, please try again later. Th? user dials incorrect password over 3 times.
It disallows the user to try again.
To listen to your messages, press one.
10507 To delste all messages, press two. It's played after entering Voice Mail Box.
To record your personal greeting, press three.
To change the password of this mailbox, press four.
To listen to your new messages, press one.
10508 To listen to your saved messages, press two. Selects the message folder
To undelete the message, press three.
10510 You are no messages in this mailbox. No leaving message in the mailbox.
10511 You have It V\{lll report how many leaving messages in the
mailbox.
10512 voice messages It rgportsu how many Ic?'avmg messages in the
mailbox. "xx messages
10513 voice message "X message"
10514 (for Chinese only)
10515 new
10516 To listen to this message again, press one. This message is played when user dial a digit

To skip this message, press two.

other than 1~5 and # during message listening.
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To delete this message, press three.

To copy this message to another mailbox, press four.
To listen to the previous message, press five.

Press pound to exit and return to the previous menu.

10517 There are no more messages. It's played if it has played the all messages.
To confirm deletion, press star (*). To cancel, press
10518
pound (#).
10519 First message. It's played if user order playbgck previous
message when it has played the first message.
10520 To undelete the message, press zero Plays when in the deleted folder to restore a
message to the Saved folder.
10521 Copy complete. Tra.nsfer the leaving message to another
mailbox well.
10522 Copy failure. Fal! to transfer the leaving message to another
mailbox.
10523 Deleting, please wait Voicemail system is deleting the all leaving
messages.
10524 All messages have been deleted. All leaving message are deleted.
. . It reminds the user how to input the new
10526 Please input the new four digit password. mailbox password.
10527 The password you entered is It plays what the new input password is.
If this is correct, press one.
To re-enter, press two. It's to ask whether the new input password is
10528 :
To return to the previous menu, press the pound|correct.
(#).
Its to report the password is changed
10529 Your password has been changed. successfully.
To listen to your current greeting, press one.
To record a new greeting, press two.
10531 To delete the current greeting and use the system|It’s for recording a user’s temporally greeting.
greeting, press three.
To exit and return to the previous menu, press pound (#).
10532 There is no greeting recorded It's played if having no greeting message.
10533 Start recording after the tone. When you are finished,|It reminds the user how to record the greeting
press pound (#). message.
10534 The recording is complete. It's played after finishing recording.
10547 The programming is complete. Finish setup.
10549 Deletion complete It reports the leaving message is deleted
successfully.
10550 Deletion failed It fails to delete the leaving message.
10580 I’'m sorry. The mailbox number that you entered is busy. |The mailbox is in use.
Begin recording after the tone, press pound when you|lt reminds the administrator how to record the
10601 _ o
are finished. (#) voice files.
10731 AM ante meridiem
10732 PM post meridiem
Zero. Ex. February 3rd two oh two a.m. (Feb 03
10733 Oh 2:02a.m.=2:02)
10898 (For Chinese Only)
10899 (For Chinese Only)
19001 Input the system administrator password It requests administrator to enter the mailbox
password.
Enter the menu reading ID number to be notified. Valid
19010 ; :
entries are zero through nine
To record the English greeting, press one.
19011 To record the Chinese greeting, press two. It's for Management menu.
To exit and return to the previous menu, press pound (#).
To record the system greeting used during regular office
hours, press one. It's to choose what kind of greeting message
19012 To record the system greeting used after hours, press

two.
To record the system greeting used during break

will be recorded.
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periods, press three.
To record the holiday greeting, press four.
To record the temporary greeting, press five.
To exit and return to the previous menu, press pound (#).
To listen to the current recording, press 1.
19013 To rerecord the greeting, press 2. It's for recording voice files.
To exit and return to the previous menu, press pound (#).
19015 There are no recordings. The voice message is not yet recorded.
The extension number that you entered is not installed . . .
19073 ) It plays if entering a wrong extension number.
on this system
Please input the five digit file number. , . L
19200 To exit and return to the previous menu, press pound (#). It's for entering voice file name.
19201 The voice file code you entered is It's to play what voice file name is entered.
91000 $O Se:eCt E?]:c’“Sh’ press one. If setting “Two Languages”, it's played before
ose ect Chinese, press two. Welcome message.
To exit and return to the previous menu, press pound (#).
91100 [(Beep Tone) [It's played before recording any message.
pcmudial Dial Tone - PCMU
pcmadial Dial Tone - PCMA
g726dial Dial Tone - G726
g729dial Dial Tone - G729
pcmurb Ringback Tone - PCMU
pcmarb Ringback Tone - PCMA
g726rb Ringback Tone - G726
g729rb Ringback Tone - G729
mohpcmu Music On Hold - PCMU
mohpcma Music On Hold - PCMA
mohg726 Music On Hold - G726
mohg729 Music On Hold - G729
10870 |0 zero 10871 1 one 10872 |2 two 10873 |3 three
10874 |4 four 10875 5 five 10876 |6 six 10877 |7 seven
10878 |8 eight 10879 9 nine 10880 |10 ten 10881 11 eleven
10882 |12 twelve 10883 13 thirteen 10884 |14 fourteen 10885 15 fifteen
10886 |16 sixteen 10887 17 seventeen [10888 |18 eighteen 10889 |19 nineteen
10890 |20 twenty 10891 30 thirty 10892 |40 forty 10893 |50 fifty
10894 |60 sixty 10895 70 seventy 10896 |80 eighty 10897 |90 ninety
10700 |first 10701 second 10702 |third 10703  |fourth
10704 |fifth 10705 sixth 10706 |seventh 10707 |eighth
10708 |ninth 10709 tenth 10710 |eleventh 10711 twelfth
10712 |thirteenth 10713 fourteenth 10714 |[fifteenth 10715  |sixteenth
10716 |seventeenth 10717 eighteenth 10718 |nineteenth 10719  |twentieth
10720 |21th 10721 22th 10722 |23th 10723  |24th
10724 |25th 10725  |26th 10726 |27th 10727  |28th
10728 |29th 10729  |30th 10730 |(31th
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10760 |January 10761  |February 10762 |March 10763  |April
10764 |May 10765 June 10766 |July 10767 August
10768 |September 10769  |October 10770 |November 10771 December

Appendix 3.2.2 File Storage

The all voice files serviced for Auto Attendant and Voice Mail are saved in
/var/usb/disk1/vm/vox folder. Some sub-folders are created under the vox folder. It's a
backup, and will be used when changing the codec of the voice files.

vox/pcmu: voice prompts with PCMU codec.

vox/pcma: voice prompts with PCMA codec

vox/G729: voice prompts with G729 codec

vox/General: Dial Tone files (pcmudial, pcmadial, g729dial),
Ringback Tone files (pcmurb, pcmarb, g729rb), and
Music-on-Hold files (mohpcmu, mohpcma, mohg729).

When changing “VAA Codec” settings, the files in the specified folder and vox/General
folder will be copied into /vox to be serviced in the application.
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Appendix 3.3 Flowchart
Appendix 3.3.1 Automated Attendant

Language 1 only FiLang Language 2 only

v
10001

2 A 4

Hello, please dial the 20001
extension number directly or Hello, please dial the
press zero for the operator >« extension number
directly or press zero

Yes for the operator

L|sten|ng

message ?

Press *

v

Find out operator
number

v

Transfer to
operator

10106

The number is #
incorrect, please

dial again.

Forward to
Operator

10102
The number is incorrect,
your call will be transfer to|
the operator

Disconnect

¢ 10306

Find out Thanks for your using,
operator good bye.
number

v

Transfer to
operator

|

End

End
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Appendix 3.3.1.1 Make an Outside Call

I am Sorry, that
“  mailbox is not
installed on this
system, please try
again.

Not exist

10104+10306
Please check the number
and try again later. Thank
you, good bye.

b

Hang up

End

Please input the
nailbox numbe

10501

Exist

10504

Please input your

password

10051

Enter the number, And
then press pound(#)

10%05

v

Transfer to
destination

10506+10306

The password entered
is not valid, please try
again later. Thank you,

good bye.

The password

entered does

not match the
one stored,
please try

!

Hang up

End
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Appendix 3.3.2 Subscriber Voicemail Flowchart

Extension is
existed

Error Times=Max

@ 10201
19073+10210 Please wait while we

The extension number that you

transfer your call.

entered is not installed on this system.
To dial another number, press zero for

Setting reject 0

the operator dial in

o Yes

ASion is busy, press stardc
moment for automatic retry.
0 leave a message, press pound (#

Extension busy

8etting direct ca
forward

hoices, please try again, or press
for the attendant. i
e-a_message, press pound (#)

Zero or another

number

v
Transfer to
" destination
* Zero extension
Transfer to
originaj ext Transfer to
L - extension Answer
Or
Busy b— Dial Times=Max Try
Time
L No Answer v
No
Original Ext?>—— Hang up
Yes
v
8etting no answe End
call forward

0205+10207+10210

€xtension is busy, press star to wa
moment for automatic retry.

eave a message, press pound (#

10206+10207+10210

J, . # Zero or another

Transfer to number
original ext.
(=)
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Appendix 3.3.2.1 Leaving messages

greeting

Playing personal

greeting been
ecorded?

isable leave
message?

iNo

10301

Leave your message after &

the tone, press pound (#)

when finished, or simply
hung up.

|

Save message with
data and extension

|

10302
Your message has been recorded

Thank you good bye

Playing the
recording
1 4 or #
10304
Your message has been —
Recorded Delete voice file of
temporary area
<
v
10306

Hang up

End

Message will be recorded of caller drops
the call immediately after leaving message
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Appendix 3.3.3 Mailbox Administer Flowchart

Not exist X
please input

the mailbox

10502 10104+10306
L | 1'am sorry, that Please check the Snsion voice Disable _ hat
mailbox is not number and try again mail enable or you entered is not
installed on this later. Thank you, good i installed on thi
system, please try| bye. Enable e try
again
ang up 10504
| Please Input your
password
End

rror Times=3
@ Yes No
10506+10306 " 10505 5
The password € passwor
10507 entered is not does not match_|
To listen to the message, press one. valid, please try the one stored,
To delete all messages, press two. again later. Thank please try
To record your personal greeting, press three. you, good bye. again.
To change the password, press four. #
L Hang up
w End
1 2 3 4 *

Listening message
Delete all messages
Record personal greeting

Change password
Administrator’s Voicemail
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Appendix 3.3.3.1 Listening message

No
10511 + 10512
You have ? messages
y
Playing all voice messages and |
v the recording time in turns.
10510 i
There are
no
messages To listento this message again-press 1
in this 1 To skip this message press 2,
mail box To delete this message press 3,
o copy this message to another mailbox press 4
o-listen to the previous message press-5,
press poundto-exit and return to the previous menu.
1
< 2 P 5
Y
10501
Please input the
mailbox number
Point to ¢
next Transfer this
message 10549 message
3 ) Point to
Deletion completed v previous
message
10521 A
< Copy complete
Yes ore m ge Yes
b ave previou
SS
No No
10517
There are no more
messages. 10519

/1\

First message

nBS
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Appendix 3.3.3.2 Delete all Messages

-

10528
If this is correct, press one

To reenter, press two -
Jo return to the previous menu, pres;
pound (#)

10523 + 10524
Deletion complete
All messages have been
deleted

I
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Appendix 3.3.3.3 Recording Personal Greeting

|

v

10531
To listen to your current greeting, press one
To record a new greeting, press two
To delete the current greeting and use the
system greeting , press three
To exit and return to the previous menu
press pound (#)

G

s persona

vy 2

10533

No greeting Yes Start recording after the v
ecorded? tone. When you are
finished, press pound (#) Delete message
10532
There is no greeting Playing Greeting Recording \
recorded
\ 10549
10534 Deletion completed
The recording is complete
4 y Y
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Appendix 3.3.3.4 Changing Mailbox Password

\ J
10526
Please input new four digits
number password

v

10527+10528
'he password you entered is xx
If this is correct, press one
To reenter, press two
return to the previous menu, pre
pound (#)

10529
Your password has
been changed

i

-131-



IG7600 Administration Manual

Appendix 3.3.3.5 Record your name

10233
Please record your name
after the tone. Press
Pound(#) when finished or
simply hung up.

4

Recording

v

10534
The recording is complete

-132-



IG7600 Administration Manual

Appendix 3.3.3.6 Leave a Message to Other Extension(s)

10501
Please input the
mailbox number

i

10301
Leave your message after the
tone, Press pound (#) when
finish, or simply hung up

i

Recording

10521
Copy complete

l
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Appendix 3.3.4 System Administrator’s Voicemail Flowchart

10505

The password
entered does not
match the one
stored, please try

ATW—
o passwo
correct?
No Yes

Yes
v ,

19001
Input the system
Administrator’s
password

L)

i

10506
The password 19011
entered is Not To record the English greeting, press one
valid, please try To record the Chinese greeting, press Two
again later To exit and return to the previous menu press
pound (#) — *
Option "is for internal
use only. Hence, it will
‘ not be playback to user
to avoid any change to
recording
End —

e **

Recording certain file G"’ Hé—

Recording greeting for various languages
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Appendix 3.3.4.1 Change the Greeting Mode

19020
To use the Day Greeting, Press 1.
To use the Holiday GReeting
Press 2.
To use the Temporary Greeting
Press 3.

;

User input

i1 2 ia
v
“Greeting Mode” “Greeting Mode” “Greeting Mode”
setting to “Working” setting to “Holiday” setting to “Temporary”

10306
Thank you, Good Bye.

'

Hang up

End

Note: At Temporary Greeting mode, it plays Temporary Greeting message. If the file is non-existed, it
follows Working mode to play the Greeting messages.
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Appendix 3.3.4.2 Recording Various Greeting

19010
Please select the AA
Menu number

v
User input (0~9)

v

19012
To record the system greeting used during regular office
hours, press one

To record the system greeting used after hours, press two
To record the system greeting used during break periods, Input incorrect

press three I
To record the holiday greeting, press four.
To exit and return to the previous menu press pound.

# others
<

123,45 ¢

Playback voice 19015 Begin roooding after
fil
ie Treecrsrgirne 20 the tone, press pound
9 when you are finished.
10305

End of messages

v Y
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Appendix 3.3.4.3 Recording Certain Voice files

No
10103

Your selection is not
One of those available

19200
Please input the five digit file
number,
to exit and return to the
previous menu press pound (#)

Input Five
Digits?

A

Yes

Confirm thefile
number

22—

Input number again

\ 4

Right press 1
ong pres

1
Input number again +
19013
To listen to the current recording,
press 1. P
# . <
To rerecord the greeting, press 2.
To exit and return to the previous
menu, press pound (#).
1 No
19015
\ 4 There are no recordings
10601
Begin recording
after the tone press
pound (#) when you
are finished Yes
v
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Appendix 3.3.4.6 Recording Process Voice Files
®

19200
Please input the five digit file >

Number, To exit and return to
the previous menu press
pound (#)

oice file code you entered is
If this is correct, press one
To reenter, press two

greeting press one

To record the greeting,

press two 2
S
Plaf}iing 19015 10601
voice There are no Begin recording after
I recordings the tone, press pound
when you are finished.

That was the last
message

A A
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Appendix 4: APS

APS is the remote Management for IG7600. The APS system consists of 2 components:
APS and PTC.

APS is a Windows application that allows you to manage the system (Firmware and

configuration update for IG7600 and firmware update for IP phones registered to the
IG7600).

PTC is a client software that is embedded in the 1G7600.

Appendix 4.1 Install APS on Windows
APS is a program that can be executed on MS Windows.
Typically you can get a tarball of APS, like APS-V0.6.9.rar, from your supplier.

When you get it, please unzip it on your PC, then you can get a directory named
“‘Release”, then please run the Setup.Exe file which makes an executable binary file
“‘APS” installed on your PC.

After APS is installed on your PC, you can use it to upgrade the firmware or

configuration of IG7600 or IP Phones, and you can also reset all IP Phones to default
with it.

If you execute the APS program, you can see the main window of APS is as following:

Action Firmware Manager Configuration Manager Tools About

|Na.me j | Search | Refreshl

| Device | Verzion | Mac | Name | Status

| IGTEO0 Vi 2. 14 001915E6TECA Ethan idle
O IGTEO0 V0. 2.23. 1. build 1 00192C33BECD Vinco idle

Get Cfg File

Appendix 4.2 Managing IG7600 Firmware

Press Firmware Manager -> IG7600 Firmware Manager, a new window will be
popped up.
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fction | Firmware Manager Configuration Manager Tools About

IGTA00 Firmware Manager
IFFhone Firmware Manager I i I Rt oih I

Wersion Mac Name Status
O TGTEO0 V0. 2. 14 001816B6TECA Ethan
] IGTEO0 V. 2,23, 1. bu...  OO192C35EECS Vinco idle

Get Cfg File I

[- [O]x]

| Li | Search | Refresh |
l Device I Verzion MAC I Hame | Statusz |
a IGTHO0 V0, 2,14 00191666 TECA Ethan idle

O ﬁ IGTGE00 Firmware Nanager

Upload IGTROD Firmware Open Tpload l

I Type I Firmware Hame I Verzion I

Delete Selected Item I

]

Press Open button to select available firmware of IG7600 on your PC.

Press Upload button to load available firmware to APS. After the loading
is finished, you can see the following window:
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fction Firmware Manager: Configaration Manager Toolz About

| j I Search Refresh

Upload IGTEOD Firmware Open | Tpload I

I Type I Firmware Hame I Vers=ion I

O 1s7ec00 IGTEO0-V0. 2.19. 1. img V0.2.19.1

Delete Selected Item |

Get Cfz File |
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Appendix 4.3 Show all IG7600 managed

Press Refresh button on the main window as following:

CEX

hction Firmware Manazer Configuration Manager Tools About

1 il search | (Cretresn )

]Device ]Version ] Mac ] Name JStatus ]

Get Cfz File

All available IG7600 managed will be shown as following:

CEX

hetion Firmware Manager Configuration Manager Tools  About

] _:J I Search ‘ Refresh ‘

]Device ] Version Mac |Name ]Status
O IGTE00 V0. 2,14 0019155 TECA Ethan idle
a IGTE00 W0, 2,23, 1.bu...  OO192C33BECH Vineco idle

Get Cfg File

If you click on any one of them, all IP Phones that registered on it will be shown as
following:
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I hd Search Refresh
Device [ e -
O LIGTE00
D TGTEOO 1 Hame j Verszion ] MAC J
271 ¥0.9.8.3
20z ¥0.9.8.3

Get Cfgz File |

a. If you press this new window, the window will be closed.

b. If choose one searching type in down list, and put searching keys on text
box, then press search button, the devices which meet the keys will be
displayed.

hetion Firmware Manager Configuration Manager | Tools  About

iName Ll !Ethan Search | Refresh |

I Dewice | Verzion I MAC ! Name l Status
O IGTE00 V0, 2,14 001918B6TECA Ethan idle
] IGTE00 V0. 2,23, L bu...  OO192C3ISBECS Vinco idle

Get Cfg File |
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APS
betion Firmware Manager Configuration Manager Tools About
]Name LJ ]Etha.n KSearch D Refresh ‘
IDevice ] Verzion MaC |Name IStatus
O IGTE00 V0.2, 14 Q01915E6TECA Ethan idle

zet Cfgz File
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Appendix 4.4 Upgrading 1G7600 Firmware
Select the IG7600 that you want to upgrade.

Press Action->IG7600 Firmware Update, then you can choose the firmware to
upgrade to this IG7600.

hetion Firmware Manager Configaration Manager Tools About

!Name ;l !E'than Search | Refresh |

' Dewice l Tersion MaC l Name l Status I

IGTEO0 V0. 2,14 001916B6TECA Ethan idle

fEl I6T600 Firaware Update
Dlevice I Yersion MAC i Tlevice Hame
IGTRO0 V0.2.14 001315BE6TECA Ethan
b |
IGTEO0 Firmwars TGTBO0-VD. 2.19. 1. img =]

After you press Update button, the upgrading procedure begins, and the status of
IG7600 will become “waiting” or “loading” before the upgrading procedure finishes.
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fE aPS

hetion Firmware Manager Configuration Manager

Tools About

Get Cfg File

]Na.me LJ ]E‘tha.n Search ‘ Refresh ‘
] Device ] Version MaC | Name J Status
O IGTEO0 0. 2. 14 001915B5VECA Ethan waiting
| IGTEO0 0. 2,23, 1. b, .. 00192CIIEECH Vinco idIe

B APS

hetion Firmware Manager

Configuration Manager

Toolz About

Get Cfg File

] LJ ] Search ‘ Refresh ‘
] Device I Terzion MaC | Name ] Status
IGTEOO . 2. 14 001915E6TECA Ethan loading
| IGTEN0 V0. 2.23. 1. b .. O0192C3IEECH Tincao idle
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Appendix 4.5 1G7600 Configure File Update
Press Action->1G7600 Configure File Update.

fetion Firmware Manager Configuration Manager Toels About

IGTEO00 Firmware Update
“onflgure File Update I

Search | Refresh I

IFFhone Firmware Update

Reset IFPhone to Default 24 I MaC ! Name l Status
T ToFTHEr w14 001915E6TECA Ethan idle
IGTEOG V0. 2,25 1. bu .. 00192C33BECD Tineo idle

Get Cfg File I

You can upgrade more than one IG7600 at one time.

E IGT600 Configure File Update

L] Tlevice l Verzion MAC Dlevice Hame I L
IGTRO0 V0.2.23.1 build 1 00192C33BECT Vineo

IGTA00 Configure File : !CZ\Documents and SettingsiAdminist (t{ Open \} m

Get Cfg File I
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Appendix 4.6 Managing IP Phone Firmware

Press Firmware Manage->IP Phone Firmware Manager

EBX

heotion | Firmware Manager Configuration Manager Tools About

IGTEOD Firmware Manager

IFFhone Firmware

Search I Refresh I

I Device | Version Mac ! Name ! Status
TIGTEO0 V0. 2,14 001915B6TECA Ethan idle
a IGTE00 ¥0.2.23. 1. bu...  O0192C33BECH Vinco idle

Get Cfg File I

Press Open button to choose available IP Phone firmware on PC and press Upload
button to load it to APS.

AEH

10n. Firmware Manager Configuration Manager: Tools hAbout

I':El IPPhone Firmware Nanager

Upload TPPhone Firmware D AEthan\FTE\PhoneF irmyareF a1 <| Open D m

oE

j Tyvpe Firmware Name I Yersion I

Delete Selectad Item

Get Cfg File I
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hotlon

oE

Firmware Manager Configuration Manager

Tools About

| TPPhone Firmware Nanager

Delete Selected Item |

Upload IFFhone Firmware 0: "Ethan\FTF \PhoneFirmwareFm Open m
I Type I Firmware Name I Verzion I

O 1rzoez TPZ0BZT_¥0.9.8. 3. bin. gz V0.9.8.3

O 1rzoez TP20B2T_V0.9.58. 34 bin. gz V0.9.8.3

Get Cfg File |
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Appendix 4.7 Upgrading IP Phone Firmware

Choose one IP Phone Firmware file and press Update button to load it to IG7600.

= aPS. MEE

@ IPPhone Firmware Opdate

oE

Tlewice I Yerzion MaC Dlevice Hame I
IGTa00 V0.2 14 001915BATECA Ethan

IFFhone Firmware File :

Cpaate )

FEOBZT_V0.9.8.3 bin. gz
F! PR om-an i s 72

Get Cfg File I

After the IP Phone firmware is uploaded to 1G7600, all IP Phones with that model that
register to this IG7600 will be upgraded with this firmware within 30 minutes (IG7600
will notify every IP Phone after a delay with a random time between 0 to 30 minutes).
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Appendix 4.8 Reset IP Phone to Default
Press Action->Reset IP Phone to Default.
Then all IP Phones that register to this IG7600 will be reset to default.

hetion Firmware Manager Configuration Manager Tools About

IGTEO0 Firmware Update

IGTEO0 Configure File Update I S earch ‘ Refresh ‘
IFFhone Firmware Update
on Mac |Name ]Status
Tz 1d 001218E6TECA Ethan idle
] IGTEO0 WO 2,253, 1.bu. .. OO192CISEECD Vinco idle

Get Cfg File
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Appendix 4.9 Configuration Manager

Press Get Cfg File button on the main window, then the configuration file on the
specific IG7600 is downloaded to your PC.

EEX
betion Firmware Manager Configuration Manager Tools About
] LJ | Search J Refresh I
| Device | Version Mac | Name I Status
IGTE00 V0. 2,14 001815B6TECA Ethan waiting
O TIGTE00 V0. 2,23. 1. bu... O0192C33BECS Vinco 1dle

‘ Get Cfg File '
Te— "

Press Configuration Manage button, then you can edit this configuration file.

After you modify the configuration and save it, you can send it back to this 1G7600,
and then this 1IG7600 will use this file as its configuration file and reboot itself to let it
take effect.
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hotlon

iB 1G7600CEfeNanager

Dlouble Click the item, It can open the efz file

l Hame Mac FileName I Modifyllate I
O Ethan 001915BATECA IGTR00_CFG_001915BBTECA. xml 2013-5-9 11:14:24

0O

Send Selected Cfz File

-153 -



IG7600 Administration Manual

Appendix 4.10 Show Update Log

Press Tools->Log

hction Firmeare Manager Configuration Manager | Tools About

L . I

I _:l I Search I Refresh I

I Device | Version I MAC ! Name l Statuz
O LiTEO0 VoL 214 Q01915E6TECA Ethan idle
TiTEC0 Vo 2,25, 1.bu, .. OQ192C35EECD Vinco idle

Get Cfg File I

A window showing the entire log for operations will display.

EEX

Date I Device I Hame I Mac I lpdate File Hame | Rezult !
] i 1 IGTRO0 Ethan 00191 3EATECA IGTA00-¥0.2.19. 1. img Fail
:53: IGTa00 Ethan 001915BATECA IGTRO0-V0.2.19. 1. img Fail
2013-5-9 11:14:21 IGTA00 Ethan 001915B6TECA 1 Fail
2013-5-9 11:14:25 IGTA00 Ethan 001915B6TECA IGTR00_CFG_001915BBTECA. xnl  Fail
2013-5-9 11:17:27  IGTA00 ¥ineo 00192C33EECY Fail
2013-5-9 11:17:30  IGTa00 ¥inco 00192C33EECS IGTA00_CFG_00192C33EECY. xnl  Fail

Get Cfg File I
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Appendix 4.11 About

Show APS version info here.

hetion Firmware Manager Configuration Manager Tools | fbout

Get Cfg File

APE-TGTARO0-VO. 4
] LJ ] Refreszh ]
] Device ] Version Mac Name ] Status
O TIGTEO0 V0. 2,14 001915B6TECA Ethan idle
IGTE00 ¥0.2.23. 1. bu...  O0192C33BECH Vinco idle
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